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1 Introduction

The Niobrara EPE6 is a SY/MAX®™ rack-mounted module. It features four serial ports,
two 10/100BaseTX Ethernet ports, and a SY/MAX backplane connector capable of rack
addressing up to 2048 registers. The EPE6 allows simultaneous pass-through routing data
messages from Modbus/TCP Ethernet, SY/MAX 802.3 Ethernet, SY/MAX serial, and
Modbus serial between all ports. Full support of PLC programming message pass-
through is also provided on all communication ports including SFW375, SY/MATE, and
Winmate.

Figure 1.1:EPE6 Front Panel

EPE6 Manual 11



The EPE6 features two 100BaseTX Ethernet ports that support Modbus/TCP as both a
client and a server at the same time. The EPE6 can support up to 64 simultaneous
Modbus/TCP connections. A routing table is used to map the incoming Modbus/TCP
Destination Index (Slave Address) from an Ethernet client to a downstream route that
determines where the message is directed. This route may point to a PLC or slave on one
of the EPE6's serial ports, or even back out the Ethernet port to a different device. The
Ethernet port also supports the older SY/MAX 802.3 protocol for smoothly integrating
legacy Square D Model 650 and 450 PLCs into a Modbus/TCP system.

The two 100BaseTX Ethernet ports support Rapid Spanning Tree Protocol (RSTP)
allowing the EPE6 to be used in a copper ring network for redundant Ethernet cable
connections. It may also be used in a daisy-chain Ethernet network as well.

There are four serial ports on the EPE6. The ports may operate in 4-wire RS-422, 4-wire
RS-485, or 2-wire RS-485 modes with selectable termination and bias. The ports may be
independently configured for one of 18 different protocols including Modbus RTU,
Modbus ASCIIL, and SY/MAX. The default mode supports SY/MAX.

The EPE6 features a front panel backlit LCD and keypad that may be used for
configuration and troubleshooting. The IP Address and most serial port settings may be
configured through this interface which may be password protected to prevent
unauthorized changes.

A built-in web server is included in the EPE6. This password protected, AJAX Javascript
enabled server allows two user levels for configuration, backup/restore, troubleshooting,
and even firmware updating — all from a standard web browser.
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2 Installation

WARNING: Do not connect the EPE6 to any Ethernet or network before
configuring the appropriate network addresses. Duplicate network address may
lead to improper network communication, equipment damage, injury, or death.

Device Mounting/Removal
(1) Remove power from register rack or NRK2.
(2) Mount EPES6 in an available slot in the register rack, or in the NRK2.
(3) Apply power to register rack or NRK2.

Ethernet

Setting the IP Address

The EPE6 defaults to a fixed IP Address of 10.10.10.10. This is easy to change through
the use of the front panel keypad. The EPE6 supports fixed IP Address, DHCP, or
BOOTP. Press the ™ key four times to step through the “> Main > Config > Comms >
Ethernet > pages.

If BOOTP or DHCP is desired, & arrow to the IP Source menu item, and then press the
™) key. The ™ and B arrows are used to select FIXED, DHCP, or BOOTP. The ¢ key is
used to accept the new value and return to the previous menu.

NOTE: BOOTP and DHCP operation usually requires that the server be configured for
the MAC Address of the EPE6. The EPE6's MAC address is printed on the serial number
label and is also shown on IP Source screen. The example below shows a MAC Address
0f 00:20:BD:0C:35:01.
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Figure 2.1 IP Address Source Screen

Main GConfig Comms Enet IF Source

Moonfig FCOmM= MEthernet Addresz

Status Dizplay Serial Mazk

App Gate i

Info FIF Source Fined

Sustem Frotoco |
Orap oA B
HE Routes BE: 28: BO:
IF Foutes BC: 3581
Enet Mode
Timeouts

If a fixed address is required, make sure that the IP Source is set to Fixed, then select the
Address page. The W and & arrows are used to adjust the values while the ™ and (=
arrows move between fields. The «l key is used to accept the new value.

Figure 2.2 IP Address Screen

== Main Config Comms Enet IF Add
Fggntlg LIsdaT 1S FELthernet PAddress
arus Oizplay Serial Hask
EPE6 App Gate 192,188,
Info IF Source
18,18 System Protacol 1. 18
18,18 Oraop
[F ied] ME Routes| | puiofill
IF Routes IF Tables?
Enet Mode Meo-PER
Timeouts
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Setting the Subnet Mask

The Subnet Mask edit page is designed to quickly step through the valid bit-mapped
options. Pressing the ™ and & arrows adjusts the mask value. The ¢ key is used to
accept the new value.

Figure 2.3 Subnet Mask Screen

ED Main Config Comms Enet IF Mask IF Mask
PCont ig bComMms PELhernet Address
Status Dizplay Serial Frask
EPE6 ?p? ?Stg 255, 255,
nfo ouTCE
18.10 Sustem Frotocol 255. @
Auto Set
18, 1@ Orop Defau Lt
[Fined] MB Routes [ 24 ] Gate?
IF Routes j
Enet Mode Mo-TE8
Timeouts

The “Auto Set Default Gate?” applies the new subnet mask to the current IP Address to
preset the Default Gate.

Setting the Default Gate
The Default Gate edit page functions just like the IP Address edit page.

Figure 2.4 Default Gate Screen

RED Main Config Comnsg Enet IF Gate
bConf ig Comms FEthernet Address
Status Display Serial Mask
EPE6 Ao bGate 192,168,
Info IF Source 1 1
18.1@ Sustem Protocol —_—
1@,1a Drop
[Fined] MB Routes
IF Routes
Enet Mode
Timeouts
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Ethernet Connection

After the IP Address is configured for the EPEG, it is safe to connect the Ethernet port to
the network. The EPE6 includes a standard RJ-45 Ethernet connector with indicators for
Link/Activity (green LED) and 100Mb (amber LED). (See Figure 2.5 Ethernet Port) The
green Link/Activity light illuminates when the EPE6 has a valid link to the attached
network port and blinks off while experiencing network traffic. The 100Mb amber LED
is illuminated when the Ethernet port has negotiated 100Mb operation and off while
configured for 10Mb operation.

The EPE6's Ethernet port supports 10/100BaseTX auto-crossover operation. Standard
CATS cables may be used to connect the EPE6 to Ethernet switches and hubs.

Figure 2.5 Ethernet Port

UL
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Figure 2.6 Typical Ethernet Connection

The status of the Ethernet port may be inspected through the front panel LCD by
choosing ‘> Main > Status > Enet >”

Figure 2.7 Ethernet Status

Main Status Enst 1
HR&D Confiag oSt ats Link Up
bS5t atus Enet 18BBaseT
EPE& App Full Dplx
Info

18. 1@ Sustem
18,18 sher
[Fixed] Link Up
18BBaseT
Full Dpl=

The Ethernet port 1 defaults to “Auto” mode but may be manually set to a fixed 10BaseT

or 100BasetT with fixed Full or Half Duplex operation. Ethernet port 2 is always
“Auto”.
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Figure 2.8 Ethernet Mode Configuration for Enet Port 1

HR&ID
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16,18
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EPEG6 Second Ethernet Port

The EPEG6 includes two Ethernet ports. The current firmware of the EPE6 supports this
second port as daisy-chain or copper ring operation. A future firmware upgrade will
allow the second port to operate independently with a second IP Address.

Daisy-Chain Operation

The EPE6 may have its Ethernet ports connected in a Daisy-Chain fashion.

e

Figure 2.9 Daisy-Chain Ethernet Connection

NOTE: Communication to downstream Ethernet devices may be lost if one of the daisy-
chain units fails or loses power.
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Copper Ring Operation

The EPE6+T may be used in a copper RSTP ring with an appropriate Ethernet switch
such as the Schneider-Electric ConneXium TCSESMO83F23F0. This ring operation
provides redundant cable paths to each EPE6.

Figure 2.10 Copper Ring Operation

sl

Serial Ports

The EPEG6 includes four serial ports. These ports are all RS-485/422 compatible DB9
connectors. The pinout is shown in Figure 2.11 RS-485 Port.
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Table 2.1: RS§-485 pinout

Pin Name Function

1 TX- (-) data out from EPE6

2 TX+ |(+) data out from EPE6

3 RX- (-) data into EPE6

4 RX+ |(+) data into EPE6

5 CTS- |Must be driven more negative than
pin 7 for EPEG6 to transmit

6 RTS-  |Driven low (0V) when EPE6 is ready
to transmit

7 CTS+ | Must be driven more positive than pin
5 for EPEG6 to transmit

8 RTS+ |Driven high (5V) when EPE6 is ready

to transmit

9 Shield

Figure 2.11 RS-485 Port

( BRCEN

e

Software Installation

The EPE6_ SETUP.EXE file includes this user manual, EPESSW32.EXE configuration
software, the EPE6 firmware files, the RPCLOAD.EXE firmware loader utility, and the
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NRDTOOL.EXE register viewer utility. The latest version of this file is located at
www.niobrara.com. Follow the link for “Download Area”, select “Module Software” and
then “EPE6_SETUP.EXE”. While the EPESSW32 configuration software is capable of

configuring most options in the EPE6, it is recommended to use a web browser or the
front panel for the best configuration experience.
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Updating the EPE6 Firmware

On occasion it may be necessary to update the operating system of the EPEG6.

Updating Firmware through the Web server
This action may be quickly done through the built-in web server.
1. Log into the EPE6's web server as user:admin.
Click on the “Admin” link in the left green menu column.

2
3. Click on the “Update Firmware” link in the left green menu column.
4

Click on the “Browse” button and select the “C:\Niobrara\Firmware\EPE6.qrc”

file.
5. Press the “Start Download” button to begin the update.

EEI:S NR&'D X
<« C O | ® 10.10.10.10/FF155194/admin/fwload w D O
”Comm: Ok H
EPE6 Firmware Update

Home
CO_ﬂ_ﬁE}LﬁOﬂ Update EPE6 firmware from a file by uploading a new version of EPE6.qre:
Statistics Please remember, it's always a good idea to back up vour configuration before
TO_O[S: updating firmware!
Admin WARNING: This operation will finish by rebooting the module, which WILL disrupt

Set Passwords communications.

Backup

Restore FileName: Choose File |EPE6.grc Start Download

Update Firmware

Reset [ EPEG 19JUN2017 ] - Build #3514

_ Copyright 2011-2017

Logout [admin] Niobrara Research and Development Corporation
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Updating Firmware using RPCLOAD

The RPCLOAD program may be used to install the EPE6 firmware through the Ethernet
connection using Modbus/TCP.

If the EPEG6 already supports the built-in web server, use the firmware update feature of
the web server instead of RPCLOAD. The update process is much faster using the web
server.

1. Make sure the EPE6 is powered and running.

2. Start RPCLOAD.EXE. The Windows Start Menu link is “Start, Programs,
Niobrara, EPE6, RPCLOAD EPE6 Firmware”.

Click on the Browse button and select EPE6.qrc.

Select the Modbus TCP tab.

Enter the IP Address of the target EPE6 (i.e. 192.168.0.205)
Make sure that the TCP port is set to 502.

Make sure that the Modbus Drop is set to 255.

e S

Press the “Start Download” button. RPCLOAD will open a progress bar to show
the status of the download.

Figure 2.12: RPCLOAD Screen

H¥ QRPC File Downloader - 14Feb... — X
File Advanced Configure Help

Load File ||::‘\ni-:|brara\ﬁlmware'\E PEE.qrc ﬂ Browse...
Modbus Serial Modbus TCP | Program Info | Module Info |

10101010 |502 TCP Port

255 Modbus Drop

Set Defaults

Query Start Download | Cancel |
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3 Modbus/TCP Operation

The EPE6 can operate as both a Modbus/TCP Server (slave to external masters) and
Client (master to external slaves) at the same time. Up to 64 simultaneous TCP/IP
connections may be made to the EPE6. These connections are dynamically split between
client and server operation.

Server Operation

The EPEG6 listens for Modbus/TCP connections on the standard Modbus/TCP port
number of 502. Modbus/TCP commands or queries generated by a client are processed
by the EPE6 by examining the Destination Index (Modbus Slave Address) of the
message.

A look-up table is used to map the Destination Index to a route that tells the EPE6 where
to send the message. This table consists of a column for the Destination Index, a
translation description (from legacy SY/MAX operation), and a downstream route.

The example in Figure 3.1 shows a PC connected via Ethernet to an EPE6.

A network of power meters is connected to port 1 (drop 101) of the EPE6. The three
power meters are addressed as Modbus slaves 1, 2, and 3.

A SY/MAX PLC is connected to port 2 (drop 102) of the EPE6. It will be accessed as
index number 1.

Table 3.1 gives a Modbus Routing table for this example. The PC would use index 1 to
communicate with the SY/MAX PLC. Index 2 is not used. Index 3 will reach power
meter #1.

NOTE: Indeces 0 and 1 have a route of NONE. The EPE6 will internally process
incoming Modbus/TCP messages with no route, the special index 255, or any route that
doesn't leave the EPE6. This action may result in unexpected reply data since this data is
from the EPEG itself.
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Figure 3.1 Ethernet Modbus Routing Example

@l:‘ EEEEERD

Table 3.1: Ethernet Modbus Routing Table Example

0 OTHER NONE EPE®6 Itself

1 OTHER 102 SY/MAX PLC
2 OTHER 45,6,15 EPE6

3 MODBUS [102,1 Power Meter 1
4 MODBUS |102,2 Power Meter 2
5 MODBUS [102,3 Power Meter 3
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Default Modbus Routing Table

The default Modbus Routing table for the Ethernet port maps Modbus/TCP destination
index values 1-32 to device addresses 1-32 on port 1 of the EPE6. Table entries 1
through 32 are set to have the first drop be port 1’s drop number and the second drop be
the same as the device address for devices 1 through 32. Entries 33 through 64 use Port
2's drop number, 1 through 32. Entries 65 through 96 use Port 3's drop number, 1 though
32. Entries 97 through 128 use Port 4’s drop number, 1 through 32.

Table 3.2: Default Ethernet Modbus Routing Table for Port 1 Drop 1, Port 2 drop 101,
Port 3 drop 2, and Port 4 drop 102

Index Type Route
0 OTHER NONE
1 MODBUS 101,1
2 MODBUS 101,2
MODBUS
31 MODBUS 101,31
32 MODBUS 101,32
33 MODBUS 102,1
34 MODBUS 102,2
MODBUS
63 MODBUS 102,31
64 MODBUS 102,32
65 MODBUS 103,1
66 MODBUS 103,2
MODBUS
95 MODBUS 103,31
96 MODBUS 103,32
97 MODBUS 104,1
98 MODBUS 104,2
MODBUS
127 MODBUS 104,31
128 MODBUS 104,32
129 OTHER NONE
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AutoFix Modbus Table

The EPEG6 ofters to “AutoFix” the Modbus Routing tables after a serial port drop number
is altered. The Ethenet and remaining serial port Modbus Routing tables are examined
and entries where the first drop of the route matches the old port drop number are
changed to match the new drop number.

D Main Config Commsz Serial Port 1 PF1 Drop
bConfig bCoMMs Ethernet FFort 1 Frotocol Current:
Status Display bSerial Fort 2 Baud 181
EPE6 App Fort 2 FParitw Mew:
Info Fort 4 Data Bits 187
IBI.E}EIIB Sustem gtqp Bits Auto—F ix
- T Ler Fout ing
[Fixed] sOrop Tables?
ME Foutes ’
Timeout &-es

Figure 3.2: Edit Modbus Plus Drop

Table 3.3: Ethernet Modbus Routing Table relative to Port 1 Drop 25 after AutoFix

Index Type Route

0 OTHER NONE

1 MODBUS 25,1

2 MODBUS 25,2

3 MODBUS 25,3
MODBUS

31 MODBUS 25,31

32 MODBUS 25,32

Front Panel Modbus Route Edit

The Ethernet Modbus Routing tables may be modified from the front panel. The “Index”
field may be changed with the UP and DOWN arrows. Pressing the ENTER button on
the Index field will exit this screen.
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ED Main Config Comms Enet Enet
bCont ig P o= PELhernet Hddress Index @@l
Status Dizplay Serial Maszk ME Route:
App Gate B4E , BAS
Infao IF Source R
18.18 Sustem Frotocol .
18,18 Orop ***'***'
[Fined] MME Foutes '
IF Routes Modbu s
Enet Mode TEST

Figure 3.3: Modbus Route Edit Screen

Pressing ENTER button on the TEST field will cause the EPE6 to generate a Modbus
opcode 03 Holding Register read of the target device. The test will report PASS or FAIL.
A “Downstream Timeout” is a failure but an Error 01 (Illegal Opcode) or Error 02 (Illegal
Register) are PASS because the target device responded with the error.

Enet
H I3 H H H

Inder BEZ Fx Reply Fx Reply Fx Reply
MB Route: Ualid
B4E, BEs, ERROF Reol ERROR
BLE, 4, Dawn - pid. 11
LS I stream dng188=
LR Timeout 9312

Maodbu s Fress Fress Fress

TEST Any Key Any Kew Any Key

Figure 3.4: Modbus Route Edit TEST Screens

Client Operation

The EPE6 may act as a Modbus/TCP Client even while simultaneous Server operations
are occurring. Serial master devices may generate read or write messages that are routed
out the EPE6's Ethernet port to access remote Servers.

The EPEG6 uses a look-up table to map routing drop numbers to TCP/IP addresses. This
table is called the TCP Routing Table within EPESW32. This table consists of a drop
number, target IP Address, and an optional Downstream Route. Messages passing
through the EPE6 from the serial ports (or the Ethernet port itself) that are directed out
the Ethernet port are sent to the TCP Routing Table to determine the target device.

Figure 3.5 shows an EPE6 connected to a SY/MAX PLC via serial port 1. The Ethernet
port is set to be drop 0 and is connected to a Quantum PLC at IP Address 192.168.0.24
and an M340 PLC at 192.168.0.25.
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Figure 3.5 Modbus Client Routing Example
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Table 3.4: EPE6 TCP Table Example

0 10.0.0.0 NONE

1 ]192.168.0.24 |NONE Quantum PLC

2 ]192.168.0.25 |NONE M340 PLC

3 1192.168.0.205 [NONE EPEG6 from Figure 3.1
4 10.0.0.0 NONE
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The table below shows routes for TREADs for the SY/MAX PLC in this example.
The first drop (21) in the route is the drop number of the EPE6 serial port 1.
The second drop (0) is the Ethernet port of the EPE6.

The third drop (1, 2, and 3) is the TCP table look-up drop. This number defines
the target IP Address.

The fourth drop (0, 1, 2, 3, 4, 5, and 255) is the destination index for the
Modbus/TCP message sent to the target I[P device. The local M340 and Quantum
NOEs don't care about the value of this number. This number is used in the
Modbus Routing table in the remote EPE6 to determine the target for the MSTR
message.

Table 3.5: TREAD/TWRITE Routes for SY/MAX PLC in Figure 3.5

MSTR MB+ Route Target
21,0,1,0 Quantum at 192.168.0.24
21,0,2,0 M340 at 192.168.0.25
21,0,3,1 Compact in Figure 3.1
21,0,3,2 Quantum in Figure 3.1
21,0,3,3 Power Meter 1 in Figure 3.1
21,0,3,4 Power Meter 2 in Figure 3.1
21,0,3,5 Power Meter 3 in Figure 3.1
21,0,3,255 EPEG6 in Figure 3.1

NOTE: When the EPE6's Ethernet port is in Modbus+SYMAX mode, the TCP table is
how the unit decides to connect a client message via Modbus/TCP or SY/MAX 802.3. If

the IP Address for a given drop number is 0.0.0.0 then the message is sent out as
SY/MAX 802.3 to that drop number.

AutoFill TCP Table

Changing the IP Address from the front panel keypad will prompt the user to
automatically adjust the TCP Routing Table. This feature will automatically fill in the
first three bytes of the local IP Address and have the fourth byte match the drop number.
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Table 3.6: Default Ethernet TCP Routing Table

Drop IP Address Route
0 0.0.0.0 NONE
1 0.0.0.0 NONE
2 0.0.0.0 NONE
3 0.0.0.0 NONE

Table 3.7: Ethernet TCP Routing Table for

Drop IP Address Route
0 206.223.51.0 NONE
1 206.223.51.1 NONE
2 206.223.51.2 NONE
3 206.223.51.3 NONE

Front Panel Edit of TCP Table

HR&D

EPE6&

18,18
18,18
[Fined]

206.223.51.155 after AutoFill

Main Conf ig Comms Enet
PCont ig PCOMME PEthernet Address
Status Display Serial Mask
[lala] Gate
Info IF Source
Sustem Protocol

Orop

MB Routes
FIF Routes
Enet Mode

IF
Routes

Index BEZ
192,168,
HEl . BE2

ZERO
AUTO

Figure 3.6: IP Route Edit Screen

The IP Routes may be edited from the front panel. The UP and DOWN buttons on the
INDEX field scroll through the 200 entries. Pressing the ENTER button while on the

INDEX field exits the screen.

Pressing the ENTER button while on the ZERO field will zero the IP Address. This is
useful in SY/MAX Ethernet applications.

Pressing the ENTER button while on the AUTO field will auto load the AutoFill value

for this Index.
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4 Modbus Serial Operation

The EPEG6 serial ports can operate as both a Modbus Master and Slave using either
Modbus RTU or Modbus ASCII protocols. The protocol modes are labeled “Modbus
RTU” and “Modbus ASCII”. All Modbus serial modes can dynamically switch between
functioning as a Master or a Slave.

NOTE: The mode “MODBUS HOST” is a version of the RTU mode with special
message translation features.

Slave Operation (External Master)

A Modbus mode port on the EPEG6 listens for Modbus serial messages whenever it is idle.
When a message arrives and has a good checksum, the Modbus Slave Address in the
message is examined and compared to entries in the Modbus Routing Table for that serial
port. If the entry for that drop number is not empty, then the EPE6 will forward that
message according to this defined route. If the entry is empty (NONE), then the message
is ignored.

A look-up table is used to map the Destination Index to a route that tells the EPE6 where
to send the message. This table consists of a column for the Destination Index, a
translation description (from legacy SY/MAX operation), and a downstream route.

The example in Figure 4.1 shows a PC connected via RS-232 to an EPE6 Port 1.

A network of power meters is connected to port 2 (drop 102) of the EPE6. The three
power meters are addressed as Modbus slaves 1, 2, and 3.

A SY/MAX PLC is connected to port 3 (drop 103).

Table 4.1 gives a Modbus Routing table for this example. The PC would use index 1 to
communicate with the SY/MAX PLC. Index 2 will reach power meter #1.
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Figure 4.1 Serial Master Modbus Routing Example
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Table 4.1: Serial Modbus Routing Table Example

1 MODBUS 103 SY/MAX PLC
2 MODBUS [102,1 Power Meter 1
3 MODBUS [102,2 Power Meter 2
4 MODBUS [102,3 Power Meter 3
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Default Modbus Routing Tables

The default Modbus Routing table for all serial ports are blank. The user may define
them however needed.

AutoFix Modbus Table

The EPE6 offers to “AutoFix” the Modbus Routing tables after the serial port drop
number is altered. The Ethenet port and all serial port Modbus Routing tables are
examined and entries where the first drop of the route matches the old serial drop number
are changed to match the new drop number.

D Main Config Comms Enet Enet
PCont ig FCOmms PELhernet PHAdress Index H13
EPE6 Status Display Serial Mask ME Route:
Hep Bare 181,813
Info IF Source i
18. 1@ Sustem Frotocol .
18,18 Orop ***'***'
[Fined] ME Foutes '
IF Routes Maodbu =
Enet Mode
Timeouts TEST

Figure 4.2: Edit Modbus Serial Route

Pressing ENTER button on the TEST field will cause the EPE6 to generate a Modbus
opcode 03 Holding Register read of the target device. The test will report PASS or FAIL
A “Downstream Timeout” is a failure but an Error 01 (Illegal Opcode) or Error 02 (Illegal
Register) are PASS because the target device responded with the error.

Port 1
H =N H = S5
Index BE4 R+ Reply F# Reply
MB Route: .
162, BAZ, ERROR poalid ERROR
LE D — EpLd. i1
LS S stream dngigg=
LR Timeout 39312
Modbu s Fress FPress Press
TEST HAny Key HAny Key Any Key

Figure 4.3: Modbus Route Edit TEST Screens

Master Operation (External Slave)

The EPEG6 serial ports may be used to connect Modbus slave devices to Ethernet masters.
A typical use is to connect a string of Modbus power meters to the EPEG6.
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Figure 4.4 shows a string of power meters connected to the RS-485 port 2 of the EPEG6.
Port 2 is configured for Modbus RTU mode and set to match the baud rate and parity of
the meters. The drop number of port 2 is left at 102 (default). The normal routing to
reach each meter is simply the route to reach port 2, followed by the slave address of the
meter.

Figure 4.4 Serial Slaves Modbus Routing Example

Drop 102

A look-up table is used to map the Destination Index to a route that tells the EPE6 where
to send the message. This table consists of a column for the Destination Index, a
translation description (from legacy SY/MAX operation), and a downstream route.

Table 4.2 gives a Modbus Routing table for this example. The PC would use index 1 to
communicate with ower meter #1. Indeces 2 and 3 will communicate with meters 2 and
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3, respectively.

Table 4.2: Ethernet Modbus Routing Table Example

0 |OTHER NONE EPEG6 Itself
1 MODBUS |102,1 Power Meter 1
2 MODBUS [102,2 Power Meter 2
3 MODBUS |102,3 Power Meter 3
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5 Legacy SY/MAX Operation

The EPEG6 serial and Ethernet ports can operate in a variety of modes to support legacy
Square D SY/MAX PLCs and older PowerLOGIC meters.

Translations

The EPE6 translates Modbus messages to SY/MAX (and vice versa) as each message
passes through the device.

NOTE: Some Modbus devices may refer to Holding Register 100 as 4x0100, 4:0100,
40100, or 4000100. The 4 at the beginning simply means it is a Holding Register.
Analog Input registers (3x) are shown as 3x0001, 3:0001, 300001, or 300001. Output
coils (0x) may be shown as 0x0025, 0:0025, 25. Input bits (1x) start with a 1 like
1x1234, 1:1234, 11234, or 101234.

NOTE: Some Modbus devices may start at register 0 instead of register 1. (This is
commonly referred as JBUS.) It may be necessary to offset each register number by 1 to
access the proper data.

NOTE: SY/MAX bit numbers are 1 to 16 with bit 1 as the least significant bit. This
manual will note bit references as Sxxxx-yy where xxx is the SY/MAX register number
and yy is the bit number. For example, register 20, bit 14 will be shown as S20-14.

Modbus to SY/MAX Translations

Holding Registers (4x) — Holding Registers (read/write) are directly mapped 1-to-
1 to SY/MAX registers. A Modbus client wanting the data from SY/MAX
register 1503 would send a Holding Regsister Read (FCO03) to remote register
1503. Modbus single (FC06) and multiple register writes (FC16) are supported
with the target register chosen simply as the SY/MAX register number.

Analog Input Registers (3x) — Modbus clients may access SY/MAX registers as
though they are Modbus 3x data (read only). The mapping is just like 4x registers
and is simply the target SY/MAX address.

Coils (0x) - Modbus coils (read/write) may be mapped into SY/MAX registers.
The translation starts as SY/MAX register 1, bit 1 (S1-1) = Modbus coil Ox1. S1-
16 = 0x16. S2-1 = 0x17. The formula to determine the Modbus coil from a
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SY/MAX bitis: COIL = (REG — 1) * 16) + (BIT).

Input Bits (1x) — Modbus discrete inputs (read only) are mapped exactly the same
as 0x coils.

Incoming Modbus commands (4x, 3x, 1x, 0x) are translated into Non-Priority SY/MAX
Read or Write messages. Coil write messages (FCO5 and FC15) are translated as bit-
masked NP writes when possible to allow single SY/MAX bits to be modified.

NOTE: FC15 multiple coil write message may not be able to be processed when the bits
span multiple SY/MAX registers. The SY/MAX bit-masked NP Write message cannot
handle this type of masking operation. The EPE6 will send back a Modbus Exception
code 5 error when this condition occurs.

NOTE: A few SY/MAX end devices (NIMs for example) do not support Non-Priority
messages. It may not be possible for a Modbus client to be able to directly communicate
with these devices.

SY/MAX to Modbus Translations

SY/MAX Priority and Non-Priority Read and Write command messages are translated
into Holding Register Read (FC03) and Write (FC16) messages. SY/MAX Random
Access Read messages are translated into PowerLOGIC's Modbus Random Access Read
(FC100).

If the SY/MAX client needs to access other memory spaces on a Modbus serial server,
the Modbus Host serial mode may be used. This mode allows the user to manually
configure the translation for both the read and the write. Supported Modbus Function
Codes are 03 (4x read), 04 (3x read), 02 (1x read), 01 (0Ox read), 05 (0x single write), 06
(4x single write), 15 (0x multiple write), and 16 (4x multiple write).

NOTE: Standard Priority and non-bit-masked Non-Priority SY/MAX write messages will
translate into 16 FCO5 coil messages or one 16-bit FC15 message. All 16 bits will be
forced.

NOTE: SY/MAX Read and Write messages support up to 128 registers. Modbus
messages are limited to a maximum of 125 registers on a read and 120 registers on a
write. Individual servers may have additional register count restrictions.

Error Translations

Modbus and SY/MAX do not share the same error messages. Table 5.1 shows the
EPE6's translations.

All other errors are passed straight through with no translation.

40 Legacy SY/MAX Operation 5 EPE6 Manual



Modbus SY/MAX Meaning
Exception | Error Code
Code
2 3 Illegal Address
3 5 Illegal Value
10 29 Illegal Route
11 17 Device Not Responding

Table 5.1: Modbus and SY/MAX Error Translations

SY/MAX Serial

EPEG6 ports 1-4 may be configured to SY/MAX mode to directly connect to a SY/MAX
PLC. The RS-485 port is typically used along with the DC1 (EPE6 to SY/MAX) cable.

Default values for SY/MAX ports are 9600, EVEN, 8, 1, RS-422, and BCC.

The drop number of the SY/MAX mode port will be the last drop of an incoming route
and the first drop of an outgoing TREAD, TWRITE, or TALARM message from the
SY/MAX PLC.

SY/MAX mode ports are full duplex and allow the PLC to be both a master and a slave at
the same time.

Figure 5.1 SY/MAX Serial Routing Example shows a SY/MAX Model 400 PLC
connected with an DCI1 cable to the RS-485 port 1 of an EPE6. This port is set to
SY/MAX at drop 101.

An entry in the Ethernet Modbus Routing table must be modified to access the Model
400 PLC. For this example, Entry 1 was chosen since it would be easy to remember.
The new route is shown in Table 5.2: Modbus Routing Table for Ethernet Port. The type
set to OTHER since this is not a MODBUS target.

A Modbus/TCP client such as the M340 PLC in this example would simply use
Modbus/TCP index 1 to access the SY/MAX PLC.
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Table 5.2: Modbus Routing Table for Ethernet Port

Index Type Route Comments
0 |OTHER NONE
1 |OTHER 101 Model 400 PLC
2 |MODBUS 5,2
3 |MODBUS |53
4 |MODBUS |54
5 |MODBUS |55
6 |MODBUS |[5,6 Compact 984 PLC
7 |MODBUS |5,7

The SY/MAX PLC may also use TREAD and TWRITE messages to access the M340.
The route to the M340 would be 101,0,25,1 assuming that the Ethernet port on the EPE6

is set to 0 and TCP table entry 25 has the IP Address of the M340.
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Figure 5.1 SY/MAX Serial Routing Example

]
®

NET-TO-NET Mode

The EPE6 may be connected to a SY/NET network using the NET-TO-NET mode. This
mode is used to connect the EPE6 to an RS-422 port on a CRM-510 NIM, RS-422 port
on a SY/LINK (SFI-510) PC card, Niobrara SPE4, EPES, or even MEB modules.

The following rules apply to NET-TO-NET ports:

Both ports must be set to NET-TO-NET mode. This may involve setting DIP
switches on the NIM.

Both ports must be set to the same SY/NET drop number. Set the EPE6 port to
match the NIM.

Both ports must have the same baud rate, parity, data bits, stop bits, and
checksum. Most NIMs use BCC but the CRM-511 and 512 may be set to use
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CRC-16.
The route message includes the NET-TO-NET drop number only once for the port pair.

Figure 5.2 NET-TO-NET Serial Routing Example

@I:‘ INEEEED

@l:‘ IEREEED
@I:‘ ENEEERD
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Figure 5.2 NET-TO-NET Serial Routing Example show an EPE6 port 1 connected NET-
TO-NET to a CRM-510 set to node 17. This NIM is on a small “Blue Hose” SY/NET
network with two other NIMs set to 18 and 19. NIMs 17 and 18 have a PLC connected
to the Oxx port with a CC-100 cable. NIM 19 has the PLC connected to port 119. The
EPE®6 is connected to the 117 port so the drop number of the EPE6 port 1 must also be set
to 117. Both the NIM port and EPE6 must be set to NET-TO-NET mode.

Table 5.3: Modbus Routing Table for Ethernet Port

Index Type Route Comments
0 |OTHER NONE
1 |OTHER NONE

16 |OTHER NONE

17 |OTHER 117,17 PLC on NIM port 17
18 |OTHER 117,18 PLC on NIM port 18
19 |OTHER 117119 PLC on NIM port 119

The Modbus/TCP Ethernet routing table shows the Modbus/TCP Index values of 17, 18,
and 19 that will allow clients to access the SY/MAX PLCs.

Any of the SY/MAX PLCs may access devices through the EPE6 with TREAD or
TWRITE messages.

Table 5.4: SY/MAX NET-TO-NET Routes

Source Target Route
PLC 17 M340 17,117,0,25,1

PLC 18 M340 18,117,0,25,1

PLC 119 M3340 119,117,0,25,1
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SY/MAX Ethernet

The EPE6's Ethernet port may be configured to support Modbus/TCP and SY/MAX
802.3 protocols at the same time. Thus the user may bridge older SY/MAX Ethernet
enabled PLCs (Model 450 and Model 650) to Modbus/TCP and various serial networks.

NOTE: Always check that the SY/MAX 802.3 node number is unused on the
LAN before setting the EPE6's address. SY/MAX Ethernet devices that detect
duplicate drops remove themselves from the LAN and in many cases must be
power cycled before they function again. This action may result in equipment
damage, personal injury, or death.

The SY/MAX 802.3 protocol supports up to 100 physical node addresses (0-99). Logical
Node numbers 100-199 are possible on Niobrara devices (MEB, EPES, RPC) by setting a
serial port to “On Ethernet YES”. Node numbers above 100 also consume the node
modulo 100. For example, if the EPE6's Ethernet port is set to 55 then node 155 is also
required to be within this EPE6. Therefore serial port 1 may be set to drop 155 and have
“On Ethernet YES” configured.

SY/MAX Routing

The EPE6 in the combination Modbus/TCP+SY/MAX Ethernet mode simply becomes
another drop in the SY/MAX route between the source and the target. Inbound Ethernet
messages include the EPE6's Ethernet port drop number as the next drop in the route.
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Figure 5.3 SY/MAX Ethernet Routing Example
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Table 5.5: SY/MAX Ethernet Routes

Source Target Route
Model 650 Model 300 22,21,101
Model 400 Model 300 112,23,21,101
Model 450 Model 300 24,21,101
Model 650 M340 22,21,21,25,1
Model 400 M340 112,23,21,21,25,1
Model 450 M340 24,21,21,25,1
Model 300 Model 650 101,21,22
Model 300 Model 400 101,21,23,112
Model 300 Model 450 101,21,24
M340 Model 650 192.168.0.241 index 22
M340 Model 400 192.168.0.241 index 23
M340 Model 450 192.168.0.241 index 24

The outbound messages to the M340 PLC have the EPE6's Ethernet drop number in the
route twice. The first entry to select the EPE6, the next entry to route the message back
out the Ethernet port. The drop following the second entry is the TCP Table entry of the
M340 PLC.

The EPE6 uses the entry in the TCP routing table to decide to send the message out as
Modbus/TCP (entry not 0.0.0.0) or SY/MAX 802.3 (entry is 0.0.0.0).

Table 5.6: Modbus Routing Table for Ethernet Port

Index Type Route Comments

0 OTHER NONE
1 OTHER NONE

22 |OTHER 21,22 Model 650

23 |OTHER 21,23,112 Model 400

24 |OTHER 21,24 Model 450

25 |OTHER NONE
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Table 5.7: Ethernet TCP Routing Table

Drop | IP Address Route Description
0 1]0.0.0.0 NONE SY/MAX node 0
1 192.168.0.1 NONE Modbus/TCP
2 1192.168.0.2 NONE Modbus/TCP
3 192.168.0.3 NONE Modbus/TCP
20 192.168.0.20 |NONE Modbus/TCP
21 192.168.0.21 |NONE Modbus/TCP
22 10.0.0.0 NONE SY/MAX node 22
23 10.0.0.0 NONE SY/MAX node 23
24 0.0.0.0 NONE SY/MAX node 24
25 1192.168.0.25 |NONE Modbus/TCP
26 192.168.0.26 |NONE Modbus/TCP
200 ]192.168.0.200 |[NONE Modbus/TCP

PowerLogic Serial Modes

All newer Square D PowerLogic electric meters and breaker panels communicate with
Modbus serial and Modbus/TCP Ethernet protocols. Older meters like the CM2000 and
PowerLink AS units use the SY/MAX based PLOGIC and PNIM protocols. The EPE6
supports all of these protocols plus a mixed mode called CHEVRON which allows both

PNIM and Modbus RTU devices to reside on the same daisy-chain.

Note that some PowerLogic devices only support 4-wire RS-485, some only support 2-
wire RS-485, and some may be used in either mode.

Note that some PowerLogic devices only support EVEN parity, some only support

NONE, and some support both settings.

EPE6 Manual

5 Legacy SY/MAX Operation 49



Table 5.8: Common PowerLogic Devices

Device Protocols | RS- Parity Notes
Series 485
ﬁ CM100 PLOGIC 4-wire  [EVEN Must cycle power when changing
CM200 PNIM between PNIM and PLOGIC
=1 | CM2000 |PLOGIC 4-wire | EVEN Dynamically switches between
s PNIM NONE PNIM and PLOGIC
=28 CM3000 | Modbus 4-wire |NONE
CM4000 |RTU 2-wire | EVEN
Modbus ODD
ASCII
PM600 PLOGIC 4-wire |[EVEN Dynamically switches between
i PNIM 2-wire [NONE  |PNIM and PLOGIC
Modbus
RTU
PM700 Modbus 2-wire |[NONE
[ pmsoo  |RTU EVEN
Modbus ODD
ASCII
Enercept | Modbus 2-wire |[NONE
RTU
BCM Modbus 4-wire |NONE
RTU 2-wire |[EVEN
ODD
BCPM Modbus 4-wire |[NONE
RTU 2-wire |EVEN
ODD
PowerLink |PLOGIC 4-wire  [EVEN Must cycle power when changing
AS PNIM only between PNIM and PLOGIC
PowerLink | Modbus 4-wire |[NONE
G3 RTU 2-wire |[EVEN
Modbus ODD
ASCII
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6 Front Panel Operation
Keypad Buttons

The front panel includes five push buttons.
™) The RIGHT arrow advances to the next screen or field. In many cases, it has
the same behavior as the ¢ key.
(™ The LEFT arrow escapes to the previous screen or field. Changes are saved
when the left arrow is pressed.
T The UP arrow moves up in a list or increments a selection.

B The DOWN arrow moves down in a list or decrements a selection.

! The ENTER key accepts the values on a screen and exits to a previous screen.

LCD Screen

The EPEG6 includes a high resolution LCD screen main screen to assist the user in
configuring and troubleshooting the device. Ethernet, and serial port parameters and may
be observed and modified. Statistical information is also provided through the front
panel interface.

Backlight

The LCD backlight will illuminate on any button press. The timeout for the backlight is
configured through Modbus drop 255 register 7003 and defaults to 300 seconds.

Operating Screens

Splash Screen

The main page shows the IP Address of the EPE6 and the source of that IP address, and
SY/MAX 8023 drop number (if enabled).

Error conditions may be displayed on the splash screen as they occur. Indications for
duplicate TP Address or duplicate SY/MAX 802.3 node are shown. Certain errors will
cause the backlight to flash , drawing attention to the EPE6. The flasshing will continue
until the error goes away, or until a key is pressed.
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NRE&D

EPE&

N ‘
18.18

[Fined]

SYMAR: BE1

Figure 6.1: Splash Screen

Main Menu Screen

Pressing a key while the splash screen is displayed will move to the Main menu page. A
pointer along the left margin indicates the sub-menu to be chosen. Pressing the UP or
DOWN arrows will move the pointer. Pressing the RIGHT arrow or ENTER buttons will
select the sub-menu. Pressing the LEFT arrow will return to the splash screen page.

Main

PCont ia
Status
App
Info
Swstem

Figure 6.2: Main Menu Screen

Configuration Menu

Selecting the Config item leads to the Config menu and a choice of Comms and Display.
The Comms sub-menu moves on to Ethernet and serial port options while the Display
sub-menu allows the user to adjust the screen contrast.
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Main Config
NR&D bConf ig bCamms
Status Display
EPE& App
Info
16. 18 Sustem
16,18
[Fixed]
SYMAX:Bs1

Figure 6.3: Config Menu Screen

Comms Menu Screen
The Comms menu allows the selection of editing the settings for the Ethernet and Serial

I)OITS.
Main Conf ig Comms
NR&D PCont ig PCOMME PEthernet
Status Display Serial
EPE& App
Info
168,18 Sustem
16,18
[Fixed]
SYMAX:BE1

Figure 6.4: Comms Menu Screen

Ethernet Configuration Menu

The Ethernet menu allows the selection of editing the settings for the IP Address, Subnet
Mask, Default Gateway, IP Source, Ethernet Protocol, port drop number, Modbus Routes,

IP Route table, and the physical Ethernet port mode settings.
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Main Config Comms Enet
NR&D bConf ig bCamms Ethernet PRAddress
Status Display Serial Mask
EPE6 App Gate
Info IP Source
16. 18 Sustem FProtocaol
1@, 1@ Orap
[Fixed] ME Foutes
SYMAK: 821 IP Routes
Enet Mode
Timeouts

Figure 6.5: Ethernet Menu Screen

IP Add Screen

The IP Address of the EPE6 may be quickly changed using the IP Add screen. Move the
cursor with the LEFT and RIGHT arrows and adjust the octet with the UP and DOWN
arrows. Holding the UP or DOWN key will scroll the value quickly. When the new
address is finished, press the ENTER key and a prompt for “AutoFill IP Tables?” is
presented. Select “Yes” to have the EPE6 automatically fill the TCP table with the first 3
octets of this IP Address and the fourth octet the index value.

IF Add , IF Add IF Add
1@, 1@, | 192,168, 192,163,

AutoFill
IP Tables?t

Ho- T

Figure 6.6:1P Address Screens

Subnet Mask Screen

The Subnet Mask of the EPE6 may be quickly changed using the Mask screen. The UP
and DOWN buttons are used to adjust the number of bits in the mask. When the new
mask is finished, press the ENTER key and a prompt for “Auto Set Default Gate?” is
presented. Select “Yes” to have the EPE6 automatically apply the subnet mask to the IP
Address to generate most of the default gateway setting..
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IF Mack IF HMask IF HMask
2EE. 25k,

ZEE. 4.

ZE5. B

@A, a |
[ 731

Huto Set
Oefault
Gate™

Mo

Figure 6.7:Subnet Mask Screens

Default Gate Screen

The Default Gateway of the EPEG6 is edited just like the IP Address. The LEFT and
RIGHT buttons move the cursor while the UP and DOWN buttons are sued to adjust the
value. Press ENTER to accept the new value.

Set the Default Get to 0.0.0.0 to disable routing operation outside the local subnet.

IP Source Screen

IF Gate IF Gate

192.168. 192,168,

P

1. @ 1.

Figure 6.8:Default Gate Screen

—L

The EPE6 may have a fixed IP Address or use BOOTP or DHCP to have its IP settings
configured. The IP Source screen allows the user to configure the appropriate setting.
Use the UP and DOWN buttons to select the setting. DHCP and BOOTP typically
require the server to be configured for the MAC address of the EPE6's Ethernet port.
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This MAC address is shown on the screen in hexadecimal (00:20:BD:03:18:F9).

IF Source IF Source IF Source
Fined OHCF BootF
HiE: 20: BO: Bz 20: BO: HiEz 20 BO:
B3z 18:F9 B3 18:F9 B3 18:F9

Figure 6.9:1P Source Screen

Ethernet Protocol Screen

The Ethernet port may be configured for only Modbus/TCP or a combination of
Modbus/TCP plus SY/MAX 802.3 for support of legacy SY/MAX Ethernet devices. The
Protocol screen allows the setting of the mode.

WARNING: Set the drop number of the Ethernet port to SY/MAX 802.3 drop
that is not present on the connected network before setting the port to
MB+SYMAX mode. Choosing a duplicate drop on the network will result in both
nodes halting SY/MAX communication which may result in equipment damage,
injury, or death.

Protocol Protocol

MBE-TCP ME+SY A

Figure 6.10:Ethernet Protocol Screens

Ethernet Drop Screen

The drop number of the Ethernet port defaults to 0 and rarely needs to be changed. This
drop number is used to set the SY/MAX 802.3 Ethernet node number when the Ethernet
port is set to MB+SYMAX protocol mode.

WARNING: Set the drop number of the Ethernet port to SY/MAX 802.3 drop
that is not present on the connected network before setting the port to
MB+SYMAX mode. Choosing a duplicate drop on the network will result in both
nodes halting SY/MAX communication which may result in equipment damage,
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injury, or death.

After selecting the new drop number by pressing the Enter button, a prompt for “Auto-
Fix Routing Tables?” is presented. Selecting Yes will automatically adjust entries in the
Ethernet and serial ports 1-4 Modbus Routing tables. Route entries with the old drop
number as the first drop in the route will be changed so the new drop number replaces the
old value .

Eth Drp

Curcent:

Hew:
85
Auto—F i+
Routing
Tables?

Ho- TR

Figure 6.11:Ethernet Drop Screen

Modbus Route Screen

The Modbus Routing table for the Ethernet port may be edited through the Modbus Route
screen. This screen shows a single entry from the table with the index on the top line.
The cursor is moved with the left and right arrows. Values are altered with the up/down
buttons.

The enter button exits the screen when on the index field.

The enter button on the TEST field causes a test message to be sent using the route to the
target device.

Enet

Inden BE14

MB Route:
»845.225.

H R,
A, R
PR T

Modbus —
™~ TEST

Figure 6.12:Modbus Route Edit Screen

The TEST message is an opcode 03 Modbus Holding Register read of remote register
8188. Possible results from this read are:
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A valid reply is received from the target slave. The screen will show PASS along
with the decimal value of the remote register 4x8188. On older SY/MAX PLCs,
this value is the PLC model number.

A valid error reply is received from the target slave. The screen will show PASS
along with the returned error code. Possible errors are:

o Error 01 = Illegal Opcode. This means that the slave does not support
Modbus opcode 03 (Holding Register read). The slave is replying to the
test message, it just does not support the test message.

o Error 02 = Illegal register. This means that the slave does not have
Holding Register 4x8188. This is also a PASS condition, it just means that
the test message asked for a register that does not exist in the slave.

The network was unable to receive a reply from the slave. This is a FAIL
condition with the error message Downstream Timeout.

The EPE6 was unable to generate the query because the first drop in the route

was not a valid drop number of another port in the EPE6. The FAIL message will
show

Figure 6.13:Modbus Route Test Results Screens

IP Route Screen

The IP Routing table for the Ethernet port may be edited through the IP Route screen.
This screen shows a single entry from the table with the index on the top line. The cursor

=i H = Zend H =i FAIL
Fx Reply Fx Feply Failed Fx Reply
Ualid First
Rep Ly, ERROR D-op ERRDﬁ
11 Mot Diown
dug188= Local strean
F9212 Timeout
Fress Fress Fress Fress
Any Kew Any Keuw Any Key Any Key

is moved with the left and right arrows. Values are altered with the up/down buttons.

The enter button exits the screen when on the index field.

The enter button on the ZERO field causes the IP Address to be set to 0.0.0.0. This is

handy for zeroing an entry for SY/MAX 802.3 Ethernet entries.

Figure 6.14:1P Route Screen

IP

Routes
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.

Inden B0z
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The AUTO field sets the entry to the EPE6's IP Address with the last octet set to match
the index.
Ethernet Mode Screen

The Ethernet Mode screen allows the physical configuration of the Ethernet port. The
port defaults to “AUTO” mode which automatically sets itself to match the attached
device. The possible settings are:

- AUTO

- 10BaseT — Full Duplex

- 10BaseT — Half Duplex
« 100BaseT — Full Duplex
- 100BaseT — Half Duplex

Enet Mode Enet Mode Enet Mode Enet Mode Enet Mode

Auto 18baseT 18baseT la@baseT labbaseT
Full Dpl# Half Dplx Full Dpl# Half DOpls

Figure 6.15:Ethernet Port Mode Screens

Timeouts Menu

The Timeouts Menu allows the user to adjust the timeouts of a message being handled by
the Ethernet port. The possible settings are Inbound (messages from a Modbus/TCP
master to a slave attached to the EPE6) and Outbound (messages from a master attached
to the EPES intended for a Modbus/TCP slave). Default timeouts are 11 seconds and 10
seconds, respectively.

Timeout | |MICP In Timeout MICPOut

FInbound Timeout: rInbound Timeout:

Outbound 11.668 Ou t bound 18.80
[sec] [sec]

PF igure 6.16:Ethernet Timeout Screens



Serial Port Menu

The Serial menu allows the selection a particular serial port to edit. Choices are Port 1,
Port 2, Port 3, and Port 4.

Main Config Comms= Serial
NR&D bCont ig COmMMs Ethernet POt 1
Status Dizplay bSerial Port 2
EPE6 App Fort 2
Info Fort 4
168,18 Sustem
18.18
[F ixed]
SYMAX: 821

Figure 6.17: Serial Pot Menu Screen

Port 1 Menu

All serial port share the same menu list.

Main Conf ig Comms Serial Port 1
NR&D PCont ig bCOMME Ethernet POt 1 Protocal
Status Oisplay bSerial Fort 2 Baud
EPE6 App FPort 2 Farity
Info Fort 4 Data Bits
1@, 18 Sustem Stop Bits
16,18 O iver
[Fined] O op
SYHMAKEE1 MEB Routes
Timeout

Figure 6.18: Serial Pot 1 Menu Screen

Settings available for the four serial ports are:
-+ Protocol
o Modbus RTU (default)
o Modbus ASCII
o Modbus Host (RTU with special translations)
o Chevron (combination Modbus RTU master with RNIM master)
o Dual Slave (combination Modbus RTU slave and SY/MAX slave)

o SY/MAX, NET-TO-NET, RNIM Master, RNIM Slave (legacy Square D PLC
serial protocols)

o PNIM and PLOGIC (legacy PowerLOGIC protocols)
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o IDEC (legacy Square D Model 50 and Micro-1)

o Transfer (legacy Square D PLC Hot Backup)

o Peripheral, Share, Transfer (legacy Square D ASCII)
o Gateway (legacy Niobrara ASCII)

o Multidrop (legacy Niobrara serial network)

Baud Rate — 50, 75, 110, 134.5, 150, 300, 600, 1200, 1800, 2400, 4800, 7200,
9600 (default), 19200

Parity — EVEN (default), ODD, NONE

Data Bits — 8 (default), 7 (ASCII modes only)

Stop Bits — 1 (default), 2

Driver — RS-232 (default), RS-422, RS-485 + Bias, RS-485 - Bias
Drop — 101 (default for port 1), 102 (default for port 2)

Modbus Routes — See Modbus Route Screen on page 57

Timeout — Only available to change when relevant to the selected protocol

Display Edit Screen

Main Config Contrast
NR&D PConf ig Camms
Status Oisplay .
EPE6 Aop Cont: ZE5
Info
168,18 Sustem
16,18
[Fixed]
SYMAX:Bs1

Figure 6.19: Display Contrast Edit Screen

The Display screen allows the user to adjust the contrast value for the display. The UP
and DOWN arrows allow the changing of the setting. The ENTER or LEFT arrows
accept the new value.
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Status Menu Screens

HRE&D

EPE6

16.18
16,18
[F ixed]

SYMAX:Bs1

Main Status
Config St ats
Potatus Enet
App
Info
Sustem

Figure 6.20: Status Menu Screen

The Status menu item gives access to physical status and communication statistics for all

ports.

Stats Screen

Each port has multiple screens to give statistical counters about communication through
the port. LEFT and RIGHT arrows change between ports. UP and DOWN move between

pages for a given port. ENTER returns to the previous menu.

w

Ethernet Fort 1 Fort 1
F
Open Socks| [Valid Pkts| |Bufs Used
15 334 [5]
Frames Tn Inuwalid Bufs in G
24576 5} [5]
Frames R= Farity Last Route
Eg111 [5] rls
Callision Chars T
[} 14947
Bufs Used Chars R+
= 2672

-

Figure 6.21: Stats Screens

Enet Status Screen

The Enet status screen shows the current physical connection status of the Ethernet port.

HRE&D

EPE&

16,18

1@, 1@
[Fixed]
SYMAX:BE1

Main Status Enet Phu
Config Stats
'g;gt“ = Henet Link:Up
é; fo Rate: 168
Oplua:Full
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App Menu

The APP menu allows the user to halt the EPE6 application. This feature should only be
used when directed by Niobrara Technical Support.

Main App=s
NR&D Config FSwitch
Status
EPEB6 FApD
Info
18,18 Sustem
1@. 18
[Fined]
SYMAE: 821

Figure 6.23: App Menu Screen

Switch Screen

The Switch screen allows the user to HALT or RUN the EPE6 application. The MEM
PROT setting is ignored at this time and is the same as RUN.

Main App=s Switch
NR&D Confia FSwitch
Status
EPE6& | pace Run
Info
1. 18 Sustem
18. 18
[Fined]
SYMAFE: 831

Figure 6.24: Switch Screen

EPE6 Manual 6 Front Panel Operation 63



Info Menu

The Info Menu provides access to various information about the EPE6 firmware and
network connections.

Main Info
NR&D Config FMAC Add
Status Serial #
EPE6 App Uersions
bInto Manual
1. 18 Sustem H«W Info
18,18 Upt ime
[Fixed] EnetDrops
SYMAK:BE1

Figure 6.25: Info Menu Screen

MAC Address Screen

The MAC address screen shows the hardware address of the Ethernet port in
hexadecimal. This information is useful when the IP Address is set by BOOTP or DHCP.

Main Info MAC Add
NR&D Confia MIAC Add
Status Serial # .
EPE6 App Versions Egg?gﬁg
bInto Manual |
1. 18 Sustem H«W Info
18,18 Upt ime
[Fixed] EnetDOrops
SYMAK: BS1

Figure 6.26: MAC Address Screen
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Serial Number Screen

This screen shows the serial number of the EPES6.

Main Info Serial #
NR&D Config MAC Add
EPE6 Status PSerial #
App Uersions
bInfo Manual R
18.14 Syustem H-W Info
18,18 Upt ime
[Fixed] EnetOrops
SYMAK: BS1

Figure 6.27: Serial Number Screen

Versions Screen

The Versions menu gives access to the EPE6 firmware, UCM firmware, and boot version.

Main Info Versions
” Confia MAC Add EFEG—¥
Status Serial # 190UHZA1T
EPE6 App Mlersions Build
bInto Manual 2516
1. 18 Sustem H«W Info
18. 18 Upt ime SUCH
[Fixed] EnetDOrops B durzaly
SYMAK: BS1
Boot
19JUNHZEL 7

Figure 6.28: Versions Screen

Manual Screen

The Manual screen provides a QR code that points to the EPE6 page of our website
(www.niobrara.com/html/epe6_cut.html).

Main Info
NR&D Confiag MAC Add
Status Serial #
EPE6 App Lersions
rInfo Frlanual
1. 18 Sustem H«W Info
18,18 Upt ime
[Fined] EnetDrops
SYMAK:BE1
Modu le
Info (W

EPFigure 6.29: Manual Screen
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H/W Info Screen

The H/W Info screen provides the hardware version number of the EPE6 being used.
This is sometimes helpful when talking with tech support.

Main Info H-W Info
NR&D Config MAC Add
Status Serial # H«<W Rew
EPE6 App Uersions 4.81
bInto Manual
1. 18 Sustem FH-W Info
18,18 Upt ime
[Fired] EnetDrops
SYMAK:BE1

Figure 6.30: Hardware Info Screen

Uptime Screen

The Uptime screen will tell the user how many times the EPE6 has booted, and the
amount of time since the last boot.

Main Info H-W Info
NR&D Confia MAC Add
Status Serial # BootCount
EPE6 App Versions T
bInto Manual
1. 18 Sustem H«W Info ;
1a. 18 blpt ime Het L=
[Finedl EnetDOrops .
SYHAX: BE1 B:37 H

Figure 6.31: Hardware Info Screen

Enet Drops Screen

The Enet drops screen will show the SY/MAX 802.3 drops accessible to the EPE6. This
page may extend beyond a single screen and the UP and DOWN buttons are used to
move between screens.

Any drop numbers local to the EPE6 are highlighted. This includes the Ethernet port and
any other port with “ON ETHERNET” set to YES.

Main Info EHET Dews
NR&D Confia MAC Add 1 2 4
Status Serial # E 11 15
EPE6 App Mersions | 15R51 22 23
rinfo Manual 24 25 BE 7A@
1. 18 Sustem H«W Info a9
18,18 Upt ime
66 [Fixed] FEM et Orops
SYMAK:BE1

Figure 6.32: SY/MAX Ethernet Drops Screen



System Menu

The System menu provides access to the front panel password, reboot, and reset to
factory defaults.

Reboot Screen

This screen allows the user to force a hardware reboot of the EPE6 without physically
removing the power.

Main System
NR&D Confia R=boot
Status Factory
EPE6 App Enet Test
Info Oebug
1. 18 bSystem Il
1@.18 FPazsword
[Fined]
SYMAK: BS1

Figure 6.33: Reboot Screen

Factory Defaults Screen

The Factory screen allows the user to quickly reset the EPE6 to factory defaults. The
reset process also includes a reboot. Selecting “NO” will return to the previous menu
without altering the current setup.

Main System RESET?
NR&D Confiag Feboot HO
Status bFactory O=faults
EPE6 App Enet Test
Info Debug
1. 18 bSysteEm Il
18,18 Fassword
[Fined]
SYMAK: BS1

Figure 6.34: Factory Defaults Screen

Enet Test Screen

The EPE6’s Ethernet port has the ability to detect a broken cable. If the cable is broken,
the LCD will display the approximate distance from the port where the open was

detected.
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Main System Enet Test
NR&D Config Reboot
Status Factory Open
EPE6 App MEnet Test Detected
Info D=bug B.4m away
1. 18 bSystEm Il
18,18 Fazsword
[Fined]
SYMAK: BS1

Figure 6.35: Enet Test Screen

Debug Screen

The EPE6 has a mode that causes a large amount of debug messages to be sent form the
Ethernet or serial ports of the module. A user would only enter this mode at the direction
of Niobrara technical support, and further instructions would be provided on storing this
information and relaying it to Niobrara staff.

Main System Debuyg
NR&D Config Reboot
Status Factory :
EPE6 App Enet Test Disabled
Info O=bug
1. 18 bSystem Il
1@.18 Fazsword
[Fined]
SYMAK: BS1

Figure 6.36: Debug Screen

WWW Screen

The preferred method of configuring the EPE6 is via the built-in web interface.
However, as a security measure, the user may want to disable this feature. This screen
allows the user to turn off the interface.

Main System WUy
NR&D Confia Reboot
Status Factory
EPE6 App Enet Test Enabled
Info Oebug
1. 18 bSystem Bl
18,18 FPazsword
[Fined]
SYMAK: BS1

g Figure 6.37: WWW Screen



Password Screen

The EPE6 may have a password enabled to limit front panel operation. The password is a
four digit number (0000-9999) that must be entered before settings are altered. Once the
password is entered, it settings may be altered until a reboot or the backlight timeout

occurs.
Setting the password to 0000 disables the feature.

Main System Password
HR&D Config Reboot Min: @
Status Factory Man : aa99
EPE6 App Enet Test -
Info Debug
18.14 Poustem iy
18. 18 FFassword
[Fixed] #8771
SYMAFE: 831

Figure 6.38: Password Screen
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7 Recommended Cables

RS-485 Cables

DC1 (EPEG6 to SY/MAX)

The Niobrara DCI cable is used to connect the RS-485 port of the EPE6 to a standard
SY/MAX DB9 female port. This cable is normally used to connect the EPE6 directly to
a SY/MAX PLC or NIM module.

NOTE: The EPE6 port driver mode is normally set to RS422 when connected to a
SY/MAX serial port.

Figure 7.1.: DCI Serial Cable

EPE6 Port SY/MAX Port
TX() 1 1 TX-
TX(+) 2 2 TX+
RX(-) 3 3 RX-
RX(+) 4 4 RX+

;] H
. H

Shield 9

O 0 3 O W

Driver Mode: RS-422

EPEG6 Master to 4-wire RS-485 Slaves

The EPE6 may be used to be a master on a 4-wire RS-485 network. An example of this
network is a string of PowerLogic meters attached to the EPE6.

An external terminator should be used at the last slave across its RX pair. Normally, this

EPE6 Manual 71



is a 120 ohm resistor or the PowerLogic MCT-485.

The Driver Mode for the EPE6 port should be set to RS-422. This mode enables the
transmitter of the port at all times to bias the receivers of all of the slaves. This mode
also enables the internal termination and bias of the EPE6's receiver.

Belden 8723 or equivalent is recommended for this type of network.

The shield wire should only be grounded at one location - usually at the master. The
EPEG6 ports’ pin 9 is connected to the ground of the enclosure for this purpose.

For the user’s convenience, the DC7 cable may be used between the EPE6 port and the
first slave.

Figure 7.2.: 4-wire RS-485 Master

EPEG6 Port Slave A Slave B Slave C
1 TX(-) RX(-) RX(-) RX(-)
2 TX(+) DOC RX(+) }C RX(+) DOG RX(+)
3 RX(-) Ve TX(-) O TX(-) S TX(-)
v v v
4 RX(+) TX(+) TX(+) TX(+)

.
.

9 Shield ———— Shield ———— Shield ————  Shield
Driver Mode: RS-422 Terminator only on
(term and bias enabled) last slave

EPEG6 to 2-wire RS-485

The EPE6 may be used as a master or slave on a 2-wire RS-485 network. An example of
this network is a string of 2-wire RS-485 PowerLogic meters attached to the EPEG6.

The EPE6 must have the TX(+) and RX(+) lines jumpered together to make the (+)
connection on a 2-wire network. The TX(-) and RX(-) lines must also be jumpered
together to connect to the (-) line.

Terminator should be used at the last slave on each end of the daisy-chain. Normally, this
is a 120 ohm resistor.

Bias should only be enabled on one device of the 2-wire network. Typically, the bias is
enabled at the Master device since it is required to be active on the network.

If the EPEG6 is the Master of the network, then it should be located at one end of the
daisy-chain and the Driver Mode should be set to RS485+Bias. The RS845+Bias mode
enables the internal bias and termination resistors.
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NOTE: RS485+Bias mode always enables both the internal termination and bias
resistors. If another device on the 2-wire network is providing the bias then the
EPE6 port must be set for RS485-Bias and an external termination resistor must
be used.

Belden 9841 or equivalent is recommended for this type of network.

The shield wire should only be grounded at one location - usually at the master. The
EPE6 ports’ pin 9 is connected to the ground of the enclosure for this purpose.

Figure 7.3.: 2-wire RS-485 Network with internal Bias

EPEG6 Port Node A Node B Node C
1 TX(-) ¢) RX(- RX(-
ﬂ-\v — N\ RO . )
2 TX(+) +) RX(+) RX(+)
3 RX(-)
4 RX(+)

. |
. |

Shield —— — Shield — — Shield — —  Shield
Driver Mode: Terminator on last
RS485+Bias slave

Figure 7.4.: 2-wire RS-485 Network without internal Bias

Node A EPE6 Node B Node C
RX(-) 1 TX(-) RX() = RX(-)
RX(+) | ) 2 TX(H) J RX(+) I v | RX(+)

3 RX(-)
4 RX(+)

. ]
. ]

Shield —— 9Shield ——— Shield — —  Shield
Terminator on last Driver Mode: Bias on some slave, Terminator on last
slave RS485-Bias could be same as slave

terminator
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8 Web Server

The EPEG6 uses a built-in Web server for remote configuration over the Ethernet network.
This Web server requires the use of Javascript.

Login

The EPE6 Web server supports two user access levels: “User” and “Admin”. These
usernames are not changeable and are not case sensitive. “User” provides read-only
access to view the configuration of the EPE6. “Admin” provides full configuration edit
capabilities as well as backup/restore and firmware upgrade.

The Default Password for each user is shown below and are not case sensitive:
Username: user

Password: user

Username: admin

Password: master

Figure 8.1 shows the Login page. Enter the appropriate username and password to gain
access to the EPE6.

If the “User” account is used and the operator attempts to modify a setting in the EPE6, a
pop-up notification will appear to announce that modifications are not allowed for this
user level. (See Figure 8.2)
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H.. NR&D

< C ) | ® Not secure

NR&D EPE6

x

10.10.10.10/auth/

Login to access

Username: admin

Load library files from www.niobrara net

Subrmit

[ EPEG 19JUN2017 ] - Build #3516
Copyright 2011-2017

Niobrara Research and Development Corporation

Figure 8.1: Login Screen

1L, EPE6 Configuration and | X

Statistics
Tools

Logout [user]

<« C Y |® 10.10.10.10/FB

E541/page/config/ethernet/MBRoute

10.10.10.10 says:

User Not Authorized to Modify Settings

wll route. The first drop in the

message will be routed.

cowe|
@m
Draps o [to1 o2 Jj03 J104
Modbus Routing for Ethernet

Index|[Mode Route
0 Other (SY/MAX Non-Priority) v |[|None
1 [ Modbus Pass-Through ([
2 Modbus Pass-Through v ||101.2
3 Modbus Pass-Through v ||101.3
4 Modbus Pass-Through v ||101.4
5 Modbus Pass-Through v ||101.5
6 Modbus Pass-Through v 1016
7 Modbus Pass-Through v 1017
g Modbus Pass-Through v 1018

Modbus Pass-Through v ||101.9
10 Modbus Pass-Through v 1101.10
11 Modbus Pass-Through v 11011
12 Modbus Pass-Through v 10112

Figure 8.2 “User” attempting to modify settings
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Home

Figure 8.3: Home

onfiguration and - X

0 | © 10.1010.10/7B0CES41/

NR&D EPE6

ation and diagnostics tool
]

[EPEG6 19JUN2017 ] - Build #3516
Copyright 2011-2017
Niobrara Research and Development Corporation

The typical web page includes an AJAX status box showing the state of the Javascript
communication between the browser and the EPE6. The background of this box turns
red when comm errors are occurring.

The menu tree may has the following branches: Home, Configuration, Statistics, Tools,
and Admin.

NOTE: Admin is not present when logged in as “user”.

Configuration

The Configuration menu provides access to the settings for Ethernet, Port 1, Port 2, Port
3, and Port 4.

Ethernet

There are pages for setting the IP Address, Ethernet Protocol, Modbus Routing, TCP
Client Routing, and I/O Scanner.
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IP Settings
The IP Settings page allows the Admin to select the IP Parameters for the module.

N NR&D

EPEE

&

X

C £ | ® 10.10.10.10/FB05413/admin/config/ethernet/IP

Ethernet
IP Settings
Port Params
MB Routing
TCP Routing
10 Scanner
Stats
Port 1
Port2
Port3
Port4
Statistics
Tools
Adnin
Set Passwords
Backup
Restore
Update Firmware
Reset

Logout [admin

78 Web Server 8

Ethernet IP Settings

w oo

NR&D EPE6

Configure the EPEG's IP settings. or configure 1t to get the settngs from DHCP or BootP server.

IP Settings
[P Source ” Fixed ¥
[P Address 10 10 10 10
Subnet Mask 255 0 0 0
Default Gate 0 0 0 0
Enet 1 SpeedDuplex|| Auto v
[ Updste

Sending normal query
Sending normal query
Sending normal query
Sending normal query
Sendine normal mierv

[ EPE6 19TUN2017 ] - Build #3516
Copyraght 2011-2017
Niobrara Research and Development Corporation
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Ethernet Port Parameters

This page allows the Admin to configure the EPE6 to operate in Modbus/TCP or
SY/AMX+Modbus/TCP mode and set the SY/MAX 802.3 drop number.

0 EpEs Configuration and | X

EPEE

& C {} | ® 10.10.10.10/FB069413/page/config/ethernet % 0
Comm: Ok System [Port 1 Port 2/|Port 3|[Port 4
Drops 101 ||102 |103 ||104
Home
Configuration =
T Ethernet Configuration
IP Settings Parameter Setting
Port Params
MB Routine IP Address 10.10.10.10
TCP Routing IP Mask 255000
10 Scanner Default Gate 0000
Stats
Port 1 IP Source Fixed
Port 2 Enet 1 SpeedDuplex  |Auto
Port 3
Port 4 Protocol Maodhus/TCP v
Statistics Drop 0
Tools
Admin Buffer Limit 32
Tl TCP Backoff (cs) 100
Inbound Timeout (cs) 1100
‘Dutbmmd Timeout [cs)” 1000 |
Quiet Timeout (s) 600
Ethernet Framing DIX Ethemnet II

\MAC Address

|00-20-BD-03-18-F9

Modbus Routing for Ethernet Port

The Ethernet port has 254 entires in its Modbus Routing table. The Route typically
consists of the drop number of the outbound EPEG6 port followed by any additional drops
needed to reach the target.

NOTE: Entries with no route will allow that index to access the EPE6's internal registters.

NOTE: Entries with the first drop in the route that does not match a drop number of any
port on the EPE6 will access the EPE6's internal registers.

NOTE: Using the Ethernet port's drop number as the first drop in the route will cause the
message to be routed back out the Ethernet port. This feature allows the EPE6 to
translate between Modbus/TCP and SY/MAX 802.3 Ethernet.
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i EPE6 Configuration and | X

EPEG.

& C ) | ® 10.10.10.10/FB069413/page/config/ethernet/MBRoute 0@
Tlus table converts the drop/address on an mbound Modbus message to a full route. The first drop m the
route provided here should be the drop number of the port out of which the message will be routed.
Home
Configuration System! Ethernet|Port 1 [Port 2|[Port 3|[Port 4
Ethernet Draps [ 101 {102 ||103 ||104
IP Settings
Port Params -
MB Routing Modbus Routing for Ethernet
TCP Routing Index |(Mode Route
10 Scanner —
Stats 0 Other (SY/MAX Non-Priority) v | None
Port1 1 Modbus Pass-Through v 1011
Port 2
Port 3 2 Modbus Pass-Through v 11012
Port4 3 |[Modbus PassThrough v 1013
Statistics
Tools 4 Modbus Pass-Through v 1014
Admin -
5 Modbus Pass-Through v [[101,5
Logout [admin 6 | Modbus Pass-Through v[l[101.6
7 Modbus Pass-Through v 11017
g Modbus Pass-Through v |101.8
9 Modbus Pass-Through v /11019
10 Modbus Pass-Through v 110110
11 Modbus Pass-Through v 1011 -

TCP Routing Table
The TCP Routing table is used for Modbus/TCP Client operation.

NOTE: SY/MAX 802.3 Ethernet client operation is selected by setting the drop number
IP Address to 0.0.0.0.
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il EPEA Configuration and | X

EPEE.

& — C ()| ® 10.10.10.10/FB069413/page/config/ethernet/TCPRoute %# 0

NR&D EPE6

‘Comm: Ok ‘ The following table converts a drop in the route of an outhound message to a target
[P address. If the selcted entrv 1s set to 0.0.0.0, the message will be routed as a
SY/ENET message if the protocol 1s enabled. If the IP address selector 1s the final

—— ) drop in the route. Downstream Drop’ from the table will be used for the next drop.
Configuration
Ethernet
P Settings | TCP Routing Table |
Port Params ‘Drop”IP Address ”D(mmstleam Drop |
MB Routing
TCP Routing 0 [[0.000 0
- 1 o000 0
Stats
Port 1 2 0000 0
Port 2
Port 3 3 o000 0
Port4 4 0000 0
Statistics
Tools 5 0.0.00 0
e i 0.0.00 0
Logout [admin 7 0.0.00 0
8 0.0.0.0 0
9 0.0.0.0 0
10 Jjj0.0.0.0 ]
11 Jjj0.0.0.0 0
12 |[0.0.00 0 .

1/O Scanner

The EPE6 includes a Modbus/TCP I/O Scanner. This scanner allows automatic Read,
Write, and Read+Write time based messages to be generated between the EPE6 and up to
128 Modbus TCP servers. The I/O Scanner operates on the Mailbox registers (1-2048) in
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the EPE6's internal registers.

E{m EPE6 Configuration and

X

< C 1} | ® 10.10.10.10/FB069413/page/config/ethernet/I0Scan

NR&D EPE6

[Comm: Ok | Meodbus/TCP I/O Scanner Configuration
Parameter Setting
Home - -
Configuration Ethernet I'O Scanner Disabled ¥
Ethernet. Entries Per Socket 0
IP Settings
Port Params Health Block Start Address 1
Mﬁ Health Block Register Space 3/ %IW ¥
TCP Routing
10 Scanner I'0O Disable Block Disabled ¥
Stats [/O Disable Block Start Address |||1
Port 1
Port 2 /O Disable Block Register Space||| 4x / %MW ¥
Port 3
Port 4
Statistics Health e ” Read ” Write
Tools Entry [P Add D Timeout | te(ms) |[Master [Slave ||, Hold/ (Master |Slave |
Admin (ms) Addr OUl 7o |Addr  |Addr ouat
Losont [admin 1 |pbooo 0 0 0 1 1 0 Hold v (1 1 0
2 0.0.0.0 0 0 0 1 1 0 Hold || 1 0
3 0.0.0.0 0 0 0 1 1 0 Hold || 1 0
4 0.0.0.0 0 0 0 1 1 0 Hold || 1 0
5 0.0.0.0 0 0 0 1 1 0 Hold || 1 0
6 0.0.0.0 0 0 0 1 1 0 Hold ¥ ||1 1 0
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Serial Ports

Port Parameters

The Port Parameters page will show the settings for a given serial port. Various protocol
modes have different settings that may be displayed. Changing the protocol mode will
prompt the “Admin” to “Apply typical settings” for the new mode. Selecting “OK” will
change many of the settings to match the normal usage of the new mode.

—

il EPE6 Configuration and = X

EPEE.

& C 1} | @ 10.10.10.10/FB069413/page/config/port! /port w 0

NR&D EPE6

Comm: Ok System [Ethernet [Port 2|[Port 3 [Port 4

Drops |0 102 [[103 104
Home
Configuration - .
Ethernet Serial Port 1 Configuration |
Port 1 ‘Parameter ”Seﬂjng |
m Protocol Modbus ASCII ¥
Auto Scan Drop 101
Stats
Port2 On Ethernet No ¥
Port3 Baud 9600 v
Port4 ‘
Statistics Parity ” Even ¥
Tools Data Bits Thitv
Stop Bits 1hit v
Logout [admin Buffer Lumit 16
Driver Mode RS-422 v

‘Repl}-‘ Timeout (cs) H 200 ‘

‘ Auto Transfer |

=

Transfer Interval (cs)

Transfer Route None

Read Count 0

Read From 128

‘Read To H 0 ‘
‘Write Count H 0 ‘
Write To 0

Write From 10
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Serial Port Modbus Routing Table

Each serial port includes its own 254 entry look-up table for Modbus Slave operation.
The first drop in the Route field is the drop number of the outbound EPEG6 port.

EES EPE6 Configuration and - X
&€ - C {} | ® 10.10.10.10/FB069413/page/config/port! /MBRoute w0 ®
A NR&D EPE6
This table converts the drop/address on an inbound Modbus message to a full
route. The first drop m the route provided here should be the drop number of the
port out of which the message will be routed.
Home
Configuration
Port 1 Drops |0 101|102 [103 |/104
Port Params
MB Routing
Auto Scan | Modbus Routing for Port 1 |
Stats Index/|[Mode Route
Port 2 —
Dot 3 1 Other (SY/MAX Nan-Priority) v |[[Nane
Port4 2 || otner (SYAX Non-Priory) v [None |
Statistics
Tools 3| Other (SYMAX Non-Priory) v [[None |
— [+ || other (SYMAX Non-Prerty) v [None |
Logout [admin “\ H Other (SY/MAX Non-Priority ) ¥ || None ‘
l6 || other (SYMAX Non-Prery) v [Noe |
7 Other (SY/MAX Non-Priority ) ¥ || Nene
§ Other (SY/MAX Non-Priority) ¥ | |None
l9 || other (SYMAX Non-Priory) v [None |
110 | Other (SY/MAX Nor-Priorty) v [[None |
|11 || Other (SYMAX Non-Prerty) v [None |
112 | Other (SY/MAX Nor-Priorty) v |[None |
|13 || Other (SYMAX Non-Prierty) v [Noe |
|14 || Other (SYIMAX Non-Priorty) v [None |
115 | Other (SY/MAX Nor-Priorty) v [[None |
|16 || Other (SYIMAX Non-Prerty) v [None |
Other (SY/MAX Non-Prioritv ¥ ||INone
17 1 | L~
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Serial Port Auto Scan

Each serial port may be configured to automatically poll attached slave(s) on a timed

interval. This table provides the configuration for each of the 48 possible entries.

y,[s EPEE Configuration and | X
€ - C (| ® 1010.10.10/FB089413/page/config/port1/AScan % 0 :
HComm: Ok ” | Port 1 Auto Scan |
Status Pointer (0 = disabled) |0
Home
Configuration Entry||Local Remote Count Direction |Route
Ethernet 1 o 0 0 Read v ||None
Port 1
Port Params 2 0 0 0 Read v | ||None
MB Routing 3 o 0 0 Read 7 ||None
Auto Scan
Stats 4 0 0 0 Read v | ||None
Port 2
Port 3 3 0 0 0 Read v | | Nane
M 6 0 0 0 Read v | ||None
Statistics
Tools 7 0 0 0 Read v | ||None
Admin
8 0 0 0 Read v | ||None
Logout [admin 9 o 0 0 Read v | |[None
10 |0 0 0 Read ¥ | ||None
11 |0 0 0 Read v | ||None
12 |0 0 0 Read v | ||Nane
13 |0 0 0 Read v | ||Nane
14 o 0 0 Read ¥ | ||None
15 |0 0 0 Read v | ||None
16 |0 0 0 Read v | || None
17 |0 0 0 Read ¥ | ||None
18 |0 0 0 Read v | ||None
19 |0 0 0 Read v | ||Nane
20 |0 0 0 Read v | ||None
" n i} n Daad w Alan,
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Statistics

Pages are provided for statistical counter pages for each port.

Many of these pages have “Reset Counter” buttons that allow either the “User” or
“Admin” to zero the counters.

NOTE: These counters are typically unsigned words and will roll over from 65535 to 0
with no indication that a rollover has occurred.

NOTE: These counters do not survive a power cycle/reboot.

Ethernet Router Stats
The Ethernet Router page shows counters for the SY/MAX / Modbus router for this port.

M EPE6 Configuration and

EPEs

< C O} | ® 10.10.10.10/FB0624

NR&D EPE6

13/page/stats/ether/stat

|| Comm: Reading

Ethernet Statistics

Home
Configuration
Statistics
Ethernet
Router
SY/ENET Nodes
Port 1
Port 2
Port 3
Port 4
Tools
Admin

Logout [admin]

| Reset Ethemet Counters |

Index||Meanin Value
0 Reset (RST) received 4455
1 Ring buffer overflow/incoming packet lost® 42
3 Count of buffers pulled from Free Queue 42856
4 Packet generation failed. no buffers® 0
5 Packet transmitted successfully 0
6 TCP connection Abandoned* 0
7 Retry of unACKed TCP packet 0
8 Packet lost because of illegal drop or bad route® 0
9 lllegal operation request on local registers™ 0
10 Read recerved and performed on local registers || 10500
11 Write recerved and performed on local registers 26
12 Total TCP connections open (client — server) 1
13 Total client TCP connections open 0
14 Non-IP Ethernet packet received 0
15 Ethernet Packets Transmitted 63724
16 Ethernet Packets Received 9767
17 Ethernet Collisions™ 42
18 Enet packet lost due to excess collisions™ 0
19 Ethernet packet recetved with CRC error® 42
20 Ethernet packets with framing errors™® 42
21 SY/ENET count of NAK Trans packets sent™ 0
22 Number of quened messages 0
23 Count of Modbus/TCP context buffers in use 0

[ -~

w 0D @
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SY/MAX 802.3 Ethernet Nodes

This table shows all of the visible SY/MAX Ethernet devices on the EPE6's local

Ethernet network.

NOTE: The EPE6 Ethernet port must be set for SY/MAX+Modbus mode for this table to

be accurate.

Any SY/MAX Ethernet drop number occupied by this EPEG6 is highlighted in green. This
includes any serial port that is set for “ON Ethernet YES”. Serial ports that have a drop
number greater than 100 and configured for “ON Ethernet YES” will also consume the

SY/MAX drop number minus 100.

Drop Number of peer devices are highlighted in blue.

EREE.

U EPEG Configuration and = X

€ C (| ® 10.10.10.10/FB069413/page/stats/ethar/nodes

NR&D EPE6

[Comm: 0K | SY/ENET Nodes |
‘ Rescan ‘

Home /]
cﬂ,ﬂ}fmﬁm foa][o1][o2][o3 o4 [os][0s [o7][os][o9]
%t [10][11][12][13][14][15] 16]17] 18] 19)

€]

Router |20”21||22||23”24”25I26”2?”28”29I
SY/ENET Nodes 3031323343536 [37]38 39
ﬁ 140([41/4243 |44]|45] 4647 48 49]
% 150[[51]/352](53|5455]/ 56157 58|59
Tods 160(/611[62/63 6465 6667 68 69)
Admin (70]71(7273 |74][73] 76 77| 78| 79]
st P 180(/s1821(83 |s4/8s] 86878 [s]
190(/911]92/93 94|95 96 9798]99)

XX - No device at this address
. - Address occupied by this device
XX - Address occupied by peer device

[ EPE6 19TUN2017 ] - Build #3316
Copyright 2011-2017

w0 &

Niobrara Research and Development Corporation

EPE6 Manual

8 Web Server 87




Serial Port

Serial ports 1-4 have counter pages to show the SY/MAX / Modbus router information
associated with that port.

MEBII Configuration and Diagnostics - Mozilla Firefox = | B |-
g q
File Edit View History Bookmarks Tools Help
st MEBI Configuration and Diagnostics | + |
€ | @ 192.168.1.14/FC036202/page/stats/portl | |29 - Google Pl A =~
[Comm: Ok ‘ | Serial Port 1 Statistics
‘ ’ Reset Serial Port 1 Counters ]
Home
Configuration |]ndex | Meaning |Va.1ue =
Statistics |U |Packet was recerved by port. | 0
Ethernet - ;
Port 1 | 1 |Incommg packet was rejected or lost (no buffer)® | 0
Port 2 [ |mvalid SY/MAX packet received, NAK sent* | 0
TM |3 |Me ssage generated internally | 0
ools
Admin |4 |Intema1 message generation failed (no buffer)® | 0 -
5 |Packet transmitted successfully | 0
Logout [admin] . _ }
|6 |Transm1351on failed (retries exhausted)™ | 0
|_.-" |Transmission retry | 0
|8 |Packet lost because of illegal drop or bad route* | 0
|9 |111e gal operation request on local registers® | 0
| 10 |Read received and performed on local registers | 0
| 11 |V\-7rite recetved and performed on local registers | 0
| 12 |X0n-priorit}' read received and performed on this port | 0
| 13 |_\'0n—1:;ri&:vritjrr write received and performed on this port | 0
|l4 |Character receive error (parity, framing)* | 0
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Port 2 Hot Modbus Statistics

The statistics page for Port 2 is different when the EPE6 is configured for Hot Modbus
Plus operation.

@l MEBI Cenfiguration and Diagnostics - Mozilla Firefox =NAS X
Eile Edit View History Bockmarks Tools Help
HEB MEBT Configuration and Diagnostics | + |
& | @ 192168.1.14/FC036202/page/stats/port? c | [~ Google P K =~
|Comm: Ok ol Hot Modbus Plus Port Statistics
‘ ’ Reset Hot Modbus Plus Port Counters ]
Home
Configuration |]r1.dex | Meaning |Valuc
Statistics |CI |Packet was received by port. | 47419
Ethernet
Port 1 |1 |Incoming packet was lost (no buffer)* | 0
Port 2 |2 |Im‘a.lid packet received, rejected* | 0
SR S |3 | Meszsage generated mternally | 21865
Tools X
Admin |4 |Imema1 message generation failed (no buffer)* | 0 1
5 | Packet transmitted successfully | 21865
Logout [admin]
S |6 |Reser\'ed‘ | 0
|7" |Reser\'ed | 0
|8 |Reser\'ed“ | 0
|9 |111ega.1 operation request on local registers* | 0
|10 |Read received and performed on local registers | 0
| 11 |\Vrite received and performed on local registers | 0
| 12 |_\'0n—pri0rir}' read received and performed on this port | 0
|l3 |_\'0n—[::r1'cvrir}r write received and performed on this port | 0
|14 |Chara-:ter recetve error (parity, framing)* | 0
[15 |Characters transmitted | 22042
| 16 | Characters recerved | 41487
| 17 |Peer has mismatched configuration® | 0
| 18 |Peer has mismatched firmware® | 0
| 19 |Incoming message had bad CRC* | 203
[20 || This Node HotMEP State | Primary
|21 |Peer Node HotMBP State | Secondary
|"’7’ |\'umher of queued messages | 0 i
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Modbus Plus Router

The Router statistics page shows the normal SY/MAX / Modbus router counters for the
MB+ port.

MEBI Cenfiguration and Diagnostics - Mozilla Firefox = | B |
@ g g
File Edit View Histery Bookmarks Tools Help
HEB MEBT Configuration and Diagnostics | + |
6 192.168.1.14/FC036202/page/stats/mbp/stat c |- Google P # L
[Comm: Reading ‘ | Modbus Plus Statistics
‘ [ Reset Modbus Plus Counters ]
Home -
Configuration |]r1.dex | Meaning |Valuc
Statistics |CI |Receipt of MB+ packets on port | 15859
Ethernet =
Port 1 |l |Reser\'ed | 0
Port 2 |2 |Message Unroutable by MB+, discarded * | 0
SR |3 |Packets generated internally | 15859
Router
Chipset |4 | Reserved | 0
MB+ Nodes 5 |Packet transmitted successfully | 15858
Tool:
!o’o sm |6 |Transmission failed* | 0
|7" |Tra.nsmission deferred; all paths allocated | 0 M
SRR |8 |Packet lost because of illegal drop or bad route® | 0
|9 |111ega.1 operation request® | 0
|10 |Priorit_v read performed on local registers | 0
| 11 |Priorit_v write performed on local registers | 0
| 12 |_\'0n-pri0rit}' read performed on this port | 0
| 13 |_\'0n—priority write performed on this port | 0
| 14 |Reser\'ed | 0
[15 | Attempt to transmit MB+ packet | 15858
| 16 |Messages received from MB+ coprocessor | 3702
[17  [Racerad | n S
90 Web Server 8 EPE6 Manual



MB+ Chipset

The MB+ Chipset page shows information provided by the MB+ chipset. These counters
are not resettable.

@ MEBI Cenfiguration and Diagnostics - Mozilla Firefox SOOI X
File Edit View History Bookmarks Tools Help
HEB MEBI Configuration and Diagneostics | + |
€= | @ 192.168.1.14/FC036202/page/stats/mbp/chip || *9- Google P A -
|Comm: Ok ‘ | Modbus Plus Chipset Statistics )
|Meaning |Value
Home - 4
Confiousation [Node type ID |3 - PC Plus Node
Statistics |Comms Processor version |0xD203
% |This Station's Network Address |4D
roml
Port 2 MAC state variable |3 - [dle state
Modbus Plus Normal Link
Router Peer Status (LED code) Operation
Chipset
MB +SN0 des |Token Pass Counter |64285
Tools |Token Rotation Time (ms) |2
R |Data master failed during token ownership |00000000b
Logout [admin] |Pr0gra.m master failed durning token ownership |00000000b
|Data master token owner work bit map |00000000b
|Program master token owner work bit map |00000000b
|Data slave token owner work bit map |00000000b
|Pr0gra.m slave token owner work bit map |00000000b
|Data master/get master response transfer request bit map |00000000b
|Data slave/get slave command transfer request bit map |00000000b
Program master/get master response transfer request bit 00000000b
map
Program slave/get slave command transfer request bit 00000000b
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Modbus Plus Nodes

This table shows all possible 64 MB+ stations on the EPE6's local MB+ network. The
EPEG6's drop number is highlighted in green. All other visible nodes are highlighted in

blue.
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@ MEBI Configuration and Diagnostics - Mozilla Firefox

File Edit View History Bookmarks Teools Help

JH—:B MEBI Configuration and Diagnostics | + |

6 e 10.101010/FF23E532/ page/stats/mbp/r

=

*Y- Google RP| & # -

NR&D MEBII

|Comm: Reading ‘ Modbus Plus Station List
1 2B lallss 7 8
Hﬂme — i ' _r [
== o [10[11[12[13[14 (1516
Configuration S| S S| | St B ) B
Statistics 17 [18[19/[20 [21 [22 [23 [24
Ethernet 25262728 [29/[30/[31 [32
Port 1 —
Port 2 33 [34/[35 [36 [37[38 [39 [40
Modbus Plus 4142 [43 [44 [45 46 [47 [48
Rﬂutﬂr 07—~ "7
Chipset [49]199|[31][32|23]|34]|33|36]
MB+ Nodes 57/[58/[59 [60 [61 [62 [63 [64
Tools
Admin

XX - No device at this address

Logout [admin] . - Address occupted by this device
XX - Address occupied by peer device

Store to EEPR.OM
Copyright 2012
Wiobrara Feszearch and Development
Corporation
EPE6 Manual 8 Web Server 93




m

i@ MEBI Configuration and Diagnastics - Mozilla Firefox = | B [
File Edit View History Bookmarks Tools Help
1 MEBI Configuration and Diagnostics |T|
€ | @ 101010.10/FF23E532/page/stats/mbp/chip G || *- Google Pl R =
NR&D MEBII
|Comm: Ok | | Modbus Plus Chipset Statistics
= |Mea.m.ng |Value
Confiouration [Node type ID |3 - PC Plus Node
Statistics |Comms Processor version |OxD203
% |This Station's Network Address |45
@ |}.r[AC state variable |8 - Check Pass state
w Peer Status (LED code) gpogr::ilol:lmk
%ﬁo des |Token Pass Counter | 13278
To;olsi |Token Rotation Time (ms) |2
S |Data master failed during token ownership |0000ﬁ000b
Losout [admin |Program master failed during token ownership |00000000b
|Data master token owner work bit map |00000000b
Store to EEPROM |Program master token owner work bit map |00000000b
|Data slave token owner work bit thap |00000000b
|Program slave token owner work bit map |00009000b
|Data master/get master response transfer request bit map |00000000b
|Data slave/get slave command transfer request bit map |0000ﬁ000b
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Module Info

The Module Info page shows the EPE6's serial number and various firmware versions.

@ MEBII Cenfiguration and Diagnostics - Mezilla Firefox E@ﬂ
File Edit View History Bookmarks Tools Help
JHEB MEBT Configuration and Diagnostics IT‘
€ | @ 101010.10/FF23E532/page/tonls/info | | M- Google Pl w -
‘Comm: Ok ‘ ‘ Hardware Information
ITtem |Value
Home |
Confi i Module Name |MEBII
Statistics |Serial Number (800111
Tools [Boot Version [UCM2 BOOT 08SEP2010
Module Info
Config Overview |OS Version  [DUCM2 228EP2010
Register Viewer MEBII Version [MEBII-X 07JAN2012
Admin
_ Copyright 2012
Logout [admin Niobrara Research and Development Corporation
Store to EEPROM
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Config Overview

The Config Overview page provides a complete listing of all of the configuration of the
EPE6. This page may be printed to provide a hard copy of the module's setup.

Note: This page takes several seconds to populate. At the end of the configuration is a
text line “This is the end of the Configuration Listing.”

@ MEBII Configuration and Diagnostics - Mezilla Firefox l =HE éj
File Edit View History Bookmarks Tools Help
HEB MEBT Configuration and Diagnostics | + ‘
& 192.168.1.14/FC036202/page/tools/summary | - Google P = -
NR&D MEBII -
Comm: Ok
L] L] L]
MEBII Configuration Listing
Home
Configuration . ) . . .
Stafistics This page may be printed to preserve a copy of the MEBII configuration. It is not intended to be used to modify
m the unit's configuration.
Module Info

Confiz Overview  Hardware
Register Viewer

Admin
| Hardware Information
Logout [admin] | Tz Ve

[Module Name [MEBII

[Serial Number [800111

[Boot Version  [UCM2 BOOT 08SEP2010
|OS Version  [DUCM2 228EP2010
[MEBII Version [MEBII-X 07JAN2012

Ethernet

| Ethernet Configuration

|Pa.ra.me‘ter |Setti.ng

[IP Address [192.168.1.14

|TP Mask [255.255.255.0

|Default Gate [192.168.1.1

|IP Source |P1xed

|Ene'r 1 SpeedDuplex |Auto

|Pr0t0col | Modbus/TCP -
|D1'op | 0

[Buffer Limit [32

[ [ S
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Register Viewer

The Register Viewer allows the User or Admin to view/modify register data in a target.
The Target is determined using the Modbus Routing Table Index for the Ethernet Port.

NOTE: The present fimware only allows access to Modbus Index 255 (the EPE6 itself).
Access to 4x (Holding Registers) or 6x (Files) are supported.

Multiple viewing windows may be opened. Windows may be closed by clicking the “X”
in the upper left corner of the window. The polling rate of each viewing window is
adjustable with the pull-down in the upper corner of each window.

@ MEBII Configuration and Diagnostics - Mozilla Firefox | (B )
File Edit View History Bookmarks Tools Help
st MEBT Configuration and Diagnostics |T|
(- 101010.10/FF23E532/page/tools/zap e | |24 Google Pl A -
NR&D MEBII
|Comm: Reading |Drop |Space |File |Starl |Count |Decodjng |Poll Rate
[285 ~ | 4x(zamw) ~ [0 [20t9 |32 ~ | signed + |25 ~
Home
Configuration X | Drop 255 4x [2s - |[x | Drop 255 4x [2s ~
% [Reg [Hex [Unsigned [Decoding [Value | [Reg [Hex  [Unsigned [Decoding [Value .
B ’1_| 0000 | 0 | signed ~ | 0 m| 0000 | 0 | signed || 0
Conflp Overview 2 || oooo 0 | signed ~ 0| /[2050] o000 0 | signed - 0
Register Viewer
Admin ’3_| 0000 | 0 | signea - | 0 W| 0000 | 0 | signed - | 0
: 14 || oooo 0 | signed ~ 0)[2052]] oors|| 245 | signed + 245
Logout |admml ’_| | | | ’—| | | |
5 || oooo]| 0 | signed ~ | 0 W| 0000 | 0 | signed || 0
Store o EEPROM ’6_| 0000 | 0 | signed - | 0 ’E| 0000 | 0 | signed - | 0
’?7| 0000 | 0 | signea - | 0 ’E| 000 | 0 | signed - | 0
’8_| 0000 | 0 | signed ~ | 0 ’ﬁ| 0000 | 0 | signed || 0
’9_| 0000 | 0 | signea - | 0 W| 0000 | 0 | signea | 0
’1?| 0000 | 0 | signed - | 0 M| 0000 | 0 | signed - | 0
W| o4 | 244 [signed ~|| 244
’%| o001 | 1 | signea | 1
W| 0000 | 0 | signed - | 0
M| 0000 | 0 | signed || 0
’%| 0000 | 0 | signea - | 0
[2064] 007 | 2263 [signea || 2263
Wl 1097 | A12LC | o A | A1 k¥4
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Admin Menu

The Admin menu heading is only shown when the “Admin” account is used for the web
login.

Change Passwords

The Change Password page allows the Administrator to modify the “Admin” and/or
“User” passwords.

@) NRAD - Mozillz Firefox [E=SRIER

File Edit View History Bookmarks Tools Help

H_ NR&D | + |

(- 10.10.10.10/FF23E532//admin/password - Google Pl =~
|Comm: Ok ‘
Change Passwords
Home
Configuration . , o .
Statistics MEEII provides two user access levels; "admin’ user is allowed to make ANY
ﬁ modifications available through the web mterface, whereas "user’ 1s only
ﬁiﬂ allowed to access pages, without being permitted to make any changes.
Set Passwords
Tadm Current ADMIN Password
Restore New ADMIN Password 1
Hot Modbus Plus Repeat ADMIN Password
Update Firmware
Reset Set ADMIN Password

New USER Password
Logout [admin Repeat USER Password
Set USER Password

Store to EEPROM

Copyright 2012
Niobrara Research and Development Corporation —
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Configuration Backup

The configuration of the EPE6 may be pulled from the EPE6 and saved as an XML file
on the PC. The common method is to right click the “here” link and choose “Save Link

As...” or “Save Target As...” and then save the file.

The default filename is of the form: config 192 168 1 14.EPE6 where 192.168.1.14 is
the IP Address of the MEB in question.
G

@ NR&D - Mozilla Firsfox
Eile Edit Wiew History Bookrmarks Teools Help

J I NR&D IT‘

& | @ 192.168.1.14/FFL6D6FC/admin/backup | M- Google Pl & =~
NR&D MEBII
|Com.m: Ok ‘

MEBII Configuration Backup

Home

Configuration Click here to store the MEBII configuration as a file on your PC. (or,
Statistics nght-click and choose Save As__)

Tools

Copyright 2012

Admin
Niobrara Research and Development Corporation

Set Passwords
Backup

Restore

Hot Modbus Plus
Update Firmware
Reset

Logout [admin]
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Configuration Restore

The Restore link will allow the Admin to restore a previously saved backup file to the
EPE6.

. NR&D *
< C ) | ® 10.10.10.10/FB069413/admin/restore | B :
“Con:un: Ok ||
EPE6 Configuration Restore
Home
Configuration Restore EPE6 configuration from a file by uploading a selected file:
Statistics
Tools FileMName: | Choose File | Mo file chosen Start Download
Admin
Set Passwords [ EPES 19JUN2017 ] - Build #3516
Backup Copvright 2011-2017
Restore Niobrara Research and Development Corporation
Update Firmware
Reset
Logout [admin
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Firmware Update

The Firmware Update page allows the Admin to install a new version of the EPE6.qrc
file.

NOTE: It is always recommended that a new backup of the EPE6 configuration be done
before updating the firmware.

The new firmware is usually installed in the c:\Niobrara\Firmware\ folder.

. NR&D X
< C ) | ® 10.10.10.10/FB069413/admin/fwload +| D :
“Comm: Ok ||
EPE6 Firmware Update
Home
CO_DﬁE_m Update EPE6 firmware from a file by uploading a new version of EPE6 qre:
Statistics Please remember. it's always a good 1dea to back up vour configuration
Tools before updating firmware!
Admin WARNING: This operation will finish by rebooting the module. which
Set Passwords WILL disrupt communications.
Backup
Restore FileName: EPE6.grc Start Download
Update Firmware
Reset [ EPE6 19JUN2017 ] - Build #3516
_ Copvright 2011-2017
Logout [admin Niobrara Research and Development Corporation
Sending normal query
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Re

set to Factory Defaults

The EPE6 may be reset to Factory Defaults by typing “YES” into the text field.
Resetting to Factory using this web page will keep the current Ethernet settings (IP
Address, Subnet Mask, and Default Gateway) but will revert all other settings to factory
default.

NOTE: Resetting the EPE6 to Factory Default using the front panel LCD will also revert

the

&«

H
EPEE

IP settings to 10.10.10.10.

NR&D x

C {} | ® 10.10.10.10/FB06S413/admin/reset r

NR&D EPE6

“Comm: Ok ||
Reset module to Factory Defaults
Home
CO_Dﬁ;_ﬂm Thas will reset the module to Factory Default settings. except for [P settings
Statistics and LCD Contrast.
Tools
Admin Agre vou sure vou want to clear this configuration?
Set Passwords Type YES to reset: Go
Backup :
Restore _ [ EPE6 19JUN2017 ] - Build #3516
Update Firmware Copvright 2011-2017
Reset Niobrara Research and Development Corporation
Logout [admin
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9 EPE5SW32

NOTE: EPE5SW32 does not offer full support of the features in the EPE6. The
EPEG6 features full 254 entry Modbus routing tables for Ethernet and both serial
ports, as well as the I/O Scanner configuration.

Do not rely on the EPESSW32 offline configuration for backup. Use the
backup/restore feature of the web server.

EPESSW32 is a MS Windows32 console application to allow online/offline configuration
of the EPE6 and older EPES hardware.

Startup Screen

EPETGS ETHERMNMET PORT EX P AMNDEHR
Miobrara RE&D

CONFIGURATION AMND UTILITY SOFTWARE

~ to make menu selections

us on the int

W obrara o
Copyright (c) 1994 through 2886 MNicbrara RE&D Co ,—-;..:.il

Figure 9.1: Startup Screen

The first time that EPESSW32 is started, it will show a screen like Figure 9.1. The date
in the upper right corner (170CT2006) is the revision of EPESSW32. The Error
notification in the lower right corner indicates that the program is unable to locate the
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setup file.
Note: Press the F10 key or the Escape (ESC) to move past an error notification.

This particular error will not be displayed if the setup file is saved. Clearing this error
will immediately drop into the “Setup, Serial communication” screen.

EX Command Prompt - epedsw32 %_ — O Y

E P EGS ETHERMNMET PORT EX P AMNMDEHR
MNiobrara RE&D
COMFIGURATION ANMD UTILITY SOFTWARE

CONFIGURE THIS COMPUTER
Modbus TCP
1@.1e.1e.16

All rights rese

Figure 9.2: Setup Serial Screen

This screen is used to configure the connection between the PC and the target EPE6. In
this case, the connection is Modbus/TCP Ethernet to the target 10.10.10.10 using index
255. See section Serial communication on page 118 for more information.

Pressing “Enter” after selecting the Index field will pop up the “Write setup to startup
file?” window. Pressing “Enter” or “y” will save the file and avoid the error on the next
startup.
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EX Command Prompt - epedsw32 — O Y

E P EGS ETHERMNMET PORT
MNiobrara RE&D

CONFIGURATION AND UTILITY =

Modbus TCP
1@.1e.1e.16

iobrara R&D Corporation. All rights reserw

Figure 9.3: Setup Serial Screen

As of the writing of this manual, the current EPESSW32 does not recognize the EPE6 as
being an EPES. This means that every time the user tries to perform a function of the
software that reads data from the EPEG6, an error will occur as below:

E PEGS ETHERMNMET PORT EX P AMNMDER
MNiobrara RE&D
COMFIGURATION ANMD UTILITY SOFTWARE
oM1line o fline

ctions

Figure 9.4: Not EPES5 Warning

Press F10 to clear that error and continue. The software will still honor most read and
write functions.
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Main Menu

The Main Menu is shown in Figure . All menu items may be selected by using the arrow
keys to move around or by using the yellow shortcut letter.

«  “N” for oNline — Edit the configuration directly in the EPE6 in real time.

«  “F” for oFfline — Edit, Save, Print offline copies of the EPE6's configuration.
- “U” for Utility — View registers, statistics, MB+ station lists.

«  “S” for Setup — Configure the PC connection.

«  “Q” for Quit — Exit the EPESSW32 program.

Ef Command Prompt - epedsw32 — O e
ETHERMNET PORT EXPAMNDEHR

CONFIGURATION AND UTILITY SOFTWARE
oMNline o fline tilit etup

er to make menu selections

1994 through 2866 Niobrara R&D Corporation. All rights reserwvec

Figure 9.5: Main Menu Screen

oNline Menu
The oNline menu is used to directly edit parameters in the EPEG6.
- Edit port parameters — Adjust settings for the Ethernet and Serial ports.
- edit Modbus routing — Configure routing tables for the Ethernet and serial ports.

- edit Auto scan table — Configure the automatic polling tables for the serial ports.
« edit TCP routing — Modify the Modbus/TCP client IP Address table.
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EPETGS ETHERMNET PORT XPANDER
Niobrara RE&D

COMFIGURATION AMND UTILITY ) R.E

TO make menu £ ctions

Figure 9.6: oNline Menu

Edit port parameters

EN Command Prompt - epeSsw32 — O >

EPETGS ETHER
rara RE&D
COMF
ETHERMET

5
MODBUS/ TCP
i1@. 1e. 16 3 : 3 26688
EVEN EVEM EVEM EVEN
8 8 8 8
1 1 1 1
16 16 16 16

Ethernet II
OFF/OFF
DISABLED

13

BD

Figure 9.7: oNline edit port parameters Screen

The oNline edit port parameters screen has a column for the Ethernet port and each serial
port. The arrow keys are used to move the highlighted cell around. The space bar and +
and — keys are used to modify the values.
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NOTE: Care must be exercised while editing online parameters. Changing settings on
the port the computer is using will result in a loss of communication.

Edit Modbus routing

E® Command Prompt - epedsw32 — O =

E PES ETHERMNET PORT EX P ANDTER
Miobrara RE&D

Y SOF THWARE
olline i etup

COMMENTS

Figure 9.8: Modbus Routing Screen

The Modbus Routing screen is used to set the lookup tables for Ethernet clients and serial
Modbus masters.

The left column is the Modbus slave or Modbus/TCP Index. The Ethernet port has 255
possible entries. Each serial port supports 128 entries. The F4 key is used to alter the
starting slave address for the serial port tables. The F4 key also allows the selection of
“Micrologic Support.” Micrologic support is a special feature that takes the route for
each of the first 50 drop numbers in the table and automatically supports the same route
for 50+x, 100+x, and 150+x drops.

The center column is either “MODBUS” or “OTHER”. MODBUS is used when the
target device is a Modbus slave. OTHER is used when the target slave is SY/MAX or
some other device that is not Modbus.

The ROUTE field is used to define the path to the target. The first drop in the route
should be the drop number of the EPE6 port heading towards the target slave. The
example above shows routes of 101,x where 101 is the drop number of port 1 and x is the
MB drop number of the target PLC.

Auto Scan Edit

The Auto Scan feature allows a serial port to automatically generate up to 48 sequential
messages on a fixed time interval. The messages may be either a read or a write. Each
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message includes the starting local mailbox register, the starting remote register, the
count, the direction (READ or WRITE), and the route.

F4 edits the Status bit map registers. These registers provide 48 bits to indicate the
success or failure of the scan.

El Command Prompt - epeSsw32 — O >

E P EGS ETHERMNMET
Niobrara RE&D

[T ST

(%]

il

1
1
1
1
1
a
a
a
a
e
o
o
o
=
=

REA

Use + and - to se ct . = edit status pointer

Figure 9.9: Auto Scan Screen

TCP Routing

As of the writing of this manual, this is one feature that EPESSW32 will not support.
The user should use the front panel, or the web page to take advantage of this feature.
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offline Menu

The oFfline menu allows EPE6 configuration without a physical connection to the
hardware.

Ef Command Prompt - epeSsw32 — (| =
ETHERMNMET PORT EX P AMNMDER

CONEFIGURATION AMND UTILITY SOF T

T - - 1ine

poration.

Figure 9.10: oFfline Menu

Read from disk to memory

The oFline, Read from disk to memory menu item allows the EPESSW32 program to
read a previously saved configuration file from the computer's hard disk into the offline
memory. This file may then be viewed, modified, printed, saved, or sen to an EPE6. The
filename must be a maximum of 8 characters and is chosen from files with the
extension .EPE.
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The arrow keys may be used to move around the list of stored files or the filename may
be simply typed into the File to read: box. Moving the cursor around to an item encased
by [] will choose that drive letter or folder name.

EXl Command Prompt - epeSsw32 — O Y

E P EGS ETHERMNMET PORT EX P AMNMDER
MNiobrara RE&D

CONFIGURATION AND UTILITY SOFTWARE

T o - 1 ine tilit etup

[ parent ] DROPG6B2
[BIKE PIC] ]
[COMMTEST ] AMILTON [NSPROCES A
[COMPACTP] G- 1[NXT_PROG Y LE
[CPU113TE] 1[PNP_DRIV][TECH 1[w:
[CTRO7O1@] [M34@_ I0S][PXG_SETU][ TRANSDYN]
[CUCM_UPG][M588 I0_ ][QLOAD ER][UCMTEST ]
[DATASTOR] [ MACRO 1[QRIC _PLC][UNITY PR]
[DFE 1[mIE 1[QUCMSCRE][C: ]
[MODSCAN3 ] [REMOTE_I][D:
[DNP_STUF][MSTR_SCR][RESOLUTE][E:
DROPGG [ MUCM 1[SOFTWARE][F:

Figure 9.11: Read F ile from Disk Screen

Write from memory to disk

The oFfline, Write from memory to disk is used to save the current oftfline memory to a
file on the PC. The navigation and file name operation is the same as the “Read from
disk to memory”.

Edit configuration in memory

The oFfline, Edit configuration in memory screen works just like the oNline Edit port
parameters version on page 107.

edit Modbus Routing

The oFfline, edit Modbus routing screen works just like the oNline Edit Modbus routing
on page 108.

edit TCP routing table

The oFfline, edit TCP routing table screen works just like the oNline, TCP Routing on
page 109
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Send memory to module
The oFfline, Send memory to module screen sends all of the oFfline data to the EPEG6.

NOTICE: This action will overwrite all data in the EPE6 and may potentially
cause the PC to lose communication with the EPE6.

Note: The data sent to the EPE6 will not be saved in the module until Utility, Write setup
to EEPROM is completed.

Fetch memory from module

This menu item copies all of the configuration from the EPE6 to the oFfline section of
EPESSW32.

Print configuration in memory

A hard copy of the oFfline configuration may be created using the Print configuration in
memory. Choose LPT1: to print directly to port LPT1. A text file name may also be
entered to print directly to a file.

Delete configuration file

This screen is used to remove a .EPE file from the computer. Select the file and press
enter to delete the file from the computer.

Copy offline to module flash

This menu item is not supported by the EPE6. It is only used with the older versions of
the EPES.

Quit offline functions

This menu item returns to the main menu. Pressing the ESC key performs the same task.

Utility Menu

The Utility menu offers several handy features to troubleshoot a system.

EXl Command Prompt - epeSsw32 — O Y

E PEGS ETHERMET PORT EXPANDER
MNiobrara RE&D
C rrJF GURATIOMN AND I_I_:L__-"' SOFTWARE

sit us on the

Copyright {(c) 1994 through 2886 Miobrara R&D Corporation. All right

Figure 9.12: Utility Menu Screen



View registers

The View registers screen gives a Modbus register viewer/modifier screen that may
access Holding (4x) or Analog Input (3x) registers in the target device. Use the Serial
communication and Register viewer pages to choose the target device and viewable
register type and range.

The register data is shown in Hex, unsigned, signed, and binary form. Use the arrow,
page up and down, and home keys to move the cursor around. Use the number keys to
modify the register's content. Pressing Enter will send the new data to the target.

NOTE: Writing data to a target device may cause unexpected behavior,
equipment damage, personal injury or death.

Jump to a particular register location by typing in a new number while the cursor is in the
far left column.
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Figure 9.13: View Registers Screen

view module Revision
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view Statistics

The EPE6 contains many pages of statistical information about the operation of its
various ports. There are pages for the Ethernet port and all four serial ports. Most port
pages include multiple screens accessed with the Page Up and Page Down buttons.
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Figure 9.14: Utility View Module Revision Screen

(Y1)

Pressing the + and — or “space bar” buttons will move between port pages. Use the “z” or
“0” key s to zero the counters for a given port.
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various ports. There are pages for the Ethernet port and all four serial ports. Most port
pages include multiple screens accessed with the Page Up and Page Down buttons.

Pressing the + and — or “space bar” buttons will move between port pages. Use the “z” or
“0” key s to zero the counters for a given port.
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Figure 9.16: Serial Port Statistics Screen
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Terminal emulator

EPESSW32 includes a simple terminal emulator that works with the PC's serial ports.
Characters typed on the screen are sent directly out the serial port. Characters received
on the serial port are displayed on the screen. Non-printable characters are shown as
their hexadecimal values enclosed in <xx> such as <0D> for a carriage return.

The terminal emulator may be exited by pressing Ctrl+End keys at the same time.

Use the F7 key to select a text file to capture all received characters.

F5 key will toggle the screen to hex only display mode.

The Insert key will prompt the user to type in two digit hex codes separated by space
characters to send.

CTS monitor

This screen shows the state of the Clear To Send line of the RS-485 ports on the EPE6.
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Figure 9.17: CTS Monitor Screen
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Ethernet node list

This screen shows the connected SY/MAX 802.3 Ethernet drop numbers on on the local
network. The possible nodes 0-99 are viewable.

NOTE: The Ethernet port must be set to MBTCP+SYMAX mode to enable the EPE6 to
communicate with SY/MAX 802.3 devices.

Press the F2 key to generate a new global poll.

Nodes that are in the EPEG6 are inverted. Note, this may include serial and MB+ ports set
to “On Ethernet = YES”.
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Figure 9.18: SY/MAX 802.3 Station List Screen

downlLoad firmware to module

This menu item is not used with the EPE6 but is kept in the software for very old EPES-D
support. The web interface is the preferred method to upgrade the EPE6's software.

Write setup to EEPROM
Select this menu item to store the current settings to EEPROM.

NOTE: This operation is required when values are changed using this software.
Otherwise the new settings will be lost on a power cycle.
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Setup Menu

The Setup menu allows the user to configure the PC's connection to the EPEG6.
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Figure 9.19: Setup Menu Screen

Serial communication

The Setup, Serial communication screen configures the Modbus or SY/MAX connection
between the PC and the EPE6 or other target device.

The PC must have its serial port configured to match the attached port of the EPE6 or
other network device.

The default serial port connection to an EPE6 would be SY/MAX at 9600,EVEN,8,1 with
a route of NONE.

Modbus/TCP connections use the IP Address of the EPE6 in the “Host” field and Index
255.

A typical Modbu RTU serial direct connection to an EPE6 port in Modbus mode will be
at 9600,EVEN,8,1 with a drop of 255.

A typical Net-to-Net connection will be at 9600,EVEN,8,1 with a route of the drop
number of the Net-to-Net port.
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Figure 9.21: Setup Serial Screen for SY/MAX connection
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Terminal emulator

The setup screen for the terminal emulator configures the PC's serial port for use with the
Utility, Terminal emulator.
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Figure 9.22: Setup Terminal emulator connection

Register viewer

The Utility Register Viewer setup screen allows the configuration of several aspects of
the the viewer.

+  Priority — SY/MAX mode messages may be Priority or Non-Priority

-+ Status Registers — Yes or No for SY/MAX PLCs

« Screen Size — Number of registers queried (default = 20)

- Starting Register — defaults to 1

- Register Set — 4x = Modbus Holding Registers, 3x = Modbus Analog Inputs

+ Identify Module — Poll register 8188 and show the value at the top of the screen
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Figure 9.23: Setup Register Viewer

Quit Menu
Press Enter to exit the EPESSW32 program.
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