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1 Introduction

The Niobrara DEB is a stand-alone DIN rail mount Serial to Ethernet Bridge. It features
a 10/100BaseTX Ethernet port, two isolated serial ports, and optionally two additional
serial ports. The DEB allows simultaneous pass-through routing data messages from one
port to another. All ports are independently configurable for protocol, baud rate, data
bits, parity, etc. Full support of PLC programming message pass-through is also provided
on all communication ports including Unity Pro, Concept, ProWORX, and Modsoft.

Port 1 Port 2
(RS-485) (RS-4385)

Port 2

Figure 1.1 DEB Front Panel

(RS-232)
-
LCD showing
IP Address,
Port Settings

Keypad

Optional
Ports 3 and 4

Optional
100BaseTX
Ethernet

24VDC 100BaseTX
Power Ethernet
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The DEB features at least one 100BaseTX Ethernet port that supports Modbus/TCP as
both a client and a server at the same time. The DEB can support up to 64 simultaneous
Modbus/TCP connections. A routing table is used to map the incoming Modbus/TCP
Destination Index (Slave Address) from a client to a downstream route that determines
where the message is directed. This route may point to a slave on one of the DEB's serial
ports, or even back out the Ethernet port to a different device. The Ethernet port also
supports the older SY/MAX 802.3 protocol for smoothly integrating legacy Square D
Model 650 and 450 PLCs into a Modbus/TCP system.

The DEB+201 model includes two 100BaseTX Ethernet ports that support Rapid
Spanning Tree Protocol (RSTP) allowing the DEB to be used in a copper ring network
for redundant Ethernet cable connections. It may also be used in a daisy-chain Ethernet
network as well.

There are two isolated serial ports on the DEB. Each port may be selected to use its RJ-
45 connector for RS-232 or a removable 5-pin screw connector for RS-485. The RS-485
port may operate in 4-wire RS-422, 4-wire RS-485, or 2-wire RS-485 modes with
selectable termination and bias. The two serial ports may be independently configured
for one of 18 different protocols including Modbus RTU, Modbus ASCII, and SY/MAX.
The default mode supports Modbus RTU and can dynamically switch between being a
master or a slave.

The DEB may be optionally ordered with two additional serial ports, either both RS-232
or both RS-485. These ports are also independently isolated and configurable.

Table 1.1 DEB Part Numbers

Part Ethernet Port 1 Port 2 Port 3 | Port 4

Number RS- | RS- | RS- | RS-
232 | 485 | 232 | 485

DEB+101 One Yes Yes Yes Yes No No
DEB+121 One Yes Yes Yes Yes RS- RS-

485 485
DEB+131 One Yes Yes Yes Yes RS- RS-
232 232

DEB+201 Two Yes Yes Yes Yes No No
DEB+221 Two Yes Yes Yes Yes RS- RS-

485 485
DEB+231 Two Yes Yes Yes Yes RS- RS-
232 232

DEB Manual 1 Introduction 12



The DEB features a front panel backlit LCD and keypad that may be used for
configuration and troubleshooting. The IP Address and most serial port settings may be
configured through this interface which may be password protected to prevent
unauthorized changes.
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2 Installation

WARNING: Do not connect the DEB to any Ethernet or serial network before
configuring the appropriate network addresses. Duplicate network address may
lead to improper network communication, equipment damage, injury, or death.

Device Mounting/Removal
(1) Hook the top notch on the upper lip of the DIN rail.
(2) Rotate the DEB until the lower latches click tight.

(3) Use a screw driver to unclip the lower latches to remove the DEB from the DIN
rail.(See Figure 2.1 DIN Rail Mounting and Removal)

@ Figure 2.1 DIN Rail Mounting and Removal
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Power Supply

Connect a suitable 24VDC power to the three position removable connector. The
DEB requires a 5SW minimum supply and will operate on 9-30Vdc but 24Vdc is
recommended. (See Figure 2.2 Power Supply Diagram) An external fuse is
recommended. Typical power supply wire colors are:

Red =24Vdc (+)
Black =24Vdc (-)
Green = Earth Ground

Figure 2.2 Power Supply Diagram
DIN Rail
~(TS-35)
-
/ @ - - Fuse
[ - Disconnect
N, / L/ \\:t:j% 24Vdc Power Supply
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Ethernet

Setting the IP Address

The DEB defaults to a fixed IP Address of 10.10.10.10. This is easy to change through
the use of the front panel keypad. The DEB supports fixed IP Address, DHCP, or
BOOTP. Press the ™ key four times to step through the “> Main > Config > Comms >
Ethernet > pages.

If BOOTP or DHCP is desired, ® arrow to the IP Source menu item, and then press the
=) key. The W and ¥ arrows are used to select FIXED, DHCP, or BOOTP. The  key is
used to accept the new value and return to the previous menu.

NOTE: BOOTP and DHCP operation usually requires that the server be configured for
the MAC Address of the DEB. The DEB's MAC address is printed on the serial number
label and is also shown on IP Source screen. The example below shows a MAC Address
0f 00:20:BD:0C:35:45.

Figure 2.3 IP Address Source Screen

Main Config Comms Enet IP Source
HR&D PCont ig bCarims PEthernet Address
DEB Status Oizplay Serial Maszk
App Gate .
Info FIF Source Fined
1. 1@ Sustem Praotocal
18,18 Draop . SCe Bl=
[F ined] ME Routes B3: 28: BO:
IF Routes HCz35: 45
Enet Mode
Timeouts

If a fixed address is required, make sure that the IP Source is set to Fixed, then select the
Address page. The W and B arrows are used to adjust the values while the ™ and ¢=
arrows move between fields. The ! key is used to accept the new value.
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Figure 2.4 Fixed IP Address Screen

NR&D

DEB

18.18
1a.1@
[Fixed]

Main Config Conns Enet IF Add
PConf ig bCarims PEthernet PHAdress
Status Oizplay Serial Mask
Ape Gate 192. 168,
Info IF Source 1. 6@
Sustem Protocol -
Orop
AutoFill
MB Routes
IF Routes IF Tables?
Enet Mode Me-FER
Timeouts

The “Autofill IP Tables?” offers the automatic filling of the TCP client table. Each of the
200 entries in the TCP table will be set to the first three octets of the DEB's IP Address

and the last octet will be set to the index number 0-199.

Setting the Subnet Mask

The Subnet Mask edit page is designed to quickly step through the valid bit-mapped
options. Pressing the W and B arrows adjusts the mask value. The & key is used to

accept the new value.

Figure 2.5 Subnet Mask Screens

NR&D

DEB

18.18
1a.1@
[Fixed]

Main Config Comms Enet IF Mask IF Mazk

bCont ig bCorims PELhernet Address

Status Dizplay Serial Fazk

Ape Gate 255,255,

Info IF Source

Sustem Frotocol =55. @ A 5
Drop I:IuEFFDau lE;:t
ME Routes
IF Routes [ <24 ] Gate?
Enet Maode Mo-TE8
Timeouts

The “Auto Set Default Gate?” applies the new subnet mask to the current I[P Address to

preset the Default Gate.
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Setting the Default Gate
The Default Gate edit page functions just like the IP Address edit page.

Figure 2.6 Default Gate Screen

Main Config Comms Enet IF Gate
HR&D PCont ig bCorims PEthernet Address
Status Dizplay Serial Mask
DEB Ao MGate 192. 168,
Info IP Source 1 1
1@, 18 Sustemn Protocol —
1a.1@ Orop
[Fined] ME Foutes
IP Routes
Enet Mode
Timeouts

Ethernet Connection

After the IP Address is configured for the DEB, it is safe to connect the Ethernet port to
the network. The DEB includes a standard RJ-45 Ethernet connector with indicators for
Link/Activity (green LED) and 100Mb (amber LED). (See Figure 2.7 Ethernet Port) The
green Link/Activity light illuminates when the DEB has a valid link to the attached
network port and blinks off while experiencing network traffic. The 100Mb amber LED
is illuminated when the Ethernet port has negotiated 100Mb operation and off while
configured for 10Mb operation.

The DEB's Ethernet port supports 10/100BaseTX auto-crossover operation. Standard
CATS cables may be used to connect the DEB to Ethernet switches and hubs.

Figure 2.7 Ethernet Port

Pint v
~ LED
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Figure 2.8 Typical Ethernet Connection

Vi

Ethernet
Switch

\

AN

J Quantum
< NOE

Vd N

Cat5 ’
- Cables

\ PC with
// Etherne

AN e

The status of the Ethernet port may be inspected through the front panel LCD by

choosing ‘> Main > Status > Enet >”

NOTE: DEB+101will always show “Enet2 Link Down”.

Figure 2.9 Ethernet Port Status

DEB+101
Main Status Enet 1
NR&D Config Stats Link Up
bS5t atus FER St 188EazeT
DEB App Full Dpls
Info
1@, 18 Sustem
{8. 18 Enet 2
LFined] Link Down

DEB+201

Enet 1
N

Link Up
180BaseT
Full Dpl#

Enet 2

Link Up
180BaseT
Full Dplx

The Ethernet port 1 defaults to “Auto” mode but may be manually set to a fixed 10BaseT
or 100BasetT with fixed Full or Half Duplex operation. Ethernet port 2 (if present) is

always “Auto”.
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Figure 2.10 Ethernet Mode Configuration for Enet Port |

Main Config Comnmsg Enet Enet Mode
HR&D FCont ig FCOMMS PEthernet Address
DEB Status Display Serial Maszk
App Gate
Info IF Source Hé??ags-[”
1@, 1@ Systemn Protocol
18. 18 Orap
[Fined] MB Routes
IF Routes
PEnet Mode
Timeouts

DEB+201 Second Ethernet Port

The DEB+201 includes two Ethernet ports. The current firmware of the DEB+201
supports this second port as daisy-chain or copper ring operation. A future firmware
upgrade will allow the second port to operate independently with a second IP Address.

Daisy-Chain Operation
The DEB+201 may have its ethernet ports connected in a daisy-chain fashion.

Note: Communication to downstream Ethernet devices may be lost if one of the daisy-
chain units fail or loses power.

Figure 2.11 Daisy-Chain Ethernet Connection
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Copper Ring Operation

The DEB+201 may be used in a copper RSTP ring with an appropriate Ethernet switch
such as the Schneider-Electric ConneXium TCSESMOSF23F0. This ring operation

provides redundant cable paths to each DEB.

Figure 2.12 Copper Ring Operation
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Serial Ports

The DEB includes two isolated serial ports. Separate connectors are provided for each
port with an RJ-45 connector for RS-232 and a removable 5-position screw terminal
connector for RS-485/422.

NOTE: Port 1 is electrically isolated from Port 2. The RS-232 connector of a given port
is not isolated from the RS-485 connector of the same port.

RJ-45 RS-232 Ports

Figure 2.14 RS-232 Port 1 Figure 2.13 RS-232 Port 2

RX Pin 1 CTX
LED )/ LED.

LED ) /

The RJ-45 connectors are used for RS-232 operation. The pin configuration is shown in
Table 2.1 RJ-45 RS-232 Pinout. The Niobrara MM1 cable is used to connect an one of
these ports to the a standard 9-pin serial port on a PC. (See Figure 7.1 MM1 Serial
Cable)
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Table 2.1 RJ-45 RS-232 Pinout

No Connection
DSR (pulled high)
Data TX

Data RX

Signal GND

RTS

CTS

Chassis GND

0| NN B WIN |-

Figure 2.15 Typical RJ-45 RS-232 Connections

Compact 984
with 9-pin
RS-232

Optional
9-pin DB9
RS-232 or
RS-485
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DB9 RS-232 Ports

DEB units with with the optional DB9 RS-232 ports have a standard PC style male 9-pin
connector. A null modem cable would be used to connect a PC port to the DEB
connector.

Figure 2.16 RS-232 DBY9 Pinout CTS D
o Pin 7
y 7

Gnd TX |
Pin 5 ‘ Pin 3

Table 2.2 DB9 RS-232 Pinout

Pin Function

No Connection

Data RX (IN)

Data TX (OUT)

DTR (pulled up)
Signal GND

DSR (No Connection)
RTS

CTS

No Connection

O |0 | 9| N D | kW N =
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Figure 2.17 Simple RS-232 DB9 Null Modem
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RS-485 Ports

Port 1 and 2 may be used for RS-485 (4-wire or 2-wire) and RS-422 operation. A 5-pin
removable screw terminal connector is provided. The pinout is shown in Figure 2.18 RS-
485 Port.

Table 2.3 5-position RS-485 pinout

Shield No internal connection

RX- (-) data into DEB
RX+ (+) data into DEB
TX- (-) data out from DEB

TX+ (+) data out from DEB

Figure 2.18 RS-485 Port

Shield
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Figure 2.19 Jumper for 2-wire RS-485

For 2-wire RS-485 operation, jumper the TX+ to RX+ to make the (+) connection, then
jumper the TX- to RX- to make the (-) connection.

Figure 2.20 4-wire RS-485 Wiring
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DB9 RS-485 Ports

DEB units with with the optional DB9 RS-485 ports have the standard SY/MAX style
female 9-pin connector.

Note: for 2-wire operation, jumper pins 1+3 to make the (-), 2+4 to make the (+), and
then also jumper 5+6, and 7+8.

Figure 2.21 RS-485 DB9 Pinout C};Trf(; RTS+
RTS- | — s
Pin 6 ’._0 ® : Shield
/o,oooo\ ~ Pin9
~.
Pinl — CTS-
X+  RX- RX+  pins
Pin 2 Pin 3 Pin 4
Table 2.4 DBY RS-485 Pinout
Pin Function
1 TX- (data OUT)
2 TX+ (data OUT)
3 RX- (data IN)
4 RX+ (data IN)
5 CTS-
6 RTS-
7 CTS+
8 RTS+
9 Shield
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Figure 2.22 Jumper for 4-wire RS-485

Figure 2.23 Jumper for 2-wire RS-485

" Jumper |
5+6

To connect one of the DB9 RS-485 ports of the DEB to a standard SY/MAX (PLC) port
use the NR&D DC1 or Square D CC-100 cable as shown in Figure 2.24.
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Figure 2.24 SY/MAX RS-422 crossover cable DCI1 (CC-100)

| Green \
Pin 4 Green
; ‘ Pin2
| N
\ ;
|
/—“: \\_—\“ﬂ
| N\
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Software Installation

The DEB _SETUP.EXE file includes this user manual, the DEB firmware files, the
RPCLOAD.EXE firmware loader utility, the NRDTOOL.EXE register viewer utility,

The latest version of this file is located at www.niobrara.com. Follow the link for
“Download Area”, select “Module Software” and then “DEB_SETUP.EXE”.

Updating the DEB Firmware

On occasion it may be necessary to update the operating system of the DEB.

Updating Firmware though the Web server

This action may be quickly done through the built-in web server.
1. Log into the DEB's web server as Username: admin Password: master.
2. Click on the “Admin” link in the left green menu column.
3. Click on the “Update Firmware” link in the left green menu column.
4. Click on the “Browse” button and select the “C:\Niobrara\Firmware\DEB.qrc”
file.
5. Press the “Start Download” button to begin the update.

JgIEB NR&D -

& | @ 192168.1.19/FA1E5352/admin/fwload C| B MetaCrawteren P | & # E~ & |~

NR&D DEB

|Comm: Ok ‘
DEB Firmware Update

Home
Co ation Update DEB firmware from a file by uploading a new version of DEB grc:
Statistics Please remember, it's always a good idea to back up vour configuration before updating
Tools firmware!
Admin WARNING: This operation will finish by rebooting the module, which WILL disrupt

Set Passwords communications.

Backup

Restore FileName: No file selected.

Update Firmware

Reset Copyright 2011-2013

Niobrara Research and Development Corporation

Logout [admin
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Updating Firmware using RPCLOAD

The RPCLOAD program is used to install the DEB firmware through the Ethernet
connection.

1. Make sure the DEB is powered and running.

2. Start RPCLOAD.EXE. The Windows Start Menu link is “Start, Programs,
Niobrara, DEB, RPCLOAD DEB Firmware”.

Click on the Browse button and select DEB.qrc.

Select the Modbus TCP tab.

Enter the IP Address of the target DEB (i.e. 192.168.0.205)
Make sure that the TCP port is set to 502.

Make sure that the Modbus Drop is set to 255.

e A

Press the “Start Download” button. RPCLOAD will open a progress bar to show
the status of the download.

Figure 2.25 RPCLOAD Screen

H QRPC File Downloader - 060ct2010 o]

File Advanced Configure Help

Load File |n:::'\NinhrarahFirmwarehdeh.qrc ﬂ Browse...

Modbus Seral  Modbus TCP l Proagram Infu:u] b odule Inh:u]

[192.166.0.205 |52 TCP Part

65 taodbus Drop

Set Defaultz |

ey Start Download | Cancel |
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3 Modbus/TCP Operation

The DEB can operate as both a Modbus/TCP Server (slave to external masters) and
Client (master to external slaves) at the same time. Up to 64 simultaneous TCP/IP
connections may be made to the DEB. These connections are dynamically split between
client and server operation.

Server Operation

The DEB listens for Modbus/TCP connections on the standard Modbus/TCP port number
of 502. Modbus/TCP commands or queries generated by a client are processed by the
DEB by examining the Destination Index (Modbus Slave Address) of the message.

A look-up table is used to map the Destination Index to a route that tells the DEB where
to send the message. This table consists of a column for the Destination Index, a
translation description (from legacy SY/MAX operation), and a downstream route.

The example in Figure 3.1 shows a PC connected via Ethernet to an DEB. A Quantum
PLC is connected to the DEB's port 2 (drop 102) at Modbus address 15. A network of
power meters is connected to port 1 (drop 101) of the DEB. The three power meters are
addressed as Modbus slaves 1, 2, and 3.

Table 3.1 gives a Modbus Routing table for this example. The PC would use index 1 to
communicate with the Quantum PLC . Index 2 will reach power meter #1. Index 3
will reach power meter #2. Index 4 will reach power meter #3.

NOTE: Index 0 has a route of NONE. The DEB will internally process incoming
Modbus/TCP messages with no route, the special index 255, or any route that doesn't

leave the DEB. This action may result in unexpected reply data since this data is from the
DEB itself.
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Figure 3.1 Ethernet Modbus Routing Example

MB 15

192.168.0.205

Table 3.1 Ethernet Modbus Routing Table Example

0 Other NONE DEB Itself

1 Modbus 102,15 Quantum PLC

2 Modbus 101,1 Power Meter at
address 1

3 Modbus 101,2 Power Meter at
address 2

4 Modbus 101,3 Power Meter at
address 3

Default Modbus Routing Table
The default Modbus Routing table for the Ethernet port maps Modbus/TCP destination
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index values 1-128 to potential slaves 1-32 connected to serial ports 1, 2, 3, and 4.

Table

entries 1 through 32 are set to have the first drop be the drop number of Port 1 and the
second drop be the same as the target slaves 1 through 32. Entries 33 through 64 use Port
2's drop number, 1 through 32. Entries 65 through 96 use Port 3's drop number, 1 though

32. Entries 97 through 128 use Port 4's drop number, 1 though 32.

NOTE: The default settings are there to potentially simplify the configuration. Any of

these routes may be modified by the user to suit the particular installation.

Figure 3.2 Default Modbus/TCP Routing

N
Modbus/TCP ) o

Client

A oy - . /Shvelx Sbye3j
Slave 321 ar— } [1 y
[IndeL?Q/ L Index 1 J Index 33 Index 6
N \

T oan | 1234 1234

1234 o =

56 7890 7890

) Slave 1\} “Slave 1 LSlave 32}
(Slave 32 Index 65 Index 97 Index \12?
Index 96 AR Ll \"

— — 122 | [ass |
56
2 o o
7890 7890

1

--DEB Manual 3 Modbus/TCP Operation 37



Table 3.2 Default Ethernet Modbus Routing Table

Index Type Route Description

0 OTHER |NONE

1 MODBUS |101,1 Port 1, Slave 1

2 MODBUS | 101,2 Port 1, Slave 2

3 MODBUS |101,3 Port 1, Slave 3
MODBUS | ... Port 1, Slaves 4 - 31

32 MODBUS | 101,32 |Port 1, Slave 32

33 MODBUS |102,1 Port 2, Slave 1

34 MODBUS |102,2 Port 2, Slave 2

35 MODBUS |102,3 Port 2, Slave 3
MODBUS | ... Port 2, Slaves 4 - 31

64 MODBUS 102,32  |Port 2, Slave 32

65 MODBUS |103,1 Port 3, Slave 1

66 MODBUS |103,2 Port 3, Slave 2

67 MODBUS |103,3 Port 3, Slave 3
MODBUS | ... Port 3, Slaves 4 - 31

96 MODBUS |103,32  |Port 3, Slave 32

97 MODBUS | 104,1 Port 4, Slave 1

98 MODBUS |104,2 Port 4, Slave 2

99 MODBUS |104,3 Port 4, Slave 3
MODBUS |... Port 4, Slaves 4 -3 1

128 MODBUS | 104,32 | Port 4, Slave 32

129 OTHER |NONE
OTHER |NONE

255 OTHER |NONE

AutoFix Modbus Table

The DEB offers to “AutoFix” the Modubs Routing tables after the drop number of a
serial port is altered. The Ethenet and all serial port Modbus Routing tables are examined
and entries where the first drop of the route matches the old drop number are changed to
match the new drop number.
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The Ethernet Modbus Routing tables may be modified from the front panel. The “Index”
field may be changed with the UP and DOWN arrows. Pressing the ENTER button on
the Index field will exit this screen.

Main Config Comms Enet Enet
HR&D bCont ig P o= PELhernet Hddress Index @@l
Status Dizplay Serial Maszk ME Route:
DEB App Gate B4E , BAS
Infao IF Source R
1@, 1@ System Frotocol .
l@.14 Drop R
[Fined] ME Routes '
IF Routes Modbu s
Enet Mode
Timeouts TEST

Figure 3.3 Modbus Route Edit Screen

Pressing ENTER button on the TEST field will cause the DEB to generate a Modbus
opcode 03 Holding Register read of the target device. The test will report PASS or FAIL
A “Downstream Timeout” is a failure but an Error 01 (Illegal Opcode) or Error 02 (Illegal
Register) are PASS because the target device responded with the error.

Enet _
“EFATL H = =

Inden BE2 Re Replu Rx Reply R# Reply
MB Route: Ualid
B4E, BEs, ERROF Reol ERROR
BLE, 4, Dawn - ERLd. 11
LI stream 41 8188=
LR Timeout 9312

Maodbu s Fress Fress Fress

TEST Any Kew Any Kew Any Keuw

Figure 3.4 Modbus Route Edit TEST Screens

Ethernet Routing Example
The example in Figure 3.5 shows a PC connected via Ethernet to an DEB.

A network of power meters is connected to port 1 (drop 101) of the DEB. The three
power meters are addressed as Modbus slaves 1, 2, and 3.

A second network of power meters is connected to port 2 (drop 102) of the same DEB.
These meters are also addressed as Modbus slaves 1, 2, and 3.

Table 3.3 gives the default Modbus Routing table for this example. Communication with
the meters on Port 1 would be done with Modbus/TCP Index values 1, 2, and 3. Port 2
meters would be accessed with Index values 33, 34, and 35.
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NOTE: Index 0 has a route of NONE. The DEB will internally process incoming
Modbus/TCP messages with no route, the special index 255, or any route that doesn't

leave the DEB. This action may result in unexpected reply data since this data is from
the DEB itself.

Figure 3.5 Ethernet Modbus Routing Example

@@@@@' | T~

_—

Ll 92.168.0.205]
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Table 3.3 Ethernet Modbus Routing Table Example

Index Type Route Comments

0 OTHER NONE DEB Itself

1 MODBUS |101,1 Port 1, Power Meter 1

2 MODBUS |101,2 Port 1, Power Meter 2

3 MODBUS |101,3 Port 1, Power Meter 3
33 |MODBUS |102,1 Port 2, Power Meter 1
34 |MODBUS [102,2 Port 2, Power Meter 2
35 MODBUS |102,3 Port 2, Power Meter 3

Client Operation

The DEB uses a look-up table to map routing drop numbers to TCP/IP addresses. This
table consists of a drop number, target IP Address, and an optional Downstream Route.
Messages passing through the DEB from one of its serial ports (or the Ethernet port
itself) that are directed out the Ethernet port are sent to the TCP Routing Table to
determine the target device.

Figure 3.6 shows an DEB connected to a serial SCADA via Modbus RTU. The Ethernet
port is set to be drop 0 and is connected to a Quantum PLC at IP Address 192.168.0.24
and an M340 PLC at 192.168.0.25.
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Figure 3.6 Modbus Client Routing Example

192168025

) mam

The default TCP table for the DEB is auto-filled with the first three octets of the IP
Address and the last octet set for 0 through 199. In this example, entries 24 and 25
already point to the target Quantum and M340 PLCs.

Table 3.4 DEB TCP Table Example

0 |192.168.0.0 |NONE
1 |192.168.0.1 |NONE
2 1192.168.0.2  NONE
192.168.0.... |NONE
24 1192.168.0.24 |NONE Quantum PLC
25 1192.168.0.25 |NONE M340 PLC
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The table 3.5 shows routes for the SCADA in this example.
The first drop (0) in the route is the drop number of the Ethernet port of the DEB.

The second drop (24 and 25) is the TCP table look-up drop. This number defines
the target I[P Address. By default, the last octet in the route matches the drop
number.

The third drop (0) is the destination index for the Modbus/TCP message sent to
the target IP device. The local M340 and Quantum NOEs don't care about the
value of this number. This number would be important if the target device need a
destination index.

Table 3.5 Modbus Routes for DEB Port 2

DCS Target Port 2 Route Target
Slave
1 0,24,0 Quantum at 192.168.0.24
2 0.25,0 M340 at 192.168.0.25

There are a few subtle issues of note in this example:

The DEB chooses to open new client sockets based on the entry in the TCP table.
When a message arrives at the Ethernet port, the drop following the Ethernet port
is examined to determine the the target IP Address. If there is already a client
socket opened to this target then the new message then this new message will be
sent on this socket. Client sockets are single-threaded by the DEB. In other
words, only one outstanding message is allowed on a client socket at a time.
Newly arrived messages are held in a queue and sent when one at a time.

There are 200 entries in the TCP table. This feature may be exploited to cause the
DEB to open multiple client connections to a given target by simply adding the
same [P Address to multiple table entries. Use caution with this method as there
are only 64 total sockets available.

NOTE: When the DEB's Ethernet port is in Modbus+SYMAX mode, the TCP table is
how the unit decides to connect a client message via Modbus/TCP or SY/MAX 802.3. If
the IP Address for a given drop number is 0.0.0.0 then the message is sent out as
SY/MAX 802.3 to that drop number. See SY/MAX Routing in Chapter 5.

AutoFill TCP Table

Changing the IP Address from the front panel keypad will prompt the user to
automatically adjust the TCP Routing Table. This feature will automatically fill in the
first three bytes of the local IP Address and have the fourth byte match the drop number.
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Table 3.6 Default Ethernet TCP Routing Table

Drop IP Address Route
0 0.0.0.0 NONE
1 0.0.0.0 NONE
2 0.0.0.0 NONE
3 0.0.0.0 NONE

Table 3.7 Ethernet TCP Routing Table for 206.223.51.155 after AutoFill

Drop IP Address Route
0 206.223.51.0 NONE
1 206.223.51.1 NONE
2 206.223.51.2 NONE
3 206.223.51.3 NONE

Front Panel Edit of TCP Table

HREI)

DEB

18,1\
18. 18
[Fined]

Main Conf ig Comms Enet
PCont ig PCOMME PEthernet Address
Status Display Serial Mask
[lala] Gate
Info IF Source
Sustem Protocol

Orop

MB Routes
FIF Routes
Enet Mode
Timeouts

IF
Routes

Index BEZ
192,168,
HEl . BE2

ZERO
AUTO

Figure 3.7 IP Route Edit Screen

The IP Routes may be edited from the front panel. The UP and DOWN buttons on the
INDEX field scroll through the 200 entries. Pressing the ENTER button while on the

INDEX field exits the screen.

Pressing the ENTER button while on the ZERO field will zero the IP Address. This is
useful in SY/MAX Ethernet applications.

Pressing the ENTER button while on the AUTO field will auto load the AutoFill value

for this Index.
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4 Modbus Serial Operation

The DEB serial ports can operate as both a Modbus Master and Slave using either
Modbus RTU and Modbus ASCII protocols. The protocol modes are labeled “Modbus
RTU” and “Modbus ASCII”. All Modbus serial modes can dynamically switch between
functioning as a Master or a Slave.

NOTE: The mode “MODBUS HOST” is a version of the RTU mode with special
message translation features.

Slave Operation (External Master)

A Modbus mode port on the DEB listens for Modbus serial messages whenever it is idle.
When a message arrives and has a good checksum, the Modbus Slave Address in the
message is examined and compared to entries in the Modbus Routing Table for that serial
port. If the entry for that drop number is not empty, then the DEB will forward that
message according to this defined route. If the entry is empty (NONE), then the message
is ignored.

A look-up table is used to map the Slave Address (Index) to a route that tells the DEB
where to send the message. This table consists of a column for the Index, a translation
description (from legacy SY/MAX operation), and a downstream route.

Default Modbus Routing Tables

The default Modbus Routing table for each serial port maps Modbus Slave Address
(Index) values 1 through 32 use Port 1's drop number, 1 through 32 (port 2 only) .
Entries 33 through 64 use Port 2's drop number, 1 though 32 (port 1 only).
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Table 4.1 Default Serial Port Modbus Routing Table for Port I drop 101, and Port 2
drop 102

Index Type Route for Port 1 Route for Port 2
1 MODBUS |NONE 101,1
2 MODBUS |NONE 101,2
3 MODBUS |NONE 101,3
4 MODBUS |NONE 101,4

MODBUS |NONE
31 MODBUS |NONE 101,31
32 MODBUS |NONE 101,32
33 MODBUS |102,1 NONE
34 MODBUS |102,2 NONE
35 MODBUS |102,3 NONE
36 MODBUS [102,4 NONE

MODBUS ... NONE
63 MODBUS 102,31 NONE
64 MODBUS 102,32 NONE

AutoFix Modbus Table

The DEB offers to “AutoFix” the Modubs Routing tables after the serial port drop
number is altered. The Ethenet and both serial port Modbus Routing tables are examined
and entries where the first drop of the route matches the old serial drop number are
changed to match the new drop number.

Main Config Commsz Serial Port 1 Port 1
NR&D PCont ig FComm s Ethernet PFort 1 Frotocaol Inder B@4
DEB Status Displaw Serial Fort 2 Eiau;I ME Route:
bl Par ity 162, a2
Info Data Bits i
16,18 Sustem Stop Bits .
18.1m8 Or iver ***'***'
[Fixed] Orop "
ME Foutes Maodbu =
Timeout TEST

Figure 4.1 Edit Modbus Serial Route

Pressing ENTER button on the TEST field will cause the DEB to generate a Modbus
opcode 03 Holding Register read of the target device. The test will report PASS or FAIL
A “Downstream Timeout” is a failure but an Error 01 (Illegal Opcode) or Error 02 (Illegal
Register) are PASS because the target device responded with the error.
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SEFAIL =
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B, R, Down— ER i
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LR Timeout 39312
Modbu s Fress FPress
TEST HAny Key HAny Key

Rx Reply

ERROR
11

Press
Any Key

Figure 4.2 Modbus Route Edit TEST Screens

Master Operation (External Slave)

The DEB inspects the route of a message arriving at a serial port in one of the Modbus
modes and takes the next drop number in the route and sends the message to the slave

represented by that drop number.

Figure 4.3 shows a string of power meters connected to RS-485 port 1 of the DEB. Port
1 is configured for Modbus RTU mode and set to match the baud rate and parity of the
meters. The drop number of port 1 is 101(default). The normal routing to reach each meter

is the route to reach port 1, followed by the slave address of the meter.
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Figure 4.3 Modbus Routing Example

o D rovmrooe
—
[Drop 101]

Table 4.2 DEB TCP Routing Table

0 10.0.0.0 NONE

1 1192.168.0.24 |NONE Quantum PLC

2 1192.168.0.25 'NONE M340 PLC

3 1192.168.0.241 [NONE DEB from Figure 4.3
4 10.0.0.0 NONE
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The tables 4.3 & 4.4 show routes for MSTRs for the SCADA system in this example.
TCP Routing:

The first drop (102) in the route is the Modbus address of port 2 in the DEB.

The second drop (0) is the drop number that tells the DEB to route the message
out of the Ethernet port.

The third drop (1, 2, and 3) is the TCP table look-up drop. This number defines
the target IP Address.

The fourth drop (0, 1, 2, 3, 4, 5, and 255) is the destination index for the
Modbus/TCP message sent to the target IP device. The local M340 and Quantum
NOEs don't care about the value of this number. This number is used in the
Modbus Routing table in the remote DEB to determine the target for the MSTR

message.

Table 4.3 Modbus/TCP MSTR Routes for SCADA System in Figure 4.3

MSTR Route Target
102,0,1,0 Quantum at 192.168.0.24
102,0,2,0 M340 at 192.168.0.25
102,0,3,255 DEB in Figure 4.3

Serial Routing:

The first drop (102) in the route is the Modbus address of port 2 in the DEB.
The second drop (101) is the drop number that tells the DEB to route the message

out of the port 1.

The third drop (1, 2, 3) is the Modbus address of the meters on port 1.

Table 4.4 Serial MSTR Routes for SCADA System in Figure 4.3

MSTR Route Target
102,101,1 Power Meter 1 in Figure 4.3
102,101,2 Power Meter 2 in Figure 4.3
102,101,3 Power Meter 3 in Figure 4.3

There are a few subtle issues of note in this example:

The DEB chooses to open new client sockets based on the entry in the TCP table.
When a message arrives at the Ethernet port, the drop following the Ethernet port
is examined to determine the the target IP Address. If there is already a client
socket opened to this target then the new message then this new message will be
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sent on this socket. Client sockets are single-threaded by the DEB. In other
words, only one outstanding message is allowed on a client socket at a time.
Newly arrived messages are held in a queue and sent when one at a time.

There are 200 entries in the TCP table. This feature may be exploited to cause the
DEB to open multiple client connections to a given target by simply adding the
same [P Address to multiple table entries. Use caution with this method as there
are only 64 total sockets available.

NOTE: When the DEB's Ethernet port is in Modbus+SYMAX mode, the TCP table is
how the unit decides to connect a client message via Modbus/TCP or SY/MAX 802.3. If
the IP Address for a given drop number is 0.0.0.0 then the message is sent out as
SY/MAX 802.3 to that drop number. See SY/MAX Routing in Chapter 5.

AutoFill TCP Table

IF Rdd

206,223,
51.155

AutoFill
IF Tables?

Mo

Changing the IP Address from the front panel keypad will prompt the user to
automatically adjust the TCP Routing Table. This feature will automatically fill in the
first three bytes of the local IP Address and have the fourth byte match the drop number.

Table 4.5 Ethernet TCP Routing Table for Address 10.10.10.10

Drop IP Address Route
0 0.0.0.0 NONE
1 10.10.10.1 NONE
2 10.10.10.2 NONE
3 10.10.10.3 NONE

Table 4.6 Ethernet TCP Routing Table for 206.223.51.155 after AutoFill

Drop IP Address Route
0 0.0.0.0 NONE
1 206.223.51.1 NONE
2 206.223.51.2 NONE
3 206.223.51.3 NONE
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5 Legacy SY/MAX Operation

The DEB serial and Ethernet ports can operate in a variety of modes to support legacy
Square D SY/MAX PLCs and older PowerLOGIC meters.

Translations

The DEB translates Modbus messages to SY/MAX (and vice versa) as each message
passes through the device.

NOTE: Some Modbus devices may refer to Holding Register 100 as 4x0100, 4:0100,
40100, or 4000100. The 4 at the beginning simply means it is a Holding Register.
Analog Input registers (3x) are shown as 3x0001, 3:0001, 300001, or 300001. Output
coils (0x) may be shown as 0x0025, 0:0025, 25. Input bits (1x) start with a 1 like
1x1234, 1:1234, 11234, or 101234.

NOTE: Some Modbus devices may start at register 0 instead of register 1. (This is
commonly referred as JBUS.) It may be necessary to offset each register number by 1 to
access the proper data.

NOTE: SY/MAX bit numbers are 1 to 16 with bit 1 as the least significant bit. This
manual will note bit references as Sxxxx-yy where xxx is the SY/MAX register number
and yy is the bit number. For example, register 20, bit 14 will be shown as S20-14.

Modbus to SY/MAX Translations

Holding Registers (4x) — Holding Registers (read/write) are directly mapped 1-to-
1 to SY/MAX registers. A Modbus client wanting the data from SY/MAX
register 1503 would send a Holding Register Read (FCO03) to remote register
1503. Modbus single (FC06) and multiple register writes (FC16) are supported
with the target register chosen simply as the SY/MAX register number.

Analog Input Registers (3x) — Modbus clients may access SY/MAX registers as
though they are Modbus 3x data (read only). The mapping is just like 4x registers
and 1s simply the target SY/MAX address.

Coils (0x) - Modbus coils (read/write) may be mapped into SY/MAX registers.
The translation starts as SY/MAX register 1, bit 1 (S1-1) = Modbus coil Ox1. S1-
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16 = 0x16. S2-1 = 0x17. The formula to determine the Modbus coil from a
SY/MAX bitis: COIL=((REG - 1) * 16) + (BIT).

Input Bits (1x) — Modbus discrete inputs (read only) are mapped exactly the same
as 0x coils.

Incoming Modbus commands (4x, 3x, 1x, 0x) are translated into Non-Priority SY/MAX
Read or Write messages. Coil write messages (FC05 and FC15) are translated as bit-
masked NP writes when possible to allow single SY/MAX bits to be modified.

NOTE: FC15 multiple coil write message may not be able to be processed when the bits
span multiple SY/MAX registers. The SY/MAX bit-masked NP Write message cannot
handle this type of masking operation. The DEB will send back a Modbus Exception
code 5 error when this condition occurs.

NOTE: A few SY/MAX end devices (NIMs for example) do not support Non-Priority
messages. It may not be possible for a Modbus client to be able to directly communicate
with these devices.

SY/MAX to Modbus Translations

SY/MAX Priority and Non-Priority Read and Write command messages are translated
into Holding Register Read (FC03) and Write (FC16) messages. SY/MAX Random
Access Read messages are translated into PowerLOGIC's Modbus Random Access Read
(FC100).

If the SY/MAX client needs to access other memory spaces on a Modbus serial server,
the Modbus Host serial mode may be used. This mode allows the user to manually
configure the translation for both the read and the write. Supported Modbus Function
Codes are 03 (4x read), 04 (3x read), 02 (1x read), 01 (0x read), 05 (0x single write), 06
(4x single write), 15 (0x multiple write), and 16 (4x multiple write).

NOTE: Standard Priority and non-bit-masked Non-Priority SY/MAX write messages will
translate into 16 FCO5 coil messages or one 16-bit FC15 message. All 16 bits will be
forced.

NOTE: SY/MAX Read and Write messages support up to 128 registers. Modbus
messages are limited to a maximum of 125 registers on a read and 120 registers on a
write. Individual servers may have additional register count restrictions.

Error Translations

Modbus and SY/MAX do not share the same error messages. Table 5.1 shows the DEB's
translations.

All other errors are passed straight through with no translation.
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Modbus SY/MAX Meaning
Exception | Error Code
Code
2 3 Illegal Address
3 5 Illegal Value
10 29 Illegal Route
11 17 Device Not Responding

Table 5.1 Modbus and SY/MAX Error Translations

SY/MAX Serial

DEB serial ports may be configured to SY/MAX mode to directly connect to a SY/MAX
PLC. The green RS-485 port is typically used along with the MU7 (DEB to SY/MAX)
cable. If the optional RS-485 ports 3 and 4 are installed, then a standard DC1 or CC-100
cable may be used.

Default values for SY/MAX ports are 9600, EVEN, 8, 1, RS-422, and BCC.

The drop number of the SY/MAX mode port will be the last drop of an incoming route
and the first drop of an output TREAD, TWRITE, or TALARM message from the
SY/MAX PLC.

SY/MAX mode ports are full duplex and allow the PLC to be both a master and a slave at
the same time.

Figure 5.1 SY/MAX Serial Routing Example shows a SY/MAX Model 400 PLC
connected with an MU?7 cable to the RS-485 port 1 of an DEB. This port is set to
SY/MAX at drop 101.

An entry in the Ethernet Modbus Routing table must be modified to access the Model
400 PLC. For this example, Entry 1 was chosen. The new route is shown in Table 5.2
Modbus Routing Table for Ethernet Port. The type set to OTHER since this is not a
MODBUS target.

A Modbus/TCP client such as the M340 PLC in this example would simply use
Modbus/TCP index 1 to access the SY/MAX PLC.
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Table 5.2 Modbus Routing Table for Ethernet Port

Index Type Route Comments
0 |OTHER NONE
1 |OTHER 101 Model 400 PLC
2 |MODBUS |52
3 |MODBUS |53
4 |MODBUS |54
5 |MODBUS |55
6 |MODBUS |[5,6 SCADA
7 |MODBUS |5,7

The SCADA can read and write the SY/MAX PLC using MSTR Read and Write
messages. In this example, the MSTR route would be 5,1 since the message needs to go
out DEB port 1. The remote register in the MSTR is simply the SY/MAX target register.

The SY/MAX PLC may also use TREAD and TWRITE messages to access both the

M340 and Compact PLCs.

The route to the SCADA would be 101,5,6 while the route to the M340 would be
101,0,25,1 assuming that the Ethernet port on the DEB is set to 0 and TCP table entry 25

has the IP Address of the M340.
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Figure 5.1 SY/MAX Serial Routing Example
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NET-TO-NET Mode

The DEB may be connected to a SY/NET network using the NET-TO-NET mode. This
mode is used to connect the DEB to an RS-422 port on a CRM-510 NIM, RS-422 port on
a SY/LINK (SFI-510) PC card, Niobrara SPE4, EPES, or even DEB modules.

The following rules apply to NET-TO-NET ports:

Both ports must be set to NET-TO-NET mode. This may involve setting DIP
switches on the NIM.

Both ports must be set to the same SY/NET drop number. Set the DEB port to
match the NIM.

Both ports must have the same baud rate, parity, data bits, stop bits, and
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checksum. Most NIMs use BCC but the CRM-511 and 512 may be set to use
CRC-16.

The route message includes the NET-TO-NET drop number only once for the port pair.

Figure 5.2 NET-TO-NET Serial Routing Example
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Figure 5.2 NET-TO-NET Serial Routing Example show an DEB port 1 connected NET-
TO-NET to a CRM-510 set to node 17. This NIM is on a small “Blue Hose” SY/NET
with two other NIMs set to 18 and 19. NIMs 17 and 18 have a PLC connected to the Oxx
port with a CC-100 cable. NIM 19 has the PLC connected to port 119. The DEB is
connected to the 117 port so the drop number of the DEB port 1 must also be set to 117.
Both the NIM port and DEB must be set to NET-TO-NET mode.

Table 5.3 Modbus Routing Table for Ethernet Port

Index Type Route Comments
0 |OTHER NONE
MODBUS 5,1
MODBUS 5,2
MODBUS 5,3
MODBUS 5,4
MODBUS 5,5
MODBUS 5,6 SCADA
MODBUS 5,7

N | N | DN R W

16 'MODBUS |5, 16

17 |OTHER 117,17 PLC on NIM port 17
18 |OTHER 117,18 PLC on NIM port 18
19 |OTHER 117,119 PLC on NIM port 119

20 |MODBUS |5,20

The Modbus/TCP Ethernet routing table shows the Modbus/TCP Index values of 17, 18,
and 19 that will allow clients to access the SY/MAX PLCs.

The SCADA can access any of the SY/MAX processors with MSTR routes of 5.117.17
or 5.117.18 or 5.117.119. Notice that the second drop of the MSTR route is always 117
because it is DEB port 1 connected to the NIM.

Any of the SY/MAX PLCs may access devices through the DEB with TREAD or
TWRITE messages.

Table 5.4 SY/MAX NET-TO-NET Routes
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Source Target Route

PLC 17 SCADA 17,117,5,6

PLC 18 SCADA 18,117,5,6

PLC 119 SCADA 119,117,5,6

PLC 17 M340 17,117,0,25,1

PLC 18 M340 18,117,0,25,1

PLC 119 M3340 119,117,0,25,1
SY/MAX Ethernet

The DEB's Ethernet port may be configured to support Modbus/TCP and SY/MAX 802.3
protocols at the same time. Thus the user may bridge older SY/MAX Ethernet enabled
PLCs (Model 450 and Model 650) to Modbus/TCP, Modbus Plus, and various serial
networks.

NOTE: Always check that the SY/MAX 802.3 node number is unused on the
LAN before setting the DEB's address. SY/MAX Ethernet devices that detect
duplicate drops remove themselves from the LAN and in many cases must be
power cycled before they function again. This action may result in equipment
damage, personal injury, or death.
The SY/MAX 802.3 protocol supports up to 100 physical node addresses (0-99). Logical
Node numbers 100-199 are possible on Niobrara devices (DEB, EPES, RPC) by setting a
serial port to “On Ethernet YES”. Node numbers above 100 also consume the node
modulo 100. For example, if the DEB's Ethernet port is set to 55 then node 155 is also
required to be within this DEB. Therefore serial port 1 may be set to drop 155 and have
“On Ethernet YES” configured.

SY/MAX Routing

The DEB in the combination Modbus/TCP+SY/MAX Ethernet mode simply becomes
another drop in the SY/MAX route between the source and the target. Inbound Ethernet
messages include the DEB's Ethernet port drop number as the next drop in the route.
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Figure 5.3 SY/MAX Ethernet Routing Example
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Table 5.5 SY/MAX Ethernet Routes

Source Target Route
Model 650 SCADA 22,21,5,6
Model 400 SCADA 112,23,21,5,6
Model 450 SCADA 24,21,5,6
Model 650 M340 22,21,21,25,1
Model 400 M340 112,23,21,21,25,1
Model 450 M340 24,21,21,25,1
SCADA Model 650 5.4.22 (second drop must be 4-8 for Enet)
SCADA Model 400 5.5.23.112
SCADA Model 450 5.6.24
M340 Model 650 192.168.0.241 index 22
M340 Model 400 192.168.0.241 index 23
M340 Model 450 192.168.0.241 index 24

The outbound messages to the M340 PLC have the DEB's Ethernet drop number in the
route twice. The first entry to select the DEB, the next entry to route the message back
out the Ethernet port. The drop following the second entry is the TCP Table entry of the
M340 PLC.

The DEB uses the entry in the TCP routing table to decide to send the message out as
Modbus/TCP (entry not 0.0.0.0) or SY/MAX 802.3 (entry is 0.0.0.0).

--DEB Manual 5 Legacy SY/MAX Operation 61




Table 5.6 Modbus Routing Table for Ethernet Port

Index Type Route Comments

0 |OTHER NONE

MODBUS |5,1

MODBUS |52

MODBUS |5,3

MODBUS |54

MODBUS |55

MODBUS 5,6 SCADA

N | N | DN R W N

MODBUS |57

21 |MODBUS 5,21

22 |OTHER 21,22 Model 650
23 |OTHER 21,23,112 Model 400
24 |OTHER 21,24 Model 450

25 |MODBUS 5,25
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Table 5.7 Ethernet TCP Routing Table

Drop = IP Address Route Description
0 1]0.0.0.0 NONE SY/MAX node 0
1 192.168.0.1 NONE Modbus/TCP
2 1192.168.0.2 NONE Modbus/TCP
3 192.168.0.3 NONE Modbus/TCP

20 192.168.0.20 |NONE Modbus/TCP
21 192.168.0.21 |NONE Modbus/TCP
22 10.0.0.0 NONE SY/MAX node 22
23 10.0.0.0 NONE SY/MAX node 23
24 0.0.0.0 NONE SY/MAX node 24
25 1192.168.0.25 |NONE Modbus/TCP
26 192.168.0.26 |NONE Modbus/TCP
200 ]192.168.0.200 |[NONE Modbus/TCP

PowerLogic Serial Modes

All newer Square D PowerLogic electric meters and breaker panels communicate with
Modbus serial and Modbus/TCP Ethernet protocols. Older meters like the CM2000 and
PowerLink AS units use the SY/MAX based PLOGIC and PNIM protocols. The DEB
supports all of these protocols plus a mixed mode called CHEVRON which allows both
PNIM and Modbus RTU devices to reside on the same daisy-chain.

Note that some PowerLogic devices only support 4-wire RS-485, some only support 2-

wire RS-485, and some may be used in either mode.

Note that some PowerLogic devices only support EVEN parity, some only support

NONE, and some support both settings.
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Table 5.8 Common PowerLogic Devices

Device Protocols | RS- Parity Notes
Series 485
ﬁ CM100 PLOGIC 4-wire  [EVEN Must cycle power when changing
CM200 PNIM between PNIM and PLOGIC
= | CM2000 |PLOGIC 4-wire | EVEN Dynamically switches between
s PNIM NONE PNIM and PLOGIC
38 CM3000 | Modbus 4-wire | NONE
CM4000 |RTU 2-wire | EVEN
Modbus ODD
ASCII
PM600 PLOGIC 4-wire |[EVEN Dynamically switches between
i PNIM 2-wire NONE  |PNIM and PLOGIC
Modbus
RTU
PM700 Modbus 2-wire |[NONE
[ pmso0  |RTU EVEN
Modbus ODD
ASCII
Enercept | Modbus 2-wire |[NONE
RTU
BCM Modbus 4-wire | NONE
RTU 2-wire |[EVEN
ODD
BCPM Modbus 4-wire |[NONE
RTU 2-wire |EVEN
ODD
PowerLink |PLOGIC 4-wire  [EVEN Must cycle power when changing
AS PNIM only between PNIM and PLOGIC
PowerLink | Modbus 4-wire |[NONE
G3 RTU 2-wire | EVEN
Modbus ODD
ASCII
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PowerLogic Routing

In this example a string of power meters are connected to port 2 of the DEB making the
data available on serial and Ethernet. Since the PowerLogic Circuit Monitors will
communicate with the PLOGIC and PNIM modes, it is recommended that the PNIM
mode be used when connecting to PowerLogic Circuit Monitors. The PNIM mode will
return an error 17 if the slave does not respond while PLOGIC mode simply times out.
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Figure 5.4 PowerLogic Routing Example
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Table 5.9 DEB Port Setup for PowerLogic Connection

E-Net| 21 |Modbus/TCP & SY/ENET NA NA | NA | NA
1 101 |SY/MAX 9600 E 8 1
2 102 |PLOGIC 9600 E 8 1

Table 5.10 PowerLogic Routing Examples

M650 PLC CM1 22,21,102,1
M650 PLC CM2 22,21,102,2
M650 PLC CM3 22,21,102,3
M650 PLC CM4 22,21,102,4
Personal Computer CM1 30, 101, 102, 1
Personal Computer CM2 30, 101, 102, 2
Personal Computer CM3 30, 101, 102, 3
Personal Computer CM4 30, 101, 102, 4

Chevron Routing

The Chevron mode is a combination of RNIM Master and Mobus Gate modes to allow
the integration of remote SY/MAX and Modbus devices on the same multidrop (RS-485,
modem, or radio) network. Incoming messages with the drop number following the
Chevron Port's drop number within the range of 0 through 99 are sent out as RNIM
packets. Messages with the drop in the range of 100 through 199 are sent out as Modbus
RTU packets where the Modbus slave address is the drop number minus 100.
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An example application of the Chevron mode is displayed in Figure 5.5. The DEB has
port 2 in Chevron mode with drop number of 102. This port is wired with a 4-wire RS-
485 cable to a couple of POWERLOGIC Circuit Monitors and then to a 4-wire to 2-wire
converter to a couple of POWERLOGIC Power Meters. The Circuit Monitors are
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Figure 5.5 Chevron Routing Example
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configured for PNIM Addresses of 1 and 2 while the Power Meters are at Modbus RTU
addresses 3 and 4. All of the devices are configured for the same baud rate, parity, data
bits and stop bits (9600,EVEN,8,1). The setup for the CHEVRON port is as follows:

Table 5.11 DEB Port Setup for POWERLOGIC CHEVRON Connection

E-Net| 21 |Modbus/TCP & SY/ENET NA NA | NA | NA
1 101 |SY/MAX 9600 E 8 1
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2 102 |CHEVRON

9600 E 8

Table 5.12 Specific setup for the CHEVRON port

Drop 102
On Ethernet NO
Protocol CHEVRON
Baud Rate 9600
Parity EVEN
Data Bits 8
Stop Bits 1
Buffer Limit 16
Driver Mode PTTO PT
NetWork ID 0
CTS Timer 0
Reply Timeout 200
Bid Interval 0
Attempts 1
Pause Time 0
Message Count 0
Bid Address 0

DEB Manual
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Table 5.13 POWERLOGIC CHEVRON Routing Examples

--DEB Manual

M650 PLC CM1 22,21,102,1
M650 PLC CM2 22,21,102,2
M650 PLC CM3 22,21,102, 103
M650 PLC CM4 22,21,102, 104
Personal Computer |CM1 30, 101, 102, 1
Personal Computer |CM2 30,101, 102, 2
Personal Computer |CM3 30, 101, 102, 103
Personal Computer |CM4 30, 101, 102, 104
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6 Front Panel Operation

Keypad Buttons

The front panel includes five push buttons.
=) The RIGHT arrow advances to the next screen or field. In many cases, it has
the same behavior as the « key.
= The LEFT arrow escapes to the previous screen or field. Changes are saved
when the left arrow is pressed.
T The UP arrow moves up in a list or increments a selection.

B The DOWN arrow moves down in a list or decrements a selection.

! The ENTER key accepts the values on a screen and exits to a previous screen.

LCD Screen

The DEB includes a high resolution LCD screen main screen to assist the user in
configuring and troubleshooting the device. Ethernet, MB+, and serial port parameters
and may be observed and modified. Statistical information is also provided through the
front panel interface.

Backlight

The LCD backlight will illuminate on any button press. The timeout for the backlight is
configured through Modbus drop 255 register 7003 and defaults to 300 seconds.

Operating Screens

Splash Screen

The main page shows the IP Address of the DEB and the IP source as well as the
SY/MAX 802.3 drop number (if enabled).

Error conditions may be displayed on the splash screen as they occur. Indications for
duplicate IP Address, duplicate SY/MAX 802.3 node descriptions are shown. Certain
errors will flash the backlight until a key is pressed to draw attention to the DEB.
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IP Address =

192.168.1.19 NRED
DEB —
' 1912.115.8 ‘SY/MAX 802.3
[Fined] Node = 81
SYHMA: @21 -

Figure 6.1 Splash Screen

Main Menu Screen

Pressing a key while the splash screen is displayed will move to the Main menu page. A
pointer along the left margin indicates the sub-menu to be chosen. Pressing the UP or
DOWN arrows will move the pointer. Pressing the RIGHT arrow or ENTER buttons will
select the sub-menu. Pressing the LEFT arrow will return to the splash screen page.

Main

~|¥Config
Status
App

Pointer | é nfo
wsten

Figure 6.2 Main Menu Screen

Configuration Menu

Selecting the Config item leads to the Config menu and a choice of Comms and Display.
The Comms sub-menu moves on to Ethernet, serial port, and MB+ options while the
Display sub-menu allows the user to adjust the screen contrast.
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Main Config

NR&D bConf ig bCamms
Status Display
DEB App
Info
16. 18 Sustem
1@, 1@
[Fixed]

Figure 6.3 Config Menu Screen

Comms Menu Screen
The Comms menu allows the selection of editing the settings for the Ethernet, Serial

I)OITS.
Main Conf ig Comms
NR&D yConf ig bComms Ethernet
Status Display Serial
DEB App
Info
16. 14 Sustem
1@, 1@
[Fixed]

Figure 6.4 Comms Menu Screen

Ethernet Configuration Menu

The Ethernet menu allows the selection of editing the settings for the IP Address, Subnet
Mask, Default Gateway, IP Source, Ethernet Protocol, port drop number, Modbus Routes,
IP Route table, the physical Ethernet port mode, and Timeout settings.
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Main Config Comms Enet
bConf ig bCamms Ethernet PRAddress
Status Display Serial Mask
App Modbus+ Gate
Info IP Source
Sustem FProtocaol

Orap

ME Foutes
IP FRoutes
Enet Mode
Timeouts

Figure 6.5 Ethernet Menu Screen

IP Addr Screen

The IP Address of the DEB may be quickly changed using the IP Addr screen. Move the
cursor with the LEFT and RIGHT arrows and adjust the octet with the UP and DOWN
arrows. Holding the UP or DOWN key will scroll the value quickly. When the new
address is finished, press the ENTER key and a prompt for “AutoFill IP Tables?” is
presented. Select “Yes” to have the DEB automatically fill the TCP table with the first 3
octets of this IP Address and the fourth octet the index value.

IF Add

16. 18

168, 18.

‘Default 10.10.10.10

* Now 192.168.1.60

Figure 6.6 IP Address Screens

Subnet Mask Screen

The Subnet Mask of the DEB may be quickly changed using the Mask screen. The UP
and DOWN buttons are sued to adjust the number of bits in the mask. When the new
mask is finished, press the ENTER key and a prompt for “Auto Set Default Gate?” is
presented. Select “Yes” to have the DEB automatically apply the subnet mask to the IP

IF Add

192,168,

- 1._€e8

Press Enter
Then prompt for
AutoFill

Address to generate most of the default gateway setting..

--DEB Manual

IF RAdd

192,168,
1. &8

AutoFill
IF Tables?

Ho- T
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IP Mack IF Mask IF Mask
© Default255.0.0.0
e o | ) S — Press Enter
S5 B Then prompt for
@, @ — Auto Set H;;Fnauﬁﬁt
Now 255.255255.0 | ¢ Lz 5 DefaultGate gfaul
[ <8 ] B Ho-2E8

Figure 6.7 Subnet Mask Screens

Default Gate Screen

The Default Gateway of the DEB is edited just like the IP Address. The LEFT and
RIGHT buttons move the cursor while the UP and DOWN buttons are sued to adjust the

value. Press ENTER to accept the new value.

Set the Default Get to 0.0.0.0 to disable routing operation outside the local subnet.

IF Gate IF Gate
‘ After Auto Set ‘
122,188, ” — 192,168,

1. @ 1._1

© Now 192.168.1.1

Figure 6.8 Default Gate Screen

IP Source Screen

The DEB may have a fixed IP Address or use BOOTP or DHCP to have its IP settings
configured. The IP Source screen allows the user to configure the appropriate setting.
Use the UP and DOWN buttons to select the setting. DHCP and BOOTP typically
require the server to be configured for the MAC address of the DEB's Ethernet port.
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This MACC address is shown on the screen in hexadecimal (00:20:BD:0C:35:04).

IF Source IF Source IF Source
Fined OHCF BootP
B 20z BO: biEz 20z BO: BbiEz 20z BO:
BC: 35: 84 BC: 35: 84 BC: 35: 84

Figure 6.9 IP Source Screen

Ethernet Protocol Screen

The Ethernet port may be configured for only Modbus/TCP or a combination of
Modbus/TCP plus SY/MAX 802.3 for support of legacy SY/MAX Ethernet devices. The
Protocol screen allows the setting of the mode.

WARNING: Set the drop number of the Ethernet port to SY/MAX 802.3 drop
that is not present on the connected network before setting the port to
MB+SYMAX mode. Choosing a duplicate drop on the network will result in both
nodes halting SY/MAX communication which may result in equipment damage,
injury, or death.

Protocol Protocol

MBE-TCP ME+SY A

Figure 6.10 Ethernet Protocol Screens

Ethernet Drop Screen

The drop number of the Ethernet port defaults to 0 and rarely needs to be changed. This
drop number is used to set the SY/MAX 802.3 Ethernet node number when the Ethernet

port is set to MB+SYMAX protocol mode.

--DEB Manual 6 Front Panel Operation 75



WARNING: Set the drop number of the Ethernet port to SY/MAX 802.3 drop
that is not present on the connected network before setting the port to
MB+SYMAX mode. Choosing a duplicate drop on the network will result in both
nodes halting SY/MAX communication which may result in equipment damage,
injury, or death.

After selecting the new drop number by pressing the Enter button, a prompt for “Auto-
Fix Routing Tables?” is presented. Selecting Yes will automatically adjust entries in the
Ethernet and serial ports 1 and 2 Modbus Routing tables. Route entries with the old drop
number as the first drop in the route will be changed so the new drop number replaces the
old value .

Eth Drp

Current:

Hew:
g5
Auto—F ix
Routing
Tables?

MR

Figure 6.11 Ethernet Drop Screen

Modbus Route Screen

The Modbus Routing table for the Ethernet port may be edited through the Modbus Route
screen. This screen shows a single entry from the table with the index on the top line.
The cursor is moved with the left and right arrows. Values are altered with the up/down
buttons.

The enter button exits the screen when on the index field.

The enter button on the TEST field causes a test message to be sent using the route to the
target device.

Enet
. Index BE1- Index = 001
Up/Down to edit Route HE Boutes ‘ TioDein (o @b,
*** to delete element ALy Enter to exit screen
***: ***:
Modbus -
Enter on “TEST”to | 1ger Modbus for Modbus Target
generate test message ’ L= ‘ OTHER for SY/ MAX

Figure 6.12 Modbus Route Edit Screen
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The TEST message is an opcode 03 Modbus Holdign Register read of remote regsiters
8188. Possible results from this read are:

« Avvalid reply is received from the target slave. The screen will show PASS along
with the decimal value of the remote register 4x8188. On older SY/MAX PLCs,
this value is the PLC model number.

-« A valid error reply is received from the target slave. The screen will show PASS
along with the returned error code. Possible errors are:

o Error 01 = Illegal Opcode. This means that the slave does not support
Modbus opcode 03 (Holding Register read). The slave is replying to the
test message, it just does not support the test message.

o Error 02 = Illegal register. This means that the slave does not have
Holding Register 4x8182. This is also a PASS condition, it just means that
the test message asked for a register that does not exist in the slave.

- The network was unable to receive a reply from the slave. This is a FAIL
condition with the error message Downstream Timeout.

- The DEB was unable to generate the query because the first drop in the route was
not a valid drop number of another port in the DEB. The FAIL message will show

| Pass C Fail  H oes fOH

: _ S Failed Rx Reply
Ualid ) N First
i o ||| oo
4nS188= ng; L stream
29312 Timeout
Frezs Preszs Fress Prezs
Any Kew Anw Kew Any kKey Any Key

Figure 6.13 Modbus Route Test Results Screens

IP Route Screen

The IP Routing table for the Ethernet port may be edited through the IP Route screen.
This screen shows a single entry from the table with the index on the top line. The cursor
is moved with the left and right arrows. Values are altered with the up/down buttons.

The enter button exits the screen when on the index field.

The enter button on the ZERO field causes the IP Address to be set to 0.0.0.0. This is
handy for zeroing an entry for SY/MAX 802.3 Ethernet entries.
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Enter on “AUTO” to o~ AuTo
Auto-fill the entry ’

Figure 6.14 IP Route Screen

Ruages
Up/Down to edit Address Indes mazl
Left/Right to change field 192,163,
BE1l. a2
ZERD

Up/Down to change,

Index = 002
Enter to exit screen

ZERO — press Enter to
zero the entire entry

The AUTO field sets the entry to the DEB's IP Address with the last octet set to match the
index.

Ethernet Mode Screen

The Ethernet Mode screen allows the physical configuration of the Ethernet port. The
port defaults to “AUTO” mode which automatically sets itself to match the attached
device. The possible settings are:

AUTO

10BaseT — Full Duplex
10BaseT — Half Duplex
100BaseT — Full Duplex
100BaseT — Half Duplex

Enet Mode Enet Mode Enet Mode Enet Mode

Enet Mode

Auto 18baseT 18baseT 188baseT
Full Dpl# Half Dpl= Full Dpl#

188baseT
Half Dpl#

Figure 6.15 Ethernet Port Mode Screens
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Serial Port Menu

The Serial menu allows the selection a particular serial port to edit. Choices are Port 1
and Port 2.

Main Config Comms= Serial
NR&D bCont ig COmMMs Ethernet POt 1
Status Dizplay bSerial Port 2
DEB App
Info
168,18 Sustem
18.18
[Fined]

Figure 6.16 Serial Pot Menu Screen

Port 1 Menu

Both serial port share the same menu list.

Main Conf ig Comms Serial Port 1
NR&D PCont ig bCOMME Ethernet POt 1 PProtocal
Status Oisplay bSerial Fort 2 Baud
DEB App Farity
Info Data Bits
18,18 Sustem Stop Bits
18.18 O iver
[Fined] Orap
MEB Routes
Timeout

Figure 6.17 Serial Pot 1 Menu Screen

Settings available for the two serial ports are:
- Protocol

o Modbus RTU (default)
o Modbus ASCII
o Modbus Host (RTU with special translations)
o Chevron (combination Modbus RTU master with RNIM master)
o Dual Slave (combination Modbus RTU slave and SY/MAX slave)
o Hot Modbus Plus (Port 2 only)
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o SY/MAX, NET-TO-NET, RNIM Master, RNIM Slave (legacy Square D PLC
serial protocols)

o PNIM and PLOGIC (legacy PowerLOGIC protocols)
o IDEC (legacy Square D Model 50 and Micro-1)

o Transfer (legacy Square D PLC Hot Backup)

o Peripheral, Share, Transfer (legacy Square D ASCII)
o Gateway (legacy Niobrara ASCII)

o Multidrop (legacy Niobrara serial network)

Baud Rate — 50, 75, 110, 134.5, 150, 300, 600, 1200, 1800, 2400, 4800, 7200,
9600 (default), 19200

Parity — EVEN (default), ODD, NONE

Data Bits — 8 (default), 7 (ASCII modes only)

Stop Bits — 1 (default), 2

Driver — RS-232 (default), RS-422, RS-485 + Bias, RS-485 - Bias
Drop — 101 (default for port 1), 102 (default for port 2)

Modbus Routes — See Modbus Route Screen on page 76

Display Edit Screen

Main Config Contrast
NR&D PConf ig Camms
Status izplay .
DEB Ape Cont: 265
Info
16. 14 Sustem
16,18
[Fined]

Figure 6.18 Display Contrast Edit Screen

The Display screen allows the user to adjust the contrast value for the display. The UP
and DOWN arrows allow the changing of the setting. The ENTER or LEFT arrows
accept the new value.

DEB Manual 6 Front Panel Operation 80



Status Menu Screens

Main Status
NR&D Confia bStats
bStatus Enet
DEB App
Info
168,18 Sustem
18,18
[Fixed]

Figure 6.19 Status Menu Screen

The Status menu item gives access to physical status and communication statistics for all
ports.

Stats Screen

Each port has multiple screens to give statistical counters about communication through
the port. LEFT and RIGHT arrows change between ports. UP and DOWN move between
pages for a given port. ENTER returns to the previous menu.
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Ethernet Fort 1 Fort 1 FPort 2 Fort 2
. F
Open Socks Ualid Pkts Bufs Used Ualid Pkts Bufs Used
15 334 [5] 171 ]
Framess Ta Inwalid Bufs in @ Inwalid Bufs in &
24575 B [5] 5] B
Frames Rn Farity Last Route| |Parity Last Royte
E5111 [5] rls [5] vl
Callision Chars T+ Chars T=
[} 14947 T&FE
Bufz Used Chars R# Chars Rx
=i 2672 1368
. e -

Figure 6.20 Stats Screens

Enet Status Screen

The Enet status screen shows the current physical connection status of the Ethernet port.

Main Status Enet Fhu
NR&D Config Stats
PSSt atus FER =t .
DEB ?DE Link:Up
nfo
Rate:ld
16. 14 Sustem b
18,16 OplazHalf
[Fixed]

Figure 6.21 Status Menu Screen
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App Menu

The APP menu allows the user to halt the DEB application. This feature should only be
used when directed by Niobrara Technical Support.

Main App=s

NR&D Confia FSwitch
Status

DEB FADD
Info

18,18 Sustem
18.18
[Fined]

Figure 6.22 App Menu Screen

Switch Screen

The Switch screen allows the user to HALT or RUN the DEB application. The MEM
PROT setting is ignored at this time and is the same as RUN.

Main App= Switch
NR&D Config FSwitch
Status
DEB YAPD Run
Info
1@. 18 Sustem
18,18
[Fined]

Figure 6.23 Switch Screen
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Info Menu

The Info Menu provides access to various information about the DEB firmware and
network connections.

Main Info
NR&D Confia MAC Add
Status Serial #
DEB App Versions
bInto Manual
1. 18 Sustem EnetOrops
18. 18
[Fined]

Figure 6.24 Info Menu Screen

MAC Address Screen

The MAC address screen shows the hardware address of the Ethernet port in
hexadecimal. This information is useful when the IP Address is set by BOOTP or DHCP.

Main Info MAC Add
NR&D Config MIAC Add
Status Serial # S .
DEB App Versions Bz 28: B0
bInto Manual e
18. 18 Sustem EnetOrops BL:35:01
18. 18
[Fined]

Figure 6.25 MAC Address Screen
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Serial Number Screen

This screen shows the serial number of the DEB.

Main Info Serial #
NR&D Config MAC Add
DEB Status PSerial #
App Uersions
bInfo Manual EEECEE
18.14 Syustem EnetDiops
18.18
[Fined]

Figure 6.26 Serial Number Screen

Versions Screen

The Versions menu gives access to the DEB firmware, DUCM firmware, and boot
version.

Main Info Uersions
NR&D Confia MAC Add OEE-4
Status Serial #
DEB App Mlers ions 262""3?313
bInfo Manual 2""5148
18.14 Swstem EnetOrops
168. 1@ ouUCH
[Finedl 185EPZA132
Boot
1iJduLzalz

Figure 6.27 Versions Screen
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Enet Drops Screen

The Enet drops screen will show the SY/MAX 802.3 drops accessible to the DEB. This
page may extend beyond a single screen and the UP and DOWN buttons are used to
move between screens.

Any drop numbers local the DEB are highlighted. This includes the Ethernet port and
any other port with “ON ETHERNET” set to YES.

Main Info EHET Dews

NR&D Config MAC Add @1z 4

Status Serial # B =11 1c

DEB App Lersions 20 21 22 29

bInfo Manual 24 25 CE 7@

18.14 Syustem FEnetDrops ag

18,18
[Fined]

Figure 6.28 SY/MAX Ethernet Drops Screen
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System Menu

The System menu provides access to the front panel password, reboot, and reset to
factory defaults.

Reboot Screen

This screen allows the user to force a hardware reboot of the DEB without physically
removing the power.

Main System
NR&D Config FReboot
Status Factory
DEB App Enet Test
Info Il
1. 18 bSystemn Fazsword
18,18
[Fined]

Figure 6.29 Reboot Screen

Factory Defaults Screen

The Factory screen allows the user to quickly reset the DEB to factory defaults. The reset
process also includes a reboot. Selecting “NO” will return to the previous menu without

altering the current setup.

Main System RESET?
NR&D Config Reboot [glul
Status bFactory MO=faults
DEB App Enet Test
Info U]
1. 18 bSystEm Fassword
18.18
[Fined]

Figure 6.30 Factory Defaults Screen
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Password Screen

The DEB may have a password enabled to limit front panel operation. The password is a
four digit number (0000-9999) that must be entered before settings are altered. Once the
password is entered, it settings may be altered until a reboot or the backlight timeout

occurs.

Setting the password to 0000 disables the feature.

Main System Password
HR&D Config Reboot Min: @
Status Factory Maw : ga99
DEB App Enet Test -
Info i
18.14 Poustem MPassword
1@. 18
[Fixed] aa71

Figure 6.31 Password Screen
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7 Recommended Cables

RS-232 Cables

MM1 (PC to DEB)

The Niobrara MM1 cable may be used to connect the DEB RS-232 port to a standard PC
9-pin male port. The pinout is shown in Figure 7.1 MM1 Serial Cable.

Figure 7.1 MM1 Serial Cable

RJ-45 Connection PC Serial Port Pin
1 1
2 2
3 3
4 4
5 5 ]
6 6
7 j 7
; s
9

MM2 (Modicon PLC to DEB)

The Niobrara MM2 cable may be used to connect the DEB RS-232 port to a standard
Modicon 9-pin female PLC programming port. These ports are common on the Quantum
PLC, Compact 984, 984, BM85 Bridge Mux, and other older Modicon products. This is
the same cable as the MM1 with a male 9-pin connector. The pinout is shown in Figure
7.2 MM2 Serial Cable.
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Figure 7.2 MM?2 Serial Cable

RJ-45 Connection Modicon PLC Serial Port Pin
1 1
2 2
3 3
4 4
5 5 ]
6 6
7 j 7
; s
9

MM3 (DEB to emulate a 9-pin PC port)

The Niobrara MM3 cable may be used to make the DEB RS-232 port appear as a
standard PC 9-pin male port. This cable is often used along with an MM1 cable to
connect two RJ-485 RS-232 ports together such as an DEB to a newer Compact 984
PLC. The pinout is shown in Figure 7.3 MM3 Serial Cable.

Figure 7.3 MM3 Serial Cable

RJ-45 Connection PC Serial Port Pin
1 1
2 2
3 — X 3
4 4
5 5 ]
6 6
7 —7
8 8
9
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RS-485 Cables

MU7 (DEB to SY/MAX)

The Niobrara MU?7 cable is used to connect the RS-485 port of the DEB to a standard
SY/MAX DB9Y female port. This cable is normally used to connect the DEBI directly to
a SY/MAX PLC or NIM module.

NOTE: The DEB port driver mode is normally set to RS422 when connected to a
SY/MAX serial port.

Figure 7.4 MU?7 Serial Cable

Phoenix 5-pin Connection SY/MAX Port

TX(+) 1 TX-
o K
X

—
\

TX+

RX(+) 3 RX-

RX(-) >°<_4 RX+

Shield 5
\ _

6
7
8
9

—

T~
1

N

Driver Mode: RS-422

DEB Master to 4-wire RS-485 Slaves

The DEB may be used to be a master on a 4-wire RS-485 network. An example of this
network is a string of PowerLogic meters attached to the DEB.

An external terminator should be used at the last slave across its RX pair. Normally, this
is a 120 ohm resistor or the PowerLogic MCT-485.

The Driver Mode for the DEB port should be set to RS-422. This mode enables the
transmitter of the port at all times to bias the receivers of all of the slaves. This mode
also enables the internal termination and bias of the DEB's receiver.

Belden 8723 or equivalent is recommended for this type of network.

The shield wire should only be grounded at one location - usually at the master. A simple
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method of grounding the shield is to connect the Shield terminal of the DEB's RS-485
connector to the Earth Ground terminal of the DEB's power supply connector.

Figure 7.5 4-wire RS-485 Master

Phoenix 5-pin Slave A Slave B Slave C
Connection
TX(+) RX(+) RX(+) RX(+)
TX(-) DOC RX(-) }C RX(-) DOG RX(-)
RX(+) Ve TX(+) N TX(+) N TX(+)
RX(-) TX(-) TX() TX()
Shield ——— Shield ——— Shield ————  Shield
Driver Mode: RS-422 Terminator only on
(term and bias enabled) last slave

DEB to 2-wire RS-485

The DEB may be used as a master or slave on a 2-wire RS-485 network. An example of
this network is a string of 2-wire RS-485 PowerLogic meters attached to the DEB.

The DEB must have the TX(+) and RX(+) lines jumpered together to make the (+)
connection on a 2-wire network. The TX(-) and RX(-) lines must also be jumpered
together to connect to the (-) line.

Terminator should be used at the last slave on each end of the daisy-chain. Normally, this
is a 120 ohm resistor.

Bias should only be enabled on one device of the 2-wire network. Typically, the bias is
enabled at the Master device since it is required to be active on the network.

If the DEB is the Master of the network, then it should be located at one end of the daisy-
chain and the Driver Mode should be set to RS485+Bias. The RS845+Bias mode enables
the internal bias and termination resistors.

NOTE: RS485+Bias mode always enables both the internal termination and bias
resistors. If another device on the 2-wire network is providing the bias then the
DEB port must be set for RS485-Bias and an external termination resistor must be
used.

Belden 9841 or equivalent is recommended for this type of network.

The shield wire should only be grounded at one location - usually at the master. A simple
method of grounding the shield is to connect the Shield terminal of the DEB's RS-485
connector to the Earth Ground terminal of the DEB's power supply connector.
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Figure 7.6 2-wire RS-485 Network with internal Bias

Phoenix 5-pin Node A Node B Node C
Connection
TX(+) o — ) RX(+) ﬂv /—+ RX(+)
TX(-) ) RX(-) RX(-)
RX(+)
RX(-)
Shield Shield Shield Shield
Driver Mode: Terminator on last
RS485+Bias slave
Figure 7.7 2-wire RS-485 Network without internal Bias
Node A Phoenix 5-pin Node B Node C
Connection
RX(+) r\/_ TX(+) o RX(+) Hv /—+ RX(+)
RX(-) TX(-) RX(-) + RX(-)
RX(+)
RX(-)

Shield Shield Shield Shield
Terminator on last Driver Mode: Bias on some slave, Terminator on last
slave RS485-Bias could be same as slave

terminator
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8 Web Server

The DEB uses a built-in Web server for remote configuration over the Ethernet network.
This Web server requires the use of Javascript.

Login

The DEB Web server supports two user access levels: “User” and “Admin”. These
usernames are not changeable and are not case sensitive. “User” provides read-only
access to view the configuration of the DEB. “Admin” provides full configuration edit
capabilities as well as backup/restore and firmware upgrade.

The Default Password for each user is shown below and are not case sensitive:
Username: user

Password: user

Username: admin

Password: master

Figure 8.1 shows the Login page. Enter the appropriate username and password to gain
access to the DEB.

If the “User” account is used and the operator attempts to modify a setting in the DEB, a
pop-up notification will appear to announce that modifications are not allowed for this
user level. (See Figure 8.2)
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NR&D DEB

Login to access
Username: admin
Password: ssssse
Copyright 2011-2013
Niobrara Research and Development Corporation
Figure 8.1 Login Screen

User Mot Authorized to Modify Settings

-

Figure 8.2 “User” attempting to modify settings
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Home
Figure 8.3 Home

 AIAX
Comms Status

NR&D DEB

Home
Configuration
Statistics
Tools

e Menu Tree
Logout [admin]

= DEB Configuration and diagnostics tool

“ \\ Revision 'DEB-X 26AUG2013 ' Build number 2540

| N

a ™ Copyright 2011-2013
. Niobrara Research and Development Corporation
Login User ID

The typical web page includes an AJAX status box showing the state of the Javascript
communication between the browser and the DEB. The background of this box turns red
when comm errors are occurring.

The menu tree may has the following branches: Home, Configuration, Tools, and Admin.

NOTE: Admin is not present when logged in as “user”.

Configuration

The Configuration menu provides access to the settings for Ethernet, Port 1, Port 2, and
Modbus Plus.

Ethernet

There are pages for setting the IP Address, Ethernet Protocol, Modbus Routing, TCP
Client Routing, and I/O Scanner.
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IP Settings
The IP Settings page allows the Admin to select the IP Parameters for the module.

|Comm: Reading ‘
Ethernet IP Settings
Home
Co tion Configure the DEB's IP settings, or configure it to get the settings from DHCP or BootP
Ethernet SETVEL
IP Settings
Port Params ‘ IP Settings
MB Routing - —
; ‘IP Source ‘ Fixed =
TCP Routing
10 Scanner ‘IP Address ‘ 192 168 1 19
Stats
Port 1 | Submet Mask 255 25 25 0
Siﬁ—c_’“t_z ‘Default Gate ‘ 192 168 1 1
stics
Tools ‘Ethemet Speed/Duplex | Auto v
Admin
Set Passwords ‘
Backup
Restore
Update Firmware Copyright 2011-2013
Reset Niobrara Research and Development Corporation
Logout [admin
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Ethernet Port Parameters

This page allows the Admin to configure the DEB to operate in Modbus/TCP or
SY/AMX+Modbus/TCP mode and set the SY/MAX 802.3 drop number.

NR&D DEB

[Comm: Ok | [System|Port 1[Port 2
Drops (101 |[102

Home '

C;E&mrnett = | Ethernet Configuration
IP Settings [Parameter |Setting
o [P Address [192.1681 19
TCP Routing |TP Mask [255.255.255.0
I0 Scanner |Default Gate |192.168.1.1

Pfﬂ;hjs |IP Source |Fixed
Port 2 |Ethemet Speed/Duplex |Auto

% _|Protccol | Modbus/TCP -

Tools

Admin |Drop E

N [Buffer Limit |2

OFOUL | al
|TCP Backoff (cs) [ 100
-‘Inbound Timeout (cs) ‘ 1100
‘Ou‘tbound Timeout (cs) ‘ 1000
|Quict Timeout (s) | 600
[Ethernet Framing |DI)QEthemet I
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Modbus Routing for Ethernet Port

The Ethernet port has 254 entires in its Modbus Routing table. The Route typically
consists of the drop number of the outbound DEB port followed by any additional drops
needed to reach the target.

NOTE: Entries with no route will allow that index to access the DEB's internal registters.

NOTE: Entries with the first drop in the route that does not match a drop number of any
port on the DEB will access the DEB's internal registers.

NOTE: Using the Ethernet port's drop number as the first drop in the route will cause the
message to be routed back out the Ethernet port. This feature allows the DEB to translate
between Modbus/TCP and SY/MAX 802.3 Ethernet.

NR&D DEB

i UL This table converts the drop/address on an inbound Modbus message to a full route. The

first drop in the route provided here should be the drop number of the port out of which the

message will be routed.

Home
Configuration :
Ethernet System [Ethernet [Port 1[Port 2
IP Settings Drops [0 101 [102 |
Port Params
?‘?ﬁ | Modbus Rouﬁng for Ethernet
10 Scanner [ndexMode  [Route
POSHL-:S |O | Other - | Nane
E |1 | Other - | None
% |2 | Other + | MNone
Ei.u |3 | Other  ~ | Nane
- |4 | Other - | Nona
Logout [admin
|5 | Other + | None
T T T

DEB Manual 8 Web Server 100



TCP Routing Table
The TCP Routing table is used for Modbus/TCP Client operation.

NOTE: SY/MAX 802.3 Ethernet client operation is selected by setting the drop number
IP Address to 0.0.0.0.

NR&D DEB

.|C0mm: Ok ‘ The following table converts a drop in the route of an outbound message to a target [P
= address. If the selcted entry 1s set to 0.0.0.0, the message will be routed as a SY/ENET
message 1f the protocol 1s enabled. If the IP address selector 1s the final drop in the route,

EI% s "Downstream Drop' from the table will be used for the next drop.
Ethemet
IP Settings | TCP Routing Table
Port Params ‘Drop'lIP Address chrwnsI:ream Drop
MB Routing = !
TCP Routing _‘0 [ 0000 E
IO Scanner M | 255
P;js "2 | 192.168.12 | 255
Port 2 3 o000 | 259
Statistics
Tools _‘4 | 0000 [0
Admin ‘5 ‘ 0.000 | 0
Fscot Tt 6 0000 o
7 [oo00 o
Store to EEPROM
.‘8 | 0000 €
o [oo00 o
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I/O Scanner

The DEB includes a Modbus/TCP I/O Scanner. This scanner allows automatic Read,
Write, and Read+Write time based messages to be generated between the DEB and up to
128 Modbus TCP servers. The I/O Scanner operates on the Mailbox registers (1-2048) in
the DEB's internal registers.

NR&D DEB

‘Comm: Ok . ‘ Modbus/TCP I/O Scanner Conﬁgumﬁon
Parameter ‘_Sebtiﬂg
gﬁﬁ e Ethernet [/O Scanner ‘ Disabled =
Ethernet Entries Per Socket ‘ 1]
% [Health Block Start Address |1
MB Routing Health Block Register Space ‘ %W -
Hﬂ 1/0 Disable Block [ Disabled ~
Stats |10 Disable Block Start Address | 1
Port 1 |Ir'0 Disable Block Register Space‘ 4x [ BMW -
Port 2
Statistics : : : :
Tools Health | g | Read ‘ Write
Admin Entry [IP Add D |Ti = ' ] T |
= e [ T o o [ e
== ’1—|0.0.0.0 [o o [0 [ 1 T EZRIE 1 0
Store to EEPROM ’2—|0.0.0.0 [o o [0 [1 E [0 [Houa + [ [ _|o
’3—|0.0.0.0 [o o [0 [ E [0 [Houa + [ [ _|ﬂ
’4—|u.u.o.u [0 o [0 [1 E O ETRE [ [0
’5—|u.u.o.a [0 o C [ E [0 [Hota - [ [ [0
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/0 Scanner Table Description and Simple Example

The following examples will illustrate the use of the Modbus/TCP I/O Scanner. In this
first example the DEB shown in Illustration 1 will be used to describe the Modbus TCP
I/O Scanner Configuration and I/O entry.

Hllustration 1 Simple Example

192.168.101.93
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Modbus/TCP I/O Scanner Configuration
Parameter Setting
Ethernet I'O Scanner Disabled -
Entries Per Socket 4
Health Block Start Address 100
Health Block Eegister Space 3/ %W -

[/O Dusable Block Disabled -
I/O Disable Block Start Address | 1
I/0O Disable Block Register Space || 4x/ %MW -

Figure 8.4 Ethernet 1/0 Scanner Configuration

Modbus/TCP 1/0 Scanner Configuration shown in Figure 8.4 is used to set Ethernet 1/O
Scanner properties. Values in parentheses are current settings.

Ethernet I/O Scanner is set to Disable which halts scanning and allows the table
to be edited. It would be undesirable to edit an I/O scan entry while the scan was
active. Consequently, the I/O Scanner table cannot be edited while enabled.

Entries Per Socket (4) this setting specifies the span of entries that the DEB will
compare for a common IP address. All entries within that span will share a single
socket to the specified IP address. When polling devices that have limited
numbers of available sockets, this number should be set to something large
enough to accommodate that limit. However, for devices that can handle
unlimited connections, the user may experiment with this number to achieve
maximum throughput of data.

Health Start Address (100) is the start register in memory where the health block
should be placed. Health Block is a group of eight registers, each containing 16
bits that report the health of the I/O scanner entries. The user can select the
starting register address. The bits read from left to right, so I/O scan entry 1 is the
most significant bit of the first register. Eight registers should be set aside for the
Health Block. These registers will only be updated when one of the bits in the
block changes state.

Health Block Register Space (3x/%IW) The Health Block Register Space will be
the mailbox registers inside the DEB.

I/O Disable Block (Disabled) is a bitmap of the scan tables 128 entries which
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allow each entry to be disabled individually. The I/O Disable Block is a group of
eight 4x registers that creates an ON/OFF bit for each I/O Scanner entry. The user
can configure whether the I/O Disable Block is enabled and the starting register
address of the block. When the block is enabled, the user can disable a single
entry by setting its associated bit to 1, rather than having to erase the entry from

the table.

- 1/0 Disable Block Start Address (1) is the start register in memory where the
I/O Disable Block will be placed if the I/O Disable Block is Enabled. if the I/O
Disable Block is Disabled this setting is ignored.

- 1/0 Disable Block Register Space (4x/%MW) will be placed in the mailbox
registers inside the DEB if the I/O Disable Block is Enabled. If the I/O Disable
Block is Disabled this setting is ignored.

The I/O scan table shown in Figure 8.5 is a list of 128 possible entries that the DEB can
use to access data on the Ethernet.

’7 ‘ ) | Read ‘ Write
Entry |IP Add ID Health Timeout (ms) |Scan Rate(ms)
Master Addr [Slave Addr [Count [Hold/ Zero [Master Addr [Slave Addr [Count

’1—| 19216810195 |10 |[2000 [ 1000 110 [ 1000 [10 [Hoa + | [ [0
’2—|D.D.D.D [0 o [10 [ E [0 |[roa - |1 [1 [0
’3—|D.D.D.D o o [10 K [ [0 |[Hoa + |1 [1 [0
’4—|D.D.D.D o o [10 E E [0 |[Hoa ~ |1 [1 [0
’5—|D.D.D.D [0 o [10 [ [ [0 |[Hoa - |1 [1 [0
[6 o000 [0 o [10 [ [ [0 [Hoa ~ | [ [0
’?—|D.D.D.D o o [10 E [ [0 |[Hoa - |1 [1 [0
’s—|u.0.u.u [0 o [10 [ [ [0 [Hoa + 1 [ [0
’9—|D.D.D.D [0 o [10 E [1 [0 |[roa - |1 [1 [0
Wiuuuu iu iu [10 i1 i1 iu iHoIdv i1 [ iu
124 [o000 [0 [o [0 [ [1 [0 [[roa ~ | [ [0
’Fhuu_u [0 o [0 [1 [ [0 [[Hed ~ | [ [0
’Fhuu_u [0 o [10 E E [0 [roa - |1 [ [0
[127 o000 [0 [o [0 [ E [0 [How ~ | [ [0
Whuuu [0 o [10 E [1 [0 [Hod + | [ [0

Figure 8.5 I/O scan table

Each entry consists of an IP Address, an ID, a Health Timeout, a Scan Rate, the addresses
of the data to be manipulated, the number of registers to be manipulated, and a selection
of what to do with the current data on comms failure. The I/O scan table, reading from

left to right,

- Entry is a number representing the number of the entry in the table. This number
can not be changed
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IP Add (192.168.101.95) is the IP address of the slave device

ID (10) is the unit ID or Modbus address or the drop number or destination index
of the device to be scanned

Health Time Out (2000) is the time in milliseconds that the DEB considers the
data to be good or healthy

Scan Rate (1000) is the time in milliseconds between scans. If set to zero, the
DEB will poll the device as fast as possible

Read Master Addr (110) is the starting register in the DEB where the received
data will be placed. The valid range is 1 through 2048

Slave Addr (1000) is the starting register address in the slave device. The valid
range is 1 through 65536

Count (10) is the count of registers to be read. The valid range is 1 through 120.
A count of zero disables the read portion of this I/O scan entry

Hold/Zero (Hold) Controls whether the DEB resets the slave data when a Health
Time Out occurs. If set to Hold, the DEB will hold the value of the last read when
the next read times out. If set to Zero, the DEB will reset the registers to 0 if a
timeout occurs.

Write Master Addr (1) is the starting address of the registers in the master which
will be written to the slave. The valid range is 1 through 2048

Slave Addr (1) is the starting address in the slave device which will be written.
The valid range is 1 through 65536

Count (0) is the count of registers to be written. The valid range is 1 through 120.
A value of zero disables the write portion of this I/O scan entry

NOTE: If a read and a write are configured in the same I/O scan entry, the DEB will use
Modbus opcode 23, or 0x17, to issue a read/write in the same message. If the downstream
device does not support this opcode, the user must configure the reads and writes in
separate entries.
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Using the setup in this example when the Ethernet I/O Scanner is enabled the DEB will
begin scanning the devices in the table. Figure 8.6 Shows the scanner running the simple
setup.

Modbus/TCP I/O Scanner Configuration

Parameter |Settmg
|Ethernet I/O Scanner | Enabled =
|Emries Per Socket |4

[Health Block Start Address [100

[Health Block Register Space  [3x/ %aIW
[0 Disable Block [Disabled

['0 Disable Block Start Address 1
[1/0 Disable Block Register Space [4x / %MW

Health Timeout  ||Sc Eex bl Last E;

Entry [P Add ’; @ |Retome |Master = l o e e ‘ B ey
W [192.168.101 95 [10][2000 '|1000 110 1000 10 [Hod |1 1 [0 |f1 [0]
0.0.0.0 [o o 10 1 1 0 |[Hou 1 1 o e
0.0.0.0 [o o 10 1 1 0 [How |1 1 T ETO)
B 000 [o o [10 1 [1 [0 e |1 [1 [ o
Elll[o0.00 [o o [10 [ [1 [0 [Mola |1 [1 [0 e
Ell[o0.00 [o o [10 [t 1 EETEEE 1 [0 el
— Iy ER P = = P PR = e E T e

Figure 8.6 Running Example of Simple Setup

While the I/O scanner is running the Entry column uses color to indicate the connection
status to the device. A blue background color indicates a good connection. An orange
background color indicates there is no connection. The new column on the right side of
the table Last Error [Count] indicates the last error condition as well as the count of that
error. Hovering the mouse over the error will reveal a mouse over text box containing a
more descriptive explanation of the error. For example error F1 is Initialization (Power-
up) State. See Table 8.1 for a complete list of errors.
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Error Description
0x00 |No Error

0x23 |Invalid local register address specified

0x3N |Received Modbus exception response N

0x73 | Waiting for socket to connect

0x74 |Connection actively refused by target (received a Reset)

0x75 |Message timeout

0x76 |No response to connect request

OxF1 |Initialization (powering up) state
OxFF |I/O Scanner disabled

Table 8.1 Last Error Received
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Using a register viewer to look at the data in the mailbox registers of the DEB, see Figure
8.7, shows up at registers 100-107, the Health Block, shows bit 15 in register 100 is set to
1. This shows healthy data. The data from entry one in the table appears in registers 110-
119. The I/O Disable Block, in this example is disabled.

§] Modbus TCP 192.168.101.94:502: Register Editor - Editing 255 [
Modbus TCP 192.168.181.94:502 — Editing 255 -
Running Mormally
4x REGISTER  HE% VALUE SIGMED BINARY
98 ] ] A ©PAAA_APAP_ARAR_AREE
91 ] ] 0 PPRA_NAAR_ABAR_ABEE
92 ] ] 0 0PEA_PPAP_BEAA_A0EE
93 ] ] P ©B0EA_PPPE_BERG_PEEE
94 ] ] f BPRA_AAAR_ARAA_AEEE
95 ] ] 0 PPRA_NAAR_ABAR_ABEE
96 ] ] 0 0PEA_PPAP_BEAA_A0EE
97 ] ] 8 oeea_preee_eeeA_eeee | Health Block
98 ] ] 8 BAvA_R0N_PARE_PRAD
29 ] a ] BA—ARRP—PRPP—R00
100 8 :
181 ] ] T
182 ] ] aaaa_aaaa aaen_AnAR
1@3 ] 0 @PRA_APAP_ABAR_ABEE
184 7] 0 ©PEA_PAAP_BEAA_A0EE
1@5 ] P ©PARA_PAPAP_PBAR_AREE
106 ] f PPRA_PAPAP_ABAR_AREE
187 0 PPRA_PAAP_ABAA_ANEE
188 f PPEA_ARAP_BEAA_ANEE
1@a9 A_ AAAA_PPRR_AARA_APEE
i1\ 0108_0111_0A10_1101

8_1181 8181_1831
A_Alii_16868_1118

115 ALl _1080_1161_1111
116 BE_0000_1008_1100
117 HARA_1110_1818_11688
118 jil Be_ane1_aeae_e1 81
119 APl _1111_1@818_16881

128 pEPE_Bene_anen_Besa
121 A BPBR_PARA_ARAR_hAkAa
122 A BPBR_PARA_APAR_PAPA
123 8 BPBR_PARE_ARAN_Pene
124 A 0000_PARe_A0en_hana
125 A BP8R_PARA_ARAR_hena
126 A BPBR_PARA_APAR_PAPEa
127 8 BPER_PARE_APAN_Pene
128 A B0000_PERe_A0en_bebe B

Figure 8.7 Register Viewer capture of example data

--DEB Manual 8 Web Server 109



Example 2 shown in [llustration 2. The DEB will be used to poll multiple Modbus/TCP
devices on the ethernet network and place the data in mailbox registers. The SCADA
system can get the data from the mailbox registers in the DEB.

Hllustration 2 DEB Setup

192.168.101.94

[192.168.101.95]

192.168.101.96

192.168.101.93
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Example 2 Modbus/TCP I/O Scanner Configuration

Modbus/TCP 1I/O Scanner Configuration in Figure 8.8 shows three devices being polled.

Entry one and entry two are being polled at the same IP address and ID so the data is
from the same device but from different areas of memory. Entries three and four are

different devices. In the event of comms loss the data of each device will hold the value
of the last read. The last error condition is Error f1 is Initialization (Power-up) State. This
is typical for a device with good communications and is not a cause for concern. The blue

background color of entry one indicates a good connection to the devices. The orange
background color of the rest of the entries indicates no connection on these entries.

| Modbus/TCP I/O Scanner Configuration

|Pammeber |Setting
|Ethemet 1/O Scanner | Enabled ~
|Entries Per Socket |4

[Health Block Start Address [100

[Health Block Register Space  [3x / %IW
[0 Disable Block |Disabled

'O Disable Block Start Address [90

|0 Disable Block Register Space [4x / %MW

Read

Write

Health Timeout |Scan Last Error
) B Add ™ |ms) Ratee) |Master  [Slave ‘co.mt Hold/ | [Master ‘i‘;;f Count |[Count]
[T [192.168.101.95[10 [2000 [1000 [110 [000 10 [Hola |1 1 [0 oo
B [192.168.101.95][10 [ 2000 [1000 122 N ETEE [1 o [arm
B (192.168.101.96[11 [ 10000 [s000 136 [000 10 [Hola |1 1 [0 oo
[ (192.168.101.97][12 [ 10000 [3000 148 [o0  [[10 |[Hold 1 [1 o [arm
B o000 o [o [10 1 1 [0 [Hoa |1 1 [o e
B o000 L [o [10 1 1 [0 [Hoaa |1 1 [o oo

Figure 8.8 Running Example of the Modbus/TCP 1/O Scanner
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The data will show up in the 4x mailbox registers in the DEB. Using a register viewer,
see Figure 8.9, to look at the data in the mailbox registers of the DEB shows at registers
90-97, the I/O Disable Block, all the bits are set to zero indicating that all the entries in
the I/O scan table are allowed to poll. Registers 100-107, the Health Block, show all
connected entries have healthy data. The data from entry one in the table appears in
registers 110-119 and 122-133. The data for entries three appear in registers 136-145. The
data for entries four appear in registers 148-157.

Note: In this example we chose to have the DEB to “Hold” the value of the last good
read. In the event of a communications failure the Health Block will be the only
indication of the failure. Monitoring the Health Block will ensure you can detect a failure
in communication.

Modbus TCP 192_168.181.94:582 - Editing 255 7
Running Mormally
4x REGISTER  HEX UALUE SIGNED BINARY
99 A a A 0PPA_NRAA_pNRAA_nAean
a0 61448 —48%6 1111_PAOR_PAGA_PAGE
101 A A A 0PPA_NAAA_PAAA_ARRA
102 @ @ 0 000A_PARR_DBOD_DAGR | Healthy Data l
183 A A A 0PRA_ARAR_NRAA_ARRR
1ma 8 8 A 0PPA_DAOR_pRAA_Be6R
1ms5 8 8 A 0PAA_NAAR_BAAA_REAR
196 8 8 A 0PPA_PNANE_NRAA_HenR
@7 8 8 A 0PRA_NAAR_pDRAA_ReAR
108 8 8 A PPPA_PNANR_NAAA_AARR
1m9 8 8 A 0PAA_NAAR_DARA_Be6R
118 4736 18230 18230 B19A_P111_PA11_P116 )
111 2hE 11257 11257 @@le teii fiii-ieel
112 47hi 18352 18352 P19A_P111_1@11_PABA Data from Entry
113 c3ih 49947 -15589 11@@ Bl11 o961 1811
114 4794 18324 18324 P1PA_P111_1091_P1@@ One
115 fefs 65269 267 1111 111P_111i_@i@1
116 4991 16529 16529 P1AA_PABA_1iARi_PABL
117 9h33 39731 -258@5 1091 _1@11_@@1i1_@011
118 4185 16645 16645 ©B10A_AAR1_AAAA_A101
119 afed 45032 -2@584 1l1l_1111_111l_1lElBJ
128 8 8 A DPBA_PAAw_oen
B f fEmammeen
123 5 5 L PIER_PAOP_BORe_B181 Data from Entry
123 5 5 5  (PPA_BAOR_BAAA_Bi61
125 Ie8 169d  19AA BAPAP_AA11_1110_1P00 Two
126 1 1 1 0PPA_DADE_DRAA_BeB1
127 78 128 120 PARA_PABE_P11i_1ABA
128 ] 8 A PPPA_PNANR_PRAA_Aenm
129 78 128 120 PPPA_AAGB_A111_1A0B
138 3c 6@ 60 PPAR_AAAR_AP11_ 1108
131 8 8 A 0PAA_NAAR_pRAA_nenn
132 28 1 40 APAR_AAAR_AR1A_1 AR
133 1 1 1 PAGA_PANB_ARAA_BAR1_J
134 8 8 A 0PPA_NAAR_PNRAA_ARAR
135 ] ] 0 PEGER_PAOP_0RRE_BR6E Data from Entry
136 4736 18230 18230 PB1AA_P111_PA11_P11@
137 2his 11256 11256 @@10_1911_1111_16ap Three
138 47hi 18352 18352 P1@A_Piil_i@ii_PABA
139 c3ih 49947 -15589 11A@_PA11_PA@1_1@11
148 4794 18324 18324 PiAA_P1i1_1AAi_Pie@
141 fefs 65269  —267 1111 111P_1111_@ie1
142 4882 16522 16522 P1AA_PAOB_1P0A_101B
143 988d 39M53 -26483 1091_19PP_1PAA_1101
144 4187 16647 16647 P19A_AAR1_PAAA_A111
145 3eh8 16856 16B56 @011 _1119_1811_1088
146 8 8 A 0PDA_DN0w_0ene_oene f
147 8 8 A 0PBA_NRAR_NRAA_AROR Data from Entry
148 4736 18230 18230 G10A P11l _PA11_B1iB
149 2hE9 11257 11257 PA1A_1@11_1111_1@@1 Four
158 47ha 18352 18352 ©G10A_P1i1_1@1i1_PAO@
151 cdih 49947 -15589 11@A_PA1i1_PAB1 1611
152 4794 18324 18324 Blbe wiil teni pied
153 fef5 65269 267 1111 _111A_1111_@i@d
154 a88c 16524 16524 D10A_PAOE_1P0A_1108
155 ad6? 56681 -8855 1181 _11P1_@11@_1ipa1
156 1186 16646 16646 D1AA_PAAL_PARA_P110
157 hag? 45191 -2@345 1@11i_AAAB_1006_A111
158 8 8 A DPPA_NRAR_NRAA_ApDR I

Figure 8.9 Mailbox Registers in the DEB
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Serial Ports

Port Parameters

The Port Parameters page will show the settings for a given serial port. Various protocol
modes have different settings that may be displayed. Changing the protocol mode will
prompt the “Admin” to “Apply typical settings” for the new mode. Selecting “OK” will

change many of the settings to match the normal usage of the new mode.

NR&D DEB

--DEB Manual

|Comm: Ok

Home

Configuration
Ethernet
Port 1
Port Params
MB Routing
Auto Scan
Stats

Port2

Statistics

Tools

Admin

Logout [admin

Store to EEPROM

System [Ethernet [Port 2

Drops |0 102

Serial Port 1 Configuration

Parameter

|Setting

Protocol

| Modbus RTU -

‘Drop ‘ 101

|On Ethernet [No ~
|Baud | 9600 ~
|Pa.tity | None -
|DataBit5 | Bbit -
|Stop Bits | 1bit =
[Busfer Limit 16
|Driver Mode | RS-232

‘Reply Timeout (cs) ‘ 100

Auto Transfer

Transfer Interval (cs) | 100

‘Transfer Route

‘ MNone

‘Read Count

‘Read From

‘Read To

‘W'rite Count

Write To

‘Vv'rite From
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Serial Port Modbus Routing Table

Each serial port includes its own 254 entry look-up table for Modbus Slave operation.

The first drop in the Route field is the drop number of the outbound DEB port.

NR&D DEB

DEB Manual

ICcmm: Ok

Home
Configuration
Ethernet
Port 1
Port Params
MB Routing
Auto Scan
Stats
Port2
Statistics
Tools

Admin

Logout [admin

Store to EEPROM

This table converts the drop/address on an inbound Modbus
message to a full route. The first drop in the route provided here
should be the drop number of the port out of which the message

will be routed.

System [Ethemnet [Port 1 [Port 2

Drops |0 [101 |02
| _ _Mnlfbus Routing for Port 1
I]ndexs|Mode | I'Route

|1 | Other - |None
|2 [omer + [ None
|3 | Other - | None
[+ [omer + | None
|5 | Other - |None
[6  [omer + [ None
|7 | Other - | None
s [omer + [ None
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Serial Port Auto Scan

Each serial port may be configured to automatically poll attached slave(s) on a timed
interval. This table provides the configuration for each of the 48 possible entries.

NOTE: The Auto Scan Table for port 2 is disable when the DEB is in Hot Modbus Plus
operation.

NOTE: Port 2 Auto Scan may be used to generate read/write messages onto MB+ by
entering the MB+ port drop number as the first entry in the Route field.

NR&D DEB

|COEIHI Ok I Port 1 Auto Scan
- Status Pointer (0 = disabled) 0
s A [Entry [Local [Remote [Count [Direction [Route
Ethernet il ‘0 ‘ 0 ‘D ‘ Read ~ | None
%Paﬂms 2 ‘ 0 ‘ 1] ‘D ‘ Read = || None
% ‘3 ‘0 ‘ 0 ‘D ‘ Read ~ || None
S:;::—can ‘4 ‘ ] ‘ 0 ‘ 0 ‘ Read ~ | None
PL_Q 5 ‘0 ‘ 0 ‘D ‘ Read ~ | None
Statistics
E 6 ‘ 0 ‘ 0 ‘D ‘ Read « | None
i:iﬂ ‘7 ‘0 ‘ 0 ‘D ‘ Read ~ | None
Logout [admin ‘8 ‘ i ‘D ‘ 4 ‘ finad ¥ [ Mone
E o o | Read + [ Nane
Store to EEPROM -
10 ‘ 0 ‘ 1] ‘D ‘ Read ~ | None
‘ll ‘0 ‘U ‘D ‘ Read « | None
‘12 ‘ 0 ‘ 0 ‘ 0 ‘ Read ~ | None
13 ‘0 ‘ 1] ‘D ‘ Read ~ | None
14 ‘ 0 ‘ 1] ‘D ‘ Read ~ | None
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Statistics

Pages are provided for statistical counter pages for each port.

Many of these pages have “Reset Counter” buttons that allow either the “User” or

“Admin” to zero the counters.

NOTE: These counters are typically unsigned words and will roll over from 65535 to 0

with no indication that a rollover has occurred.

NOTE: These counters do not survive a power cycle/reboot.

Ethernet Router Stats

The Ethernet Router page shows counters for the SY/MAX / Modbus router for this port.

NR&D DEB

lComm: Reading

Home
Configuration
Statistics
Ethernet
Router
SY/ENET Nodes
Port 1
Port2
Tools

Admin

Logout [admin]

Store to EEPROM

DEB Manual

| Ethernet Statistics

‘ ResetEthernet Counters

[Endex [Meaning [Value

’0—|Rese1 (RST) recerved

1 |Rjng buffer overflow/incoming packet lost*

’2— | Unused

3 |C0unt of buffers pulled from Free Queue

5]
—

4 |Packet generation failed, no buffers*

3 | Packet transmitted successfully

6 |TCP connection Abandoned*

7 |Retry of unACKed TCP packet

9 |Illega.l operation request on local registers*

10 |Read received and performed on local registers

.

Write recetved and performed on local registers

12 |Total TCP connections open (client + server)

13 |T0tal client TCP connections open

14 |i_\"0n—IP Ethernet packet received

=N IE=RIE=3IE=3 K= E=N I E=NE=NIE=0IE=RIE=]

15 |Ethemet Packets Transmitted

16 |Ethemet Packets Received

[17 [[Bthemet Coltisions*

|
|
|
|
|
|
’8—|Packe§ lost because of illegal drop or bad route™ ‘
|
|
|
|
|
|
|
|
|
|

18 |Enet packet lost due to excess collisions*
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SY/MAX 802.3 Ethernet Nodes

This table shows all of the visible SY/MAX Ethernet devices on the DEB's local Ethernet
network.

NOTE: The DEB Ethernet port must be set for SY/MAX+Modbus mode for this table to
be accurate.

Any SY/MAX Ethernet drop number occupied by this DEB is highlighted in green. This
includes any serial port or the MB+ port that is set for “ON Ethernet YES”. Serial ports
that have a drop number greater than 100 and configured for “ON Ethernet YES” will
also consume the SY/MAX drop number minus 100.

Drop Number of peer devices are highlighted in blue.

NR&D DEB

[Comm: Reading | | SY/ENET Nodes
u | Rescan
orme
Configuration 06101 [02 [03 [o4 os [o6 [07 [os oo
S I A S A
SY/ENET Nodes [30[31[32[33 [34 35 [36 [37 [38 [39
- o[ i s i s o
Tools [50 [51 5253 [54[s5 [56[57 [s8 59
= [60 61 [62 |63 [64 [65 [66 [67 [68 [69
Logout [admin 071 E 73 ’HE’%EEE
[s0 81 [s2 [s3 [s4 [ss [ss [s7 [ss s
Store to EEPROM IE 91 @E@E@E@@

XX - No device at this address
Address occupied by this device

XX - Address occupied by peer device
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Serial Port

Serial ports 1 and 2 have counter pages to show the SY/MAX / Modbus router
information associated with that port.

NR&D DEB

| 12 |N0n—priority read recerved and performed on this port

| 13 |N0ﬂ—p!‘i0ri‘l‘j’ write recetved and performed on this port

| 14 |Cha1'acter recetve error (parity, framing)*

| 15 |Cha1'acters transmitted

|Comm: Reading ‘ | Serial Port 1 Statistics
< ‘ [ Reset Serial Port 1 Counters l
i |Index [Meaning [Vatue
Statistics |D |Packet was received by port. | 0
Ethernet : :
Port 1 | 1 |lncom1ng packet was rejected or lost (no buffer)* | 0
Port 2 |2 ||Invalid SY/MAX packet received, NAK sent* | 0
ﬁ |3 |Message generated internally | 0
|4 |lnterna1 message generation failed (no buffer)* | 0
Logout [admin 3 |Packet transmatted successfully | 0
|6 || Transmission failed (retries exhausted)* | 0
|_J" |Transmission retry | 0
|8 |Packet lost because of illegal drop or bad route*® | 0
|9 |Illegal operation request on local registers® | 0
| 10 |Read recetved and performed on local registers | 0
| 11 |\’L-'rite recerved and performed on local registers | 0
| 0
| 0
| 0
| 0
| 0

| 16 |Cha1'acters received
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Module Info

The Module Info page shows the DEB's serial number and various firmware versions.

NR&D DEB

|C0mm: Ok ‘ l Hardware Information
Ttem Value
Home |
Gt i Module Name DEB
St Gerial Nismber 800069
Tools Ethernet MAC 00-20.BD-0C-35-45
Module Info
Pl |Boot Version lUCM2 BOOT 11JUL2012
Register Viewer 0S Version DUCM?2 18SEP2013
Admin
— IDEB Version IDEB-X 26AUG2013
Logout [admin] DEB Build Number|| 2540

Copyright 2011-2013
Niobrara Research and Development Corporation
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Config Overview

The Config Overview page provides a complete listing of all of the configuration of the
DEB. This page may be printed to provide a hard copy of the module's setup.

Note: This page takes several seconds to populate. At the end of the configuration is a

text line “This is the end of the Configuration Listing.”

NR&D DEB

Comm: Ok

Home
Configuration
Statistics
Tools
Module Info
Config Overview
Register Viewer
Admin

Logout [admin]

DEB Manual

DEB Configuration Listing

This page may be printed to preserve a copy of the DEB configuration. It 1s not intended to be used to modify

the unit's configuration.

Hardware

| Hardware Information
|Item |Value

[Module Name | .|DEB

[Serial Number [800069

[Ethemet MAC  [00-20-BD-0C-35-45

[Boot Version |[UCM2 BOOT 117UL2012
|OS Version [DUCM2 185EP2013
|DEB Version [DEB-X 26AUG2013

|DEB Build Number| 2540

Ethernet

| Ethernet Configuration
|Pasameter |Setting

|IP Address |.192_168_1_19
[P Mask [255.255.255.0
[Default Gate [192.168.1.1
|]P Source |Fixed

|Ethemet Speed/ Duplex |Auto

[Protocol | Modbus/TCP & SYENET ~
|Drop | 0
|Butfer Limit B
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Register Viewer

The Register Viewer allows the User or Admin to view/modify register data in a target.
The Target is determined using the Modbus Routing Table Index for the Ethernet Port.

NOTE: The present fimware only allows access to Modbus Index 255 (the DEB itself).

Access to 4x (Holding Registers) or 6x (Files) are supported.

Multiple viewing windows may be opened. Windows may be closed by clicking the “X”
in the upper left corner of the window. The polling rate of each viewing window is
adjustable with the pull-down in the upper corner of each window.

NR&D DEB

|Comm: Ok | Drop |Space File Start Count (Decoding |Poll Rate
IESSvI4—x(%MW]vID I1 I1Sv|lBinary vlzs - N
Tl
Configuration x | Drop 255 4x [2s ~||[x | Drop 255 4x \ 2s -~
% [Reg[Hex [Unsigned [Decoding [Value | [Reg[Hex [Unsigned [Decoding [Value
S oo tnb [t ][ o000 0 [ signed - | of [t [ oooo| 0 | Binary ~ [0000000000000000b
%ﬁ [2 ][ o000 0 [ signed ~ | o2 [ oooo]| 0 |[Binary ~ [0000000000000000b
A [3 ][ oooo] 0 [ signed ~ | o[ [ oooo]| 0 |[Binary ~ [0000000000000000b
oot Tt [+ ][ o000 0 [ signed ~ | of| [+ [ oooo]| 0 |[Binary ~ [0000000000000000b
[5 ][ oooo] 0 [signed ~ | of|[s [ oooo]| 0 |[Binary ~ [0000000000000000b
[6 [ oooo| 0 [signed ~ | of|[6 [ oooo]| 0 |[Binary ~ [0000000000000000b
[7 ][ o000 0 [signed - | ol [7 [ oooo| 0 |[Binary ~ [0000000000000000b
[8 ][ oooo] 0 [signea - | o[8[ oooo]| 0 [[Binary ~ [0000000000000000b
[o ][ oooo] 0 [signed - | offfo [ oooo]| 0 [[Brnary ~ [0000000000000000b
[10 [ o000 | 0 [signed - | of| [10 [ oooo | 0 [[Binary ~ [0000000000000000b
o
o
o0
o
o
o

--DEB Manual
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| Binary - [0000000000000000b

2 o]

| Binary ~ [0000000000000000b

F| 0000 |

| Binary - [0000000000000000b

[ o |

| Binary - [0000000000000000b

5 [

| Binary ~ [0000000000000000b

’?| 0000 |

| Binary ~ [0000000000000000b

8 Web Server 121



Admin Menu

The Admin menu heading is only shown when the “Admin” account is used for the web
login.

Change Passwords

The Change Password page allows the Administrator to modify the “Admin” and/or
“User” passwords.

NR&D DEB

|Comm: Ok ‘
Change Passwords
Home
gt(:;ﬁsu e DEB provides two user access levels; 'admin’ user 1s allowed to make ANY
SHRSUES modifications available through the web interface, whereas 'user 1s only
o allowed to access pages. without being permitted to make any changes
Adiars pages, gp 3 Zes.
Set Passwords
Backn Current ADMIN Password
Restore New ADMIN Password
Update Firmware Repeat ADMIN Password
Reset
Set ADMIN Password
Logout [admin New USER Password
Repeat USER Password
Set USER Password [
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Configuration Backup

The configuration of the DEB may be pulled from the DEB and saved as an XML file on
the PC. The common method is to right click the “here” link and choose “Save Link
As...” or “Save Target As...” and then save the file.

The default filename is of the form: config 192 168 1 14.DEB where 192.168.1.14 is
the IP Address of the DEB in question.

NR&D DEB

5|Comm: Ok ‘

DEB Configuration Backup

Home
Co tion Click here to store the DEB configuration as a file on yvour PC.
Statistics (or, right-click and choose Save As..)

Tools
Adini Copyright 2011-2013

Bt Paisenonde Niobrara Research and Development Corporation

Backup

Restore

Update Firmware
Reset

Logout [admin
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Configuration Restore
The Restore link will allow the Admin to restore a previously saved backup file to the
DEB.

NR&D DEB

|Comm: Ok
DEB Configuration Restore
Home
Configuration Restore DEB configuration from a file by uploading a selected file:

Statistics
Tools FileName: config_192_168_1_19.deb | StartDownload

Admin
Set Passwords
Backup
Restore
Update Firmware
Reset

Copyright 2011-2013
Niobrara Research and Development Corporation

Logout [admm
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Firmware Update
The Firmware Update page allows the Admin to install a new version of the DEB.qrc file.

NOTE: It is always recommended that a new backup of the DEB configuration be done
before updating the firmware.

The new firmware is usually installed in the c:\Niobrara\Firmware\ folder.

NR&D DEB

|Cumm: Ok ‘
- DEB Firmware Update
Home
Configuration Update DEB firmware from a file by uploading a new version of
Statistics DEB qrc:
Toals Please remember, it's always a good idea to back up vour configuration
Admin before updating firmware!
Set Passwords WARNING: This operation will finish by rebooting the module, which
Backup WILL disrupt communications.
Restore
Update Firmware FileName: DEB.qrc
Reset
Copyright 2011-2013
Logout [admin Niobrara Research and Development Corporation

--DEB Manual 8 Web Server 125



Reset to Factory Defaults

The DEB may be reset to Factory Defaults by typing “YES” into the text field. Resetting
to Factory using this web page will keep the current Ethernet settings (IP Address, Subnet
Mask, and Default Gateway) but will revert all other settings to factory default.

NOTE: Resetting the DEB to Factory Default using the front panel LCD will also revert
the IP settings to 10.10.10.10.

NR&D DEB

I|C0mm: Ok | |
Reset module to Factory Defaults
Home
Configuration This will reset the module to Factory Default settings, except for IP
Statistics settings and LCD Contrast.
Tools
Admin Are you sure you want to clear this configuration?
Set Passwords Type YES to reset:
Backup
Restore Copyright 2011-2013
Update Firmware Niobrara Research and Development Corporation
Reset
Logout [admin
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9 RPCSW32

NOTE: RPCSW32 does not offer full support of the features in the DEB-X
(webserver) versions. The DEB-X features full 254 entry Modbus routing tables
for Ethernet and both serial ports, as well as the I/O Scanner configuration.

Do not rely on the RPCSW32 offline configuration for backup. Use the
backup/restore feature of the web server.

RPCSW32 is a MS Windows32 console application to allow online/offline configuration
of the DEB and older DEB hardware.

Startup Screen

BN Command Prompt - rpcsw32 = B =
RPC ROUTING PROTOCOL COMUERTER

Michrara R&D B3AprZBl2
CONFIGURATION AND UTILITY SOFTWARE

arrows or initial capital letter to make menu selections
Ezsc to abort functions
Fi at any time to print the screen
Fi18 to clear error window C(lower right screen cornerd
» assistance,. call (BBA>235-6723 or USA (41726248718

RROR
Copyright <(c?> 1794 through ZBH8 Niobhrara R&D Corpo

Figure 9.1 Startup Screen

The fist time that RPCSW32 is started, it will show a screen like Figure 9.1. The date in
the upper right corner (03Aug2012) is the revision of RPCSW32. The Error notification
in the lower right corner indicates that the program is unable to locate the setup file.
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Note: Press the F10 key or the Escape (ESC) to move past an error notification.

This particular error will not be displayed if the setup file is saved. Clearing this error
will immediately drop into the “Setup, Serial communication” screen.

%

EX Command Prompt - rpcsw32 : = | Bl b S

RPC ROUTING PROTOCOL COMUERTER
Miohrara R&D BIApr2Al2
COMFIGURATION AMD UTILITY SOFTWARE

Connection type Modbus TCP
Ho=t 18.18.18.1@
Port 582

Timeout
arrows or initi Trap Errors
Esc to abort fu Index
F1 at any time
FiB to clear error window <lower right screen corner?
assistance, call (800>235-6723 or USA <(417>624-8718

Copyright (c? 1994 through 2088 HNiobrara R&D Corporation. All rights reserved.

Figure 9.2 Setup Serial Screen
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This screen is used to configure the connection between the PC and the target DEB. In
this case, the connection is Modbus/TCP Ethernet to the target 10.10.10.10 using index
255. See section Serial communication on page 148 for more information.

Pressing “Enter” after selecting the Index field will pop up the “Write setup to startup

file?” window. Pressing “Enter” or “y” will save the file and avoid the error on the next
startup.

BN Command Prompt - rpcsw32 lﬂlﬂ_hj

RFEFC ROUTIMHNG PROT OCOL CONUVUERTEHR
Miobhrara R&D Biapr2Ed2
CONFIGURATION AND UTILITY SOFTWARE

Connection type Modbus TCP
Host 108.18.168.18
Port 582

Timeout 5068
arrows or initi Trap Errors YES
Ezsc to abort fu Index 255
Fl1 at any time
FiA to clear error window {lower right screen corner’?
assistance,. call (8BB>235-6723 or USA (41756248918

|| Write setup to startup file? ||
iobrara R&D Corporation. All rights reserved.

Figure 9.3 Setup Serial Screen
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Main Menu

The Main Menu is shown in Figure . All menu items may be selected by using the arrow
keys to move around or by using the yellow shortcut letter.

«  “N” for oNline — Edit the configuration directly in the DEB in real time.

- “F” for oFfline — Edit, Save, Print offline copies of the DEB's configuration.
- “U” for Utility — View registers, statistics, MB+ station lists.

«  “S” for Setup — Configure the PC connection.

« “Q” for Quit — Exit the RPCSW32 program.

B Command Prompt - rpcsw32

RPC ROUTIMNG FPROTOCOL COMUERTEHTR
Miobrara RE&D BIApr2al2
CONFIGURATION AND UTILITY SOFTUWARE
oMline o Eline tilit BtUp uit

Uze arrows or initial capital letter to make menu selections
Uze Ezc to abort functions

Use F1 at any time to print the screen

Uze F18 to clear error window (lower right screen cornerd
For assistance,. call (88@>235-6723 or USA <4172624-8%18

Copyright <c?> 1994 through 2808 Nicbhrara R&D Corporation. All rights reserved.

Figure 9.4 Setup Serial Screen
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oNline Menu

The oNline menu is used to directly edit parameters in the DEB.

- Edit port parameters — Adjust settings for the Ethernet, and Serial ports.
- edit Modbus routing — Configure routing tables for the Ethernet and serial ports.

-+ edit Auto scan table — Configure the automatic polling tables for the serial and
MB+ ports.

« edit TCP routing — Modify the Modbus/TCP client IP Address table.

-~

EX Command Prompt - rpcsw32 ILEI‘&

RPC ROUTING PROTOCOL COMNUERTER

Miohrara R&D
CONFIGURATION AND UTILITY SOFTWARE
o Fline tilit Bty nit

A3Apr2012

parameters
edit Modbus routing
edit Auto scan tahle
edit TGP routing

arrows or initial capital letter to make menu selections
Esc to abhort functions

Fi at any time to print the screen

Fi# to clear error window (lower right screen corner?
assistance, call <888>235-6723 or USA {(417>624-8918

Copyright (c?> 1994 through 2008 Niobhrara R&D Corporation. All rights reserved.

Figure 9.5 oNline Menu
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Edit port parameters

i T b
&8 Command Prompt - rpcsw32 IL“E‘&

RPC ROUTIMNG PROTOCOL CONUERTETHR
Niobrara R&D DEB-X 26AUG2813 Port 8 B3Apr2al2
CONFIGURATION AND UTILITY SOFTWARE Press F2 for help.
PORT 1 PORT 2 BACKPLANE
181 182 143
YES NO NO NO
MODBUS-TCP MODBUS GATE MODBUS GATE
18. 18. 18 9688 76868
B. @. B EUEN EUVEN
. 8. B8 8 ]
i i
32 16 16

t 5a2
1098

Timeout 1188
; i 10868
Quiet Timeout 0 10]
{IIP Framing Ethernet II
BOOTFE.DHCP OFF.~0FF
MAC Address BB—-28-BD-BC-35-45

\

Figure 9.6 oNline edit port parameters Screen

The oNline edit port parameters screen has a column for the Ethernet port, each serial
port, and the Backplane port. The arrow keys are used to move the highlighted cell
around. The space bar and + and — keys are used to modify the values.

NOTE: Care must be exercised while editing online parameters. Changing settings on
the port the computer is using will result in a loss of communication.
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Edit Modbus routing

BEX Command Prompt - rpcsw32 l L e S

ROUTING PROTOCOL COMNUERTER !
DEB-X 26AUGZA13 Fort B P3Apr2012
CONFIGURATION AND UTILITY SOFTWARE

o Fline tilit

MODBUS ROUTING FOR PORT 1. STARTI ADDRESS =
ADDRESS ROUTE
MONE
OTHER MONE
OTHER MONE
OTHER MONE
OTHER MONE
OTHER MONE
OTHER NONE
OTHER MONE
OTHER NONE
OTHER MONE
OTHER MONE
OTHER MONE
OTHER MONE
OTHER MNONE
OTHER MONE
OTHER MONE

Type digits to enter route. F4 to edit start address. FB to autoincrement.

Use + and — to select port. Escape to exit.

etup uit

L=l = = g AN LY

Figure 9.7 Modbus Routing Screen

The Modbus Routing screen is used to set the lookup tables for Ethernet clients and serial
Modbus master.

The left column is the Modbus slave or Modbus/TCP Index. The Ethernet port has 255
possible entries. Each serial port supports 128 entries. The F4 key is used to alter the
starting slave address for the serial port tables. The F4 key also allows the selection of
“Micrologic Support”.. Micrologic support is a special feature that takes the route for
each of the first 50 drop numbers in the table and automatically support the same route
for 50+x, 100+x, and 150+x drops.

The center column is either “MODBUS” or “OTHER”. MODBUS is used when the
target device is a Modbus slave. OTHER is used when the target slave is SY/MAX or
some other device that is not Modbus.

The ROUTE field is used to define the path to the target. The first drop in the route
should be the drop number of the DEB port heading towards the target slave. The
example above shows routes of 1,x where 1 is the drop number of the MB+ port and x is
the MB|drop number of the target PLC.
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Auto Scan Edit

The Auto Scan feature allows a serial port to automatically generate up to 48 sequential
messages on a fixed time interval. The messages may be either a read or a write. Each
message includes the starting local mailbox register, the starting remote register, the
count, the direction (READ or WRITE), and the route.

F4 edits the Status bit map registers.
success or failure of the scan.

These registers provide 48 bits to indicate the

F8 auto increments the next entry.

g8 Command Prompt - rpcsw32

RPC ROUTIMHNG PROTOCOL
Miohrara R&D DEB-¥ 26AUG26813 Port @
COMFIGURATION AMD UTILITY SOFTWARE

o Fline cilit

CONUERTEHR
B3Apr2812
uit

oMNline etup

READ
READ
READ
READ
RERD
READ
READ
READ
READ
READ
READ
READ
READ
READ
RERD
READ

il
i
1
1
1
i
a
a
a
a8
a
A
a
a
a4
a

Use + and — to select the port.

181 .1
i81.2
181.3
161.4
181.5
1681.6
NONE
HONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE

F4 to edit status pointer.

o Fline _ ________tility _______etup __ ____ ___uit
Port 1 Drop 181 SCANNING AUTO TRANSFER Status NONE
ENTRY LOCAL REMOTE COUNT DIRECTION ROUTE {from Modbus Slave table)
4 18

F8 to autoincrement.

Figure 9.8 Auto Scan Screen
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TCP Routing

The TCP Routing screen gives access to the 200 entries the table. This table is used to
associate the drop number in the route following the Ethernet port drop number to an IP
Address. The Downstream Route feature may be used to add the Modbus/TCP
Destination Index in the rare situation where all 5 MB+ drops in the route are already

used by the time the message reaches the TCP table.

The Auto-Fill feature of the IP table on the DEB's front panel will automatically place the
first three octets of the new IP Address in each of the 200 entires of this table. The fourth

octet will simply be the index value for the entry.

~

EX Command Prompt - rpcsw32

DEB-X 26AUG2813 Port O
CONFIGURATION AND UTILITY SOFTWARE
o Fline tilit

18. 14. 18.
1. 18. 18.
i8. 18. 18@.
18. 18. 18.

L ) = X

8
1

2

3

4 I
5 . B B

6 Tol T

? . 8. a.

8 A

9 . 8. a.

DEADEAREEERRWNEDR

I EEEEE
I EEEEE
DR EEEREEEE
I EEEEEE
DR EIEEEERE®

ROUTIMHNG PROTOCOL CONUERTER

Edit Drop to TCP-IP Routing Tahle
DROP IP ADDRESS DOWNSTREAM ROUTE

=aEn X

s
B3Apr2al1 2

etup nit

Figure 9.9 TCP Routing Screen
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oFfline Menu

The oFfline menu allows DEB configuration without a physical connection to the
hardware.

E¥ Command Prompt - rpcsw32 lﬂlﬂ_hj

RPC ROUTIMNG PROTOCOL COMUERTER
Miobrara RE&D B3Apr2B@l2
CONFIGURATION AND UTILITY SOFTWARE
i tilit etup nit

pad from disk to memor
Hrlte from memory to disk
configuration in memory
Modbus routing
Auto scan table
ethernet 10 scan tahle
TGP routing
memory to module
Fetch memory from module
Print configuration in memory
arrows or in|[Delete configuration file uw selections
Esc to ahort|[Copy offline to module flaszh
i|[Quit offline functions

—————————————In cowrnerd
assistance, call (88@>235-6723 or USA (41?)624 8918

Copyright <c? 1994 through 2888 Niobrara R&D Corporation. All rights reserved.

Figure 9.10 Offline Menu

Screen
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Read from disk to memory

The oFline, Read from disk to memory menu item allow the RPCSW32 program to read
a previously saved configuration file from the computer's hard disk into the offline
memory. This file may then be viewed, modified, printed, saved, or sen to an DEB. The
filename must be a maximum of 8 characters and is chosen from files with the
extension .DEB.

The arrow keys may be used to move around the list of stored files or the filename may
besimply typed into the File to read: box. Moving the cursor around to an item encased
by [] will choose that drive letter or folder name.

EX Command Prompt - rpcsw32 Iﬂl&]

0 RE&D H3H §

line 0 B tilit etu nit

OAD OFFLIME FROM DISH:I

o

ol

=
H 2 =

trd -'-Igl- = =
o = 5 =

gl 2

1
LJ

0 EM

Figure 9.11 Read File from Disk Screen

Write from memory to disk

The oFfline, Write from memory to disk is used to save the current oftfline memory to a
file on the PC. The navigation and file name operation is the same as the “Read from
disk to memory”.

Edit configuration in memory

The oFfline, Edit configuration in memory screen works just like the oNline Edit port
parameters version on page 134.
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edit Modbus Routing

The oFfline, edit Modbus routing screen works just like the oNline Edit Modbus routing
on page 135.

edit TCP routing table

The oFfline, edit TCP routing table screen works just like the oNline, TCP Routing on
page 137

Send memory to module

The oFfline, Send memory to module screen sends all of the oFfline data to the DEB.

NOTICE: This action will overwrite all data in the DEB and may potentially
cause the PC to lose communication with the DEB.

Note: The data sent to the DEB will not be saved in the module until Utility, Write setup
to EEPROM is completed.

Fetch memory from module

This menu item copies all of the configuration from the DEB to the oFfline section of
RPCSW32.

Print configuration in memory

A hard copy of the oFfline configuration may be created using the Print configuration in
memory. Choose LPT1: to print directly to port LPT1. A text file name may also be
entered to print directly to a file.

Delete configuration file

This screen is used to remove a .DEB file from the computer. Select the file and pres
enter to delete the file from the computer.

Copy offline to module flash
This menu item is to supported by the DEB. It is only used with the older SY/ MAX

versions of the DEB.

Quit offline functions

This menu item returns to the main menu. Pressing the ESC key performs the same task.
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Utility Menu

The Utility menu offers several handy features to troubleshoot a system.

Em Command Prompt - rpcsw32 = | B S
RPC ROUTING PROTOCOL COMUERTER

Miobrara RE&D
CONFIGURATION AMD UTILITY SOFTUARE
o line o Fline  DS8EE4R stup  wit |

B3Apr2812

iew registers
iew Statistics

Jrite setup to EEPROM
view module Revision

arrows or initial capital letter to make menu selections
Ezc to abort functions

Fl at any time to print the screen

F18 to clear error window (lower right screen corner’
assistance, call (888>235-6723 or USA <(4173624-8718

Copyright <c>» 1994 through 2888 HNiobrara R&D Corporation. All rights reserved.

Figure 9.12 Utility Menu Screen
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View registers

The View registers screen gives a Modbus register viewer/modifier screen that may
access Holding (4x) or Analog Input (3x) registers in the target device. Use the Serial
communication and Register viewer pages to choose the target device and viewable
register type and range.

The register data is shown in Hex, unsigned, signed, and binary form. Use the arrow,
page up and down, and home keys to move the cursor around. Use the number keys to
modify the register's content. Pressing Enter will send the new data to the target.

NOTE: Writing data to a target device may cause unexpected behavior,
equipment damage, personal injury or death.

Jump to a particular register location by typing in a new number while the cursor is in the
far left column.
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Figure 9.13 View Registers Screen
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view module Revision

The view module Revision screen will show the DEB's current firmware revision.

E® Command Prompt - rpcsw32 ﬂlﬁ

RPC ROUTIHNG PROTOCOL COMUERTER
Niobrara RE&D B3Apr2al2
CONFIGURATION AND UTILITY SOFTWARE
o line o Fline IS @ER4H  ptup  uit |

Module Revisions
Module ID: DEB-X 26AUG2613
Boot Code: UCHM2 BOOT 11JUL26812
Firmuware Reviszion:

Device JTAG Chain

arrows or initial capital letter to make menu selections
Esec to abort functions

Fi at any time to print the screen

FiA to clear error window (lower right screen corner?
assistance. call <88@>235-6723 or USA (417)624-8718

Copyright <¢c> 1994 through 2888 HNiobhrara R&D Corporation. All rights reserved.

Figure 9.14 Module Revisions Menu Screen
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view Statistics

The DEB contains many pages of statistical information about the operation of its various
ports. There are pages for the Ethernet port, both serial ports, and the MB+ port. Most
port pages include multiple screens accessed with the Page Up and Page Down buttons.

[{3=1)

Pressing the + and — or “space bar” buttons will move between port pages. Use the “z” or

“0” key s to zero the counters for a given port.

E® Command Prompt - rpcsw32

Miocbrara R&D DEB-X¥ 26AUG2813 Port 8
Statistics

Connection reset hy peep

Packets generated internally

Internal generations failed {No Buffer)

Received ACK of sent segment

Connection aborted, too many retries

Segments retransmitted

Packets lost because unrouteable

Illegal gqueries

Local reads

Local writes

Open connections

Client connections

Unknown ethernet frame type received

Ethernet frames transmitted 18774
Ethernet frames received 47266

Type + or — to change port. Z to zero. Page 1
Page Up or Page Down for more data. ESC to exit.

RPC ROUTIMNG PROTOCOL CONUERTERHR

BZApr2612

nit

of 42

reseprved.

Figure 9.15 Ethernet Statistics Screen

EX Command Prompt - rpcsw32

REC ROUTIMHNG PROTOCOL cCo
Miobrara R&D DEB-¥ 26AUG2013 Port B
Statistics

Ualid packets received, ACK sent
Incoming packet lost because no huffer
Invalid packets received, NAK sent
Packets generated internally

Internal generations failed <No buffer
Packets sent and ACK received

Transmit not ACKed. packet lost
Transmit retries

Packets lost because unrouteahle
Illegal operation requests

Priority reads performed locally
Priority writes performed locally
Mon—priority reads performed
Hon—priority writes performed

Receiver parity or framing errvors
Characters transmitted

Characters received

Type + or — to change port. Z to =zero. Page
Page Up or Page Down for more data. ESC to exit.

HUERTER s
B3Apr2al12

uit

1 of 2

reserved.

Figure 9.16 Port 1 Statistics Screen
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Terminal emulator

RPCSW32 includes a simple terminal emulator that works with the PC's serial ports.
Characters typed on the screen are sent directly out the serial port. Characters received
on the serial port are displayed on the screen. Non-printable characters are shown as
their hexadecimal values enclosed in <xx> such as <0D> for a carriage return.

The terminal emulator may be exited by pressing Ctrl+End keys at the same time.
Use the F7 key to select a text file to capture all received characters.
F5 key will toggle the screen to hex only display mode.

The Insert key will prompt the user to type in two digit hex codes separated by space
characters to send.

BEx Command Prompt - rpcsw32

Type contrl—-End to exit terminal. Type F? to begin capture to a file.
Type F? to change terminal communication setup.

Type F5 to toggle hex—only output.

To send hex sequence, type INSERT key,. enter hex codes. type ENTER.

5

Figure 9.17 Terminal Emulator Screen
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CTS monitor
This screen shows the state of the Clear To Send line of the RS-232 ports on the DEB.
NOTE: the port needs to be in RS-232 mode for this value to make sense.

E® Command Prompt - rpcsw32 = | Bl |t S

RPC ROUTING PROTOCOL CONUERTER

Niohrara R&D DEE-X 26AUG2813 Port @ B3Apr2012
CONFIGURATION AND UTILITY SOFTWARE

o line o Fline 388444 ____________ etup _____________uit |

Port 1 CIS OFF
Port 2 CIS OFF

Any key to exit

arrows or initial capital letter to make menu selections
Esc to abort functions

Fi at any time to print the screen

FiB to clear error window (lower right screen corner?
assistance, call (88A>235-6723 or USA (417>624-8918

Copyrdight <c? 1994 through 2088 HWiobrara R&D Corporation. All rights reserved.

Figure 9.18 CTS Monitor Screen
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Ethernet node list

This screen shows the connected SY/MAX 802.3 Ethernet drop numbers on on the local
network. The possible nodes 0-99 are viewable.

NOTE: The Ethernet port must be set to MBTCP+SYMAX mode to enable the DEB to
communicate with SY/MAX 802.3 devices.

Press the F2 key to generate a new global poll.

Nodes that are in the DEB are inverted. Note, this may include serial and MB+ ports set
to “On Etherent = YES”.

ER Command Prompt - rpcsw32 = | B -
RPC ROUTING PROTOCOL COMUERTERTR N
Niobrara R&D DEB-% 26AUG2813 Port B B3Apr20812

CONFIGURATION AND UTILITY SOFTWARE

o line o Fline ___________ Ji3BBR4Y ___________etup __________uit

arrows or initial capital 1 78

Ezc to abort functions

Fl1 at any time to print the

FiA to clear error window ¢|| Any key to exit. F2 to poll.
+ assistance, call (BBAB>235-6

Copyright <c?» 1994 through 2088 Miobrara R&D Corporation. All rights reserved.

Figure 9.19 SY/MAX 802.3 Station List Screen

downlLoad firmware to module

This menu item is not used with the DEB but is kept in the software for very old module
support. The Web server or RPCLOAD.EXE program is used to upgrade the DEB's
software (See page 32).

Write setup to EEPROM

Select this menu item to store the current settings to EEPROM.

NOTE: This operation is required when values are changed using this software.
Otherwise the new settings will be lost on a power cycle.
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Setup Menu

The Setup menu allows the user to configure the PC's connection to the DEB.

E® Command Prompt - rpcsw32 ﬂlﬁ

RFPFC ROUTIMHNG PROTOCOL CONUERTEHR
Miobhrara RE&D Bifpr2el2
CONMFIGURATION AND UTILITY SOFTWARE
o line o Fline tilit S etup NN

erial communications
Terminal emulator
Register viewer

Load from file

arrows or initial capital letter to make menu selections
Esc to abort functions
Fl at any time to print the screen
Fi18 to clear error window (lower right screen corner?
» assistance. call <(88@>235-6723 or USA (41726248718

Copyright <c> 1994 through 2BB8 HNiohrara R&D Corporation. All rights reserved.

Figure 9.20 Setup Menu Screen

Serial communication

The Setup, Serial communication screen configures the Modbus or SY/MAX connection
between the PC and the DEB or other target device.

The PC must have its serial port configured to match the attached port of the DEB or
other network device.

The default serial port connection to an DEB would be Modbus RTU at 9600,EVEN,8,1
with a drop number of 255.

Modbus/TCP connections use the IP Address of the DEB in the “Host” field and Index
255.

A typical SY/MAX serial direct connection to an DEB port in SY/MAX mode will be at
9600,EVEN,8,1 with a route of NONE.

A typical Net-to-Net connection will be at 9600,EVEN,8,1 with a route of the drop
number of the Net-to-Net port.

DEB Manual 9 RPCSW32 148



B2 Command Prompt - rpcsw32

RPC RO
Miohrara R&D

arrouws or initi
Ezc to abort fu

UTIHNG

PROTOCOL

CONFIGURATION AND UTILITY SOFTUARE

Connection type
Hos=st
Fort

Timeout
Irap Errors
Index

Modbus TCP
192_168.1.19
L@z

Fl1 at any time
Fi1B to clear error window {lower right screen corner?
aszsistance. call (8AA>235-6723 or USA (41736248918

Copyright {c¢> 1994 through 2808 Niobrara R&D Corporation.

=l | &

E=T

CONUERTER

A3Apr2012

All rights reserved.

Figure 9.21 Setup Serial Screen for Modbus/TCP connection

-

E¥ Command Prompt - rpcsw32
RPC ROUTING PROTOCOL

Miobrara RE&D
CONFIGURATION AMND UTILITY SOFTWARE

Connection type
Port

Baud rate

Data hits

Stop hits
Parity

Timeout
Trap Errors
Drop

arrows or initi
E=zc to abort fu
Fl at any time
F18 to clear error window (lower right screen corner)
assistance, call (8083>235-6723 or USA (4173624-8718

Copyright <c?» 1994 through 2088 Wiobrara R&D Corporation.

CONUERTER

A2Apr20812

All rights reserved.

Figure 9.22 Setup Serial Screen for Modbus RTU connection
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Terminal emulator

The setup screen for the terminal emulator configures the PC's serial port for use with the
Utility, Terminal emulator.

-

B8 Command Prompt - rpcsw32 = | 5 |-

RPCG ROUTIHNG PROTOCGCOL COMUERTER
Miobrara R&D BIfpr2@l2
CONFIGURATION AMD UTILITY SOFTUWARE

o line

Baud rate

Data bits 8

Stop bits
Parity

arrows or initial capital letter to make menu selections
Ezc to abort functions

F1 at any time to print the screen

FiB to clear error window (lower right screen corner
assistance, call <{8@0>235-6723 or USA (4173624-87918

Copyright (c? 1994 through 28088 Niobhrara R&D Corporation. All rights reserved.

e

Figure 9.23 Setup Terminal emulator connection

Register viewer

The Utility Register Viewer setup screen allows the configuration of several aspects of
the the viewer.

+  Priority — SY/MAX mode messages may be Priority or Non-Priority

-+ Status Registers — Yes or No for SY/MAX PLCs

« Screen Size — Number of registers queried (default = 20)

- Starting Register — defaults to 1

- Register Set — 4x = Modbus Holding Registers, 3x = Modbus Analog Inputs

+ Identify Module — Poll register 8188 and show the value at the top of the screen
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8 Command Prompt - rpcsw32

RPC ROUTTIHG
Miobrara RED

p line

Priority

Status Registers
Screen Size
Starting Register
Register Set
Identify Module

PROTOCOL

CONFIGURATION AND UTILITY SOFTUWARE

i
dx
YES

CONUERTER

B3Apr26812

uit

arrows or initial capital letter to make menu selections

Ezc to abort functions

F1 at any time to print the screen

FiB to clear error window (lower right screen cornerd
assistance, call (888>235-6723 or USA <(4173624-8718

Copyright <c> 1994 through 2888 HNiobhrara R&D Corporation.

All rights reserved.

Figure 9.24 Setup Register Viewer

Quit Menu

Press Enter to exit the RPCSW32 program.

B Command Prompt - rpcsw32
RPC ROUTING PROTOCOL

MNiohrara R&D
CONFIGURATION AND UTILITY SOFTUWARE
o Fline tilit

CON

o line

Esc to abort functions

Fi at any time to print the screen

Fifd to clear error window (lower right screen corner
assistance. call <(BBAA>235-6723 or USA (4172624-8%18

Copyright <(c?> 1994 through 2888 Miobrara R&D Corporation.

UERTER
B3Apr2Al2

Quit [l

etuy

arrows or initial capital letter to make menu selections

All rights reserved.

Figure 9.25 Quit Menu

--DEB Manual

9 RPCSW32 151



	1 Introduction
	2 Installation
	Device Mounting/Removal
	Power Supply
	Ethernet
	Setting the IP Address
	Setting the Subnet Mask
	Setting the Default Gate
	Ethernet Connection
	DEB+201 Second Ethernet Port
	Daisy-Chain Operation
	Copper Ring Operation

	Serial Ports
	RJ-45 RS-232 Ports
	DB9 RS-232 Ports
	RS-485 Ports
	DB9 RS-485 Ports

	Software Installation
	Updating the DEB Firmware
	Updating Firmware though the Web server
	Updating Firmware using RPCLOAD


	3 Modbus/TCP Operation
	Server Operation
	Default Modbus Routing Table
	AutoFix Modbus Table
	Ethernet Routing Example

	Client Operation
	AutoFill TCP Table
	Front Panel Edit of TCP Table


	4 Modbus Serial Operation
	Slave Operation (External Master)
	Default Modbus Routing Tables
	AutoFix Modbus Table

	Master Operation (External Slave)
	AutoFill TCP Table


	5 Legacy SY/MAX Operation
	Translations
	Modbus to SY/MAX Translations
	SY/MAX to Modbus Translations
	Error Translations

	SY/MAX Serial
	NET-TO-NET Mode

	SY/MAX Ethernet
	SY/MAX Routing

	PowerLogic Serial Modes
	PowerLogic Routing
	Chevron Routing


	6 Front Panel Operation
	Keypad Buttons
	LCD Screen
	Backlight

	Operating Screens
	Splash Screen
	Main Menu Screen

	Configuration Menu
	Comms Menu Screen
	Ethernet Configuration Menu
	IP Addr Screen
	Subnet Mask Screen
	Default Gate Screen
	IP Source Screen
	Ethernet Protocol Screen
	Ethernet Drop Screen
	Modbus Route Screen
	IP Route Screen
	Ethernet Mode Screen
	Serial Port Menu
	Port 1 Menu
	Display Edit Screen

	Status Menu Screens
	Stats Screen
	Enet Status Screen

	App Menu
	Switch Screen

	Info Menu
	MAC Address Screen
	Serial Number Screen
	Versions Screen
	Enet Drops Screen

	System Menu
	Reboot Screen
	Factory Defaults Screen
	Password Screen


	7 Recommended Cables
	RS-232 Cables
	MM1 (PC to DEB)
	MM2 (Modicon PLC to DEB)
	MM3 (DEB to emulate a 9-pin PC port)

	RS-485 Cables
	MU7 (DEB to SY/MAX)
	DEB Master to 4-wire RS-485 Slaves
	DEB to 2-wire RS-485


	8 Web Server
	Login
	Home
	Configuration
	Ethernet
	IP Settings
	Ethernet Port Parameters
	Modbus Routing for Ethernet Port
	TCP Routing Table
	I/O Scanner
	I/O Scanner Table Description and Simple Example
	Example 2 Modbus/TCP I/O Scanner Configuration

	Serial Ports
	Port Parameters
	Serial Port Modbus Routing Table
	Serial Port Auto Scan

	Statistics
	Ethernet Router Stats
	SY/MAX 802.3 Ethernet Nodes
	Serial Port
	Module Info
	Config Overview
	Register Viewer

	Admin Menu
	Change Passwords
	Configuration Backup
	Configuration Restore
	Firmware Update
	Reset to Factory Defaults


	9 RPCSW32
	Startup Screen
	Main Menu
	oNline Menu
	Edit port parameters
	Edit Modbus routing
	Auto Scan Edit
	TCP Routing

	oFfline Menu
	Read from disk to memory
	Write from memory to disk
	Edit configuration in memory
	edit Modbus Routing
	edit TCP routing table
	Send memory to module
	Fetch memory from module
	Print configuration in memory
	Delete configuration file
	Copy offline to module flash
	Quit offline functions

	Utility Menu
	View registers
	view module Revision
	view Statistics
	Terminal emulator
	CTS monitor
	Ethernet node list
	downLoad firmware to module
	Write setup to EEPROM

	Setup Menu
	Serial communication
	Terminal emulator
	Register viewer

	Quit Menu


