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1 Introduction

The Niobrara MEB3 is a stand-alone DIN rail mount Modbus Plus to Ethernet Bridge. It
features a redundant cable Modbus Plus (MB+) port, one (or two) 10/100BaseTX
Ethernet port, and two isolated serial ports. The MEB3 allows simultaneous pass-through
routing data messages from Modbus/TCP Ethernet, MB+, and Modbus serial between all
ports. Full support of PLC programming message pass-through is also provided on all
communication ports including Control Expert (Unity Pro), Concept, ProWORX, and
Modsoft.

Figure 1.1:MEB3 Front Panel [

port] | (Rs-485) | (RS-485) pon
(RS2 232) [/ | RS2

'LCD showing

IP Address,
MB+ Node
' ' | Keypad ‘
Dual Cable
Modbus Plus ’
v , 100BaseTX
24VDC ) S Ethernet
| owe 100BaseTX (MEB+201
Ethernet - Only)
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The MEB3 features at least one 100BaseTX Ethernet port that supports Modbus/TCP as
both a client and a server at the same time. The MEB3 can support up to 64 simultaneous
Modbus/TCP connections. A routing table is used to map the incoming Modbus/TCP
Destination Index (Slave Address) from an Ethernet client to a downstream route that
determines where the message is directed. This route may point to a PLC on MB+, a
slave on one of the MEB's serial ports, or even back out the Ethernet port to a different
device. The Ethernet port also supports the older SY/MAX 802.3 protocol for smoothly
integrating legacy Square D Model 650 and 450 PLCs into a Modbus/TCP system.

The MEB3+201 model includes two 100BaseTX Ethernet ports that support Rapid
Spanning Tree Protocol (RSTP) allowing the MEB3 to be used in a copper ring network
for redundant Ethernet cable connections. It may also be used in a daisy-chain Ethernet
network as well.

The Modbus Plus port supports dual-cable redundant MB+ networking but may simply
be used in a single-cable system by leaving one of the ports open. The standard 5-drop
MB+ routing structure is supported allowing full access to MB+ devices on the local
network or through Modicon Bridge Plus and Bridge Mux devices. The MEB3 MB+
port may be used in a “Proxy” mode that allows Modbus Plus messages routed to the
MEB3’s drop number to be sent across a Modbus/TCP socket to a target PLC such as an
M580.

There are two isolated serial ports on the MEB3. Each port may be selected to use its
RJ-45 connector for RS-232 or a removable 5-pin screw connector for RS-485. The
RS-485 port may operate in 4-wire RS-422, 4-wire RS-485, or 2-wire RS-485 modes
with selectable termination and bias. The two serial ports may be independently
configured for one of 18 different protocols including Modbus RTU, Modbus ASCII, and
SY/MAX. The default mode supports Modbus RTU and can dynamically switch between
being a master or a slave.

The MEB3 features a front panel backlit LCD and keypad that may be used for
configuration and troubleshooting. The IP Address, MB+ node address and most serial
port settings may be configured through this interface which may be password protected
to prevent unauthorized changes.

A built-in web server is included in the MEB3. This password protected, AJAX
Javascript enabled server allows two user levels for configuration, backup/restore,
troubleshooting, and even firmware updating — all from a standard web browser.

The MEB3 also includes a “Hot MB+” mode that allows two MEB3 units to work
together to provide an automatic fully redundant primary/standby system for high
availability systems.

MEB3 Manual 1 Introduction 10



2 Installation

WARNING: Do not connect the MEB3 to any Ethernet or MB+ network before
configuring the appropriate network addresses. Duplicate network address may
lead to improper network communication, equipment damage, injury, or death.

Device Mounting/Removal
(1) Hook the top notch on the upper lip of the DIN rail.
(2) Rotate the MEB3 until the lower latches click tight.

(3) Use a screw driver to unclip the lower latches to remove the MEB3 from the DIN
rail.(See Figure 2.1 DIN Rail Mounting and Removal)

@ Figure 2.1 DIN Rail Mounting and Removal

l

DIN Rail
(TS-35)

DIN Rail
(TS-35)
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Power Supply

Connect a suitable 24VDC power to the three position removable connector. The
MEB II requires a SW minimum supply and will operate on 9-30Vdc but 24Vdc is
recommended. (See Figure 2.2 Power Supply Diagram) An external fuse is
recommended. Typical power supply wire colors are:

Red =24Vdc (+)
Black = 24Vdc (-)
Green = Earth Ground

Figure 2.2 Power Supply Diagram

DIN Rail

- (TS-35)
////// - 7]

y

e

24Vdc Power Supply
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3 Ethernet

Setting the IP Address

The MEB3 defaults to a fixed IP Address of 10.10.10.10. This is easy to change through
the use of the front panel keypad. The MEB3 supports fixed IP Address, DHCP, or
BOOTP. Press the ™) key four times to step through the “> Main > Config > Comms >
Ethernet > pages.

If BOOTP or DHCP is desired, & arrow to the IP Source menu item, and then press the
=) key. The W and ¥ arrows are used to select FIXED, DHCP, or BOOTP. The  key is
used to accept the new value and return to the previous menu.

NOTE: BOOTP and DHCP operation usually requires that the server be configured for
the MAC Address of the MEB3. The MEB3's MAC address is printed on the serial
number label and is also shown on IP Source screen. The example below shows a MAC
Address of 00:20:BD:0C:41:AA.

Figure 3.1 IP Address Source Screen

MEB3 Main Conf ig Comns Enet 1P Sewrss
MConfig pComms PELhernet Address
Status Oisplaw Serial Mazk
18,18 F AP Muting Modbus+ Gate Fined
18.18 Infao FIF Source
System Protocol
Orap s 2@ EO:
HE Rautes HE: 28 BO:
Prosy: 777 IF Routes GC:41:AA
Marma | ACL
Me+: 1 Enet Hode

If a fixed address is required, make sure that the IP Source is set to Fixed, then select the
Address page. The W and B arrows are used to adjust the values while the ™) and (=
arrows move between fields. The ! key is used to accept the new value.

Figure 3.2 IP Address Screen

MEB= Main Config Conns Enet IF Cfg IF Add IF Add Temp Fass
bConf ig Corams. PEthernet PHOdrEss
Status Display Serial Mask 192,168, _
.18 F| | Aee Mutina Modbus+ Bate 192.188. 192.168. 680-@23
te.1o Infa IF Source 15. 38 15, 28 15. 38 This will
System Frotocol - be uzed to
ﬂgc‘goutes Fresets: AutoFiLL Enab Le Wi h‘jﬂj&tlalize
rl SETVET
Froxy: 777 IF Routes 1@, .. IF Tables? Server’?
Hormsl AacL 192. 168, No- TR Ho- 158
ME+: ! Enet Mode

The “Autofill IP Tables?” offers the automatic filling of the TCP client table. Each of the
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200 entries in the TCP table will be set to the first three octets of the MEB3's IP Address
and the last octet will be set to the index number 0-199.

If the www server is disabled then a prompt will appear asking to enable the www server.

If the www server is enabled and the web password has been resent then a temporary
password is displayed. This temporary password is random and must be entered on the
web page and you must include the “-” in the password.

Setting the Subnet Mask

The Subnet Mask edit page is designed to quickly step through the valid bit-mapped
options. Pressing the ™ and ® arrows adjusts the mask value. The ¢ key is used to
accept the new value.

Figure 3.3 Subnet Mask Screen

- . IF Mask
MEB3 Main Config Comng Enet IF Mask &
pConf ig PComrs PELhernet Address
Status Dizplay Serial Hrlask 2EE, ZEE,
192,162 F App Mut ina Hodbw =+ Gate
15.38 Info IF Source ZEE. B
Swstem Protocal Auto Set
Orop Default
ME Routes {24 Gate?
Prowu:Run IF Routes
Meieria L ACL Mo SR
Me+: 12 Enet Mode

The “Auto Set Default Gate?” applies the new subnet mask to the current IP Address to
preset the Default Gate.

Setting the Default Gate

The Default Gate edit page functions just like the IP Address edit page. The Defuault
Gate should be pointed to the local IP Router IP Address. There are two preset to
simplify this settting: MaskedIP and Nullify. “MaskedIP” applies the Subnet Mask to
the MEB3’s IP Address. “Nullify” sets the Default Gate to 0.0.0.0 which will prevent the
MEB3 from communicating through routers.

Figure 3.4 Default Gate Screen

MEB3 Main Config Comms Enet IF Gate
Confiag pComms PELhernet Address

Status Displav Serial Mask 191,165

192,168 F App Muting Modbus+ MEiate . .

15,38 Info IF Source 5. 1

Frotocol
Drop

ME Routes Freload:
IF Routes MaskedIP

Hormal ACL i
MB+: 18 Enet Mode Mullify

Sustem

Proxyw:Run
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Ethernet Connection

After the IP Address is configured for the MEB3, it is safe to connect the Ethernet port to
the network. The MEB3 includes a standard RJ-45 Ethernet connector with indicators for
Link/Activity (green LED) and 100Mb (amber LED). (See Figure 3.5 Ethernet Port) The
green Link/Activity light illuminates when the MEB3 has a valid link to the attached
network port and blinks off while experiencing network traffic. The 100Mb amber LED
is illuminated when the Ethernet port has negotiated 100Mb operation and off while
configured for 10Mb operation.

The MEB3's Ethernet port supports 10/100BaseTX auto-crossover operation. Standard
CATS cables may be used to connect the MEB3 to Ethernet switches and hubs.

Figure 3.5 Ethernet Port

Link/
| Activity
LED

T

" 100MB

(Pin1 |

LED
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Figure 3.6 Typical Ethernet Connection

‘, Quanturn‘
| | ~ NeE
Ethernet P’
Switch ﬂ ’ | |
CCats A B PC with
Cat5 ’ y, k\rEthernet/

Cables —

A J

The status of the Ethernet port may be inspected through the front panel LCD by
choosing “> Main > Status > Enet >”

NOTE: MEB3+101 will always show “Enet2 Link Down”.

Figure 3.7 Ethernet Status

MEBII+101 MEBII+201
MER3 Main Status Enet 1 Enet 1
Conf i
St atus i Link Up Link Up
192,168 F App ME+ 18BaseT 188BaseT
15.38 e Prouy Half Dpls Full Dpls
Fromy Run Enet 2 Enet 2
Mormal _——
ME+: 18 Link Down Link Up
186BaseT
Full Dpl=

The Ethernet port 1 defaults to “Auto” mode but may be manually set to a fixed 10BaseT
or 100BasetT with fixed Full or Half Duplex operation. Ethernet port 2 (if present) is
always “Auto”.
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MEB3

192,168 F
15,38

Proxy:Run
Morma |
ME+: 13

Hain

Config

Comms

Figure 3.8 Ethernet Mode Configuration for Enet Port 1

Enet

pConf ig
Status
(o=}
Info
Susten

oMM
Display
Muting

MEthernet
Serial
Modbus+

Address
Mask

Gate

IP Source
Protocol
Drop

MB Routes
IP Routes
PEnct Mode
Timgouts

Enet Mode

18baseT
Half Dpl:

MEB3+201 Second Ethernet Port

The MEB3+201 includes two Ethernet ports. The current firmware of the MEB3+201
supports this second port as daisy-chain or copper ring operation. A future firmware
upgrade will allow the second port to operate independently with a second IP Address.

Daisy-Chain Operation
The MEB3+201 may have its Ethernet ports connected in a Daisy-Chain fashion.

NOTE: Communication to downstream Ethernet devices may be lost if one of the daisy-

chain units fails or loses power.

k|

Figure 3.9 Daisy-Chain Ethernet Connection
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Copper Ring Operation

The MEB3+201 may be used in a copper RSTP ring with an appropriate Ethernet switch
such as the Schneider-Electric ConneXium TCSESMO083F23F0. This ring operation

provides redundant cable paths to each MEB3.

Figure 3.10 Copper Ring Operation
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4 Modbus Plus

Modbus Plus Configuration

Setting the Node Number

The Modbus Plus (MB+) node of the MEB3 may be assigned an address between 1 and
64 with a default value of 1. This address must be unique within the local MB+ network
segment. To edit the MB+ drop number choose:

“>Main > Config > Comms > Modbus+ >

The W and ¥ arrows are used to adjust the new MB+ drop. The  key is used to accept
the new value.

NOTE: If the MEB3 is physically connected to the local MB+ network, it will
automatically skip MB+ drop numbers that are already in use. The drop numbers of the
Ethernet and serial ports will also be skipped if they fall within the valid MB+ range.

MEB3 Main Config Comms MEB+ Drop MEB+ Drop MEP Prosu
pConfig PComrs Ethernet Current: Current:
Status Display Serial 1 1
14,18 F Arp Mutina kHodbu =+ Mew: Mew: Dizabled
i@, 1@ Info == ==
Susten Auto-Fin
Routing
FProsy:??? Tables?
Mormal
wprmal Ho-BER

Figure 4.1: Edit Modbus Plus Drop (Proxy Disabled)

After selecting the new MB+ drop number, the screen will change to ask if the user
would like to AutoFix the Routing Tables. Choosing Yes will result in the Modbus
Routing Tables for the Ethernet and serial ports land 2 being updated to include the new
drop number of the MB+ port. If No is selected, these tables will not be updated and
many of the routes will not longer work properly — they must then be edited manually.

Next “MBP Proxy” will be prompted. “Disabled” means that the unit will be in MEBII
mode. “Enabled” puts the unit into Proxy mode and then prompts for the IP Address of
the target PLC.

MEBg Main Comms MB+ Drop MB+ Drop MBP Produ FPLC Prosy
pConfig Ethernet Current: Current:
Status Serial 1 1
16,18 F [a=l=] kHodbu =+ Mew: Mew: Enabled _ia. &.
16. 18 Info == == a 1
Sysren Auto-Fix '
Routing
Pragu: 777 Tables?
Hormal
MB+r 1 o-ER

Figure 4.2: Edit Modbus Plus Drop (Proxy Enabled)
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Modbus Plus Cable Connection

NOTE: See the Modicon Modbus Plus Network Planning and Installation Guide
890 USE 100 00 for complete instructions on proper MB+ cable installation
methods and considerations.

Modbus Plus has very specific rules about minimum and maximum cable lengths,
number of nodes per segment, the use of repeaters, and cable termination. It is
extremely important to follow the rules spelled out in the above mentioned guide
for proper network operation.

Figure 4.3 Modbus Plus Pinout

Shield \
Pin 1
O9000
_‘
/ Data A - DataB
Pin 2 ‘ ; Pin 3

The MEB3 includes two MB+ DB9 connectors labeled “A” and “B”. (See Figure 4.3
Modbus Plus Pinout) These ports may be used in a “dual-cable” Modbus Plus network.
This does not mean that the MEB3 has two MB+ nodes, it behaves as a single MB+ node
with two physical network connectors. The dual-cable system uses redundant wiring
between nodes for added network integrity. (See Figure 4.4 Typical Dual-Cable MB+
Connection)
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Figure 4.4 Typical Dual-Cable MB+ Connection

erminator on ‘ ‘ \

~ Endnode  Terminator on | o
CableA

End node

i /

‘/ Terminator on ‘ ) [
.~ Endnode [1

The MEB3 may be used in a “single-cable” network by simply connecting the MB+
network to port “A”. (See Figure 4.5 Typical Single-Cable MB+ Connection)
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Figure 4.5 Typical Single-Cable MB+ Connection

PortB
Not Used

\

Terminator on
.~ Endnode

Single-Cable ’

Terminator on‘
.~ Endnode

Modbus Plus Lights

The MEB3 includes one green LED and two red error LEDs to provide visual status of
the MB+ network operation.

If the red error A or error B lights blink momentarily, it indicates that a message error was
detected on the corresponding network port. A steady ON error light indicates that a hard
fault exists. The fault may either be in the cable or on a node connected to that cable. If
communication on one cable is lost, the other should continue normally.

The green Active light flashes in patterns to indicate the operating state of the MB+ node.
(See Table 4.1: MB+ Green Active Flashes)
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Table 4.1: MB+ Green Active Flashes

Green Active Flashes

Meaning

Six steady flashes per second

Normal Operating State

One flash per second

Offline, monitoring network traffic

Two flashes, then OFF for two seconds

Hears traffic but never receives the Token

Three flashes, then OFF for 1.7 seconds

Sole Station, no other nodes detected

Four flashes, then OFF for 1.4 seconds

Offline, Duplicate Node Address Detected

Modbus Plus Modes

The Modbus Plus port on the MEB3 may operate in one of two different modes: MEBII

and PROXY.
Key features of MEBII mode are:

MEBII Mode routes messages from MB+ based on the “slave channel” number
that follows the MEB3’s drop number in the MB+ route. The slave channel
number must be within the range of 1-8.

Incoming MB+ routes must not end with the MEB3’s node number as this is an
illegal route and an exception response will be returned.

MEBII Mode supports Modbus Plus Global Data to the MEB3’s 2048 mailbox
registers only. Peer Cop Specific Data is not supported.

Key features of Proxy Mode are:

Proxy Mode routes messages from MB+ that have a route that terminates with the
MB+ node number of the MEB3 are tunneled across Modbus/TCP Ethernet to a
target PLC (usually an M580 or M340). This allows a new PLC to replace an
older one without needing to change MB+ routing.

Proxy tunnel messages to the target PLC may have register and coil offsets
applied to Modbus read and write messages. This can be very useful for changing
the 1-based PLC (Quantum, 984) to the 0-based PAC (M580, M340).

Proxy tunnel messages to the target PLC may have register space conversions
applied to change Analog Input Reads (FC04) to Holding Register Reads (FCO03)
or Discrete Input Reads (FCO02) to Coil Reads (FCO1). This may be useful for
M340 applications that do not support 3x or 1x address spaces.

Modbus Plus messages arriving at the MEB3 are routed based on the drop number
of the MEB3 port matching the next drop in the route. Unlike the MEBII,
messages are no longer limited to a single incoming message per slave channel.

Proxy Mode allows Peer Cop operation where Specific Data Inputs and Outputs
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are automatically transferred from the Proxy Target PLC to/from targets on
Modbus Plus. Specific Outputs are only published on Modbus Plus when the
Proxy Target PLC is in RUN.

Proxy Mode allows Peer Cop operation where Global Data Inputs and Outputs are
automatically transferred from the Proxy Target PLC to/from targets on Modbus
Plus. Global Data Outputs are only published on Modbus Plus when the Proxy
Target PLC is in RUN.

Proxy Mode allows the MEB3’s Modbus/TCP I/O Scanner to automatically move
data between external Modbus/TCP devices to the Proxy Target PLC. 1/O
Scanner Outputs are only pushed to the remote Ethernet Devices when the Proxy
Target PLC is in RUN.

When Proxy RUN is enabled in the MEB3, most settings for the device are not
allowed to be changed either by the front panel or by the web server. Proxy mode
must be put into CONFIG before changes in configuration are allowed. This
prevents accidental loss of control of the MB+ I/O by the PLC.

MEBII Mode (Proxy Disabled)

The factory default mode for the MB+ port is “MEBII”. Messages routed from Modbus
Plus into the MEB3 are routed based on the drop number of the incoming route using the
following table:

Table 4.2: MB+ Route Presets

Drop following MB+ Node Target
1 Serial Port 1
2 Serial Port 2
3 Internal Registers
4,5,6,7,8 Ethernet

A message to be sent over Modbus Plus to the MEB3 must have a drop number 1 through
8 following the MEB’s drop number. These drop numbers are the Modbus Plus Slave
Channels as used by the old Schneider Electric Modbus Plus Chipset used by the MEBII.
Any other incoming route will result in an exception response.
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Figure 4.6 MEBII Mode Routing Example

LNE

N
\

192168025 | 192.168.026

Table 4.3: MEBII Routing Example TCP Table

TCP Table Entry Target IP
25 192.168.0.25
26 192.168.0.26

This example has the normal Auto-Fill TCP Table Entries for drops 25 and 26 that point
to the IP Addresses of the M340 at 192.168.0.25 and the Quantum at 192.168.0.26.

Modbus Plus messages from the Compact 984 will use the routes shown in the following
table to reach each target.
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Table 4.4: MEBII Routing Example

45.2.1 Meter 1
45.2.2 Meter 2
45.2.3 Meter 3
45.4.25 M340
45.5.26 Quantum

PROXY Mode

Proxy mode allows the full Modbus Plus route to be sent through the MEB3.
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[41 92.168.025

Figure 4.7 Proxy Mode Routing Example

Drop 90

[41 92.168.0.26

Table 4.5: Proxy Routing Example

45.102.1 Meter 1
45.102.2 Meter 2
45.102.3 Meter 3
45.90.25 M340
45.90.26 Quantum
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5 Serial Ports

The MEB3 includes two isolated serial ports. Separate connectors are provided for each
port with an RJ-45 connector for RS-232 and a removable 5-position screw terminal
connector for RS-485/422.

NOTE: Port 1 is electrically isolated from Port 2. The RS-232 connector of a given port
is not isolated from the RS-485 connector of the same port.

RS-232 Ports

Figure 5.2 RS-232 Port 1 Figure 5.1 RS-232 Port 2

RX Pin 1 S TX
LED 5 ~ LED

0L

X Pin1
LED ‘ ’

5
i

The RJ-45 connectors are used for RS-232 operation. The pin configuration is shown in
Table 5.1: RJ45 RS-232 Pinout. The Niobrara MM cable is used to connect one of these
ports to the a standard 9-pin serial port on a PC. (See Figure 12.1.: MM1 Serial Cable)
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Table 5.1: RJ45 RS-232 Pinout

Pin

Function

No Connection

DSR (pulled high)

Data TX

Data RX

Signal GND

RTS

CTS

0N NN R W

Chassis GND
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Figure 5.3 Typical RS-232 Connections

MM1

Compact 984
with 9-pin

/PC with
9-pin
RS-232

A /

RS-485 Ports

Port 1 and 2 may be used for RS-485 (4-wire or 2-wire) and RS-422 operation. A 5-pin
removable screw terminal connector is provided. The pinout is shown in Figure 5.4

RS-485 Port.

Table 5.2: 5-position RS-485 pinout
o Pn | Funcion
Shield No internal connection
RX- (-) data into MEB3
RX+ (+) data into MEB3
TX- (-) data out from MEB3
TX+ (+) data out from MEB3
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Figure 5.4 RS§-485 Port

Figure 5.5 Jumper for 2-wire RS-485

For 2-wire RS-485 operation, jumper the TX+ to RX+ to make the (+) connection, then
jumper the TX- to RX- to make the (-) connection.
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Figure 5.6 Normal 4-wire RS-485 Wiring
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6 Software Installation

The MEB3 SETUP.EXE file includes this user manual, the MEB3 firmware files, the
RPCLOAD.EXE firmware loader utility, the NRDTOOL.EXE register viewer utility,
The latest version of this file is located at www.niobrara.com. Follow the link for
“Download Area”, select “Module Software” and then “MEB SETUP.EXE”.
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Updating the MEB3 Firmware

On occasion it may be necessary to update the operating system of the MEB3.

NOTE: Updating firmware in a Hot MB+ must be done through the Web server.
The Primary unit must be updated first. An automatic switchover will occur as the
firmware is updated. After the completion of the update, proceed to update the
new Primary.

Updating Firmware through the Web server
This action may be quickly done through the built-in web server.

NOTE: Proxy mode must be disabled or placed into “CONFIG” before the firmware
may be updated.

1. Log into the MEB3's web server as user: ADMIN.

2. Click on the “Admin” link in the left green menu column.

3. Click on the “Update Firmware” link in the left green menu column.
4

Click on the “Browse” button and select the “C:\Niobrara\Firmware\MEB3.qrc”
file.

5. Press the “Start Download” button to begin the update.

@ NRAD - Mozilla Firefox =nREn X |
File Edit View History Bookmarks Tools Help

1L NR&D [+]

€& @ 1921681 .14/ECO85CBF/admin/fwload e | |- Google P A e~

NR&D MEBII

Home
Configuration Update MEBII firmware from a file by uploading a new version of MEBII.qre:
Statistics WARNING: This operation will finish by rebooting the module. which WILL disrupt
Tools communications.
Admin
Set Passwords FileName C:\Niobrara\Firmware\I’[ Browse_ ] [ Start Download
Backup
Restore Copyright 2012
Hot Modbus Plus Niobrara Research and Development Corporation
Update Firmware
Reset

MEBII Firmware Update

Logout [admin]

192.168.1.14/EC0B5CBF/admin/fwload
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Updating Firmware using RPCLOAD

The RPCLOAD program may be used to install the MEB3 firmware through the Ethernet
connection using Modbus/TCP.

If the MEB3 already supports the built-in web server, use the firmware update feature of
the web server instead of RPCLOAD. The update process is much faster using the web
server.

1. Make sure the MEB3 is powered and running.

2. Start RPCLOAD.EXE. The Windows Start Menu link is “Start, Programs,
Niobrara, MEB, RPCLOAD MEB3 Firmware”.

Click on the Browse button and select MEB3.qrc.

Select the Modbus TCP tab.

Enter the IP Address of the target MEB3 (i.e. 192.168.0.205)
Make sure that the TCP port is set to 502.

Make sure that the Modbus Drop is set to 255.

Press the “Start Download” button. RPCLOAD will open a progress bar to show
the status of the download.

e S

Figure 6.1: RPCLOAD Screen

MEB3 Manual

*#| QRPC File Downloader - 060ct2010

Eile QY= la=:8 Configure

FEX

Help

Load File |c:4MiobraraFimware\MEEL gro

Modbus Serial  Modbus TCP l Frogram |nfo ]

j Browse. ..

b adule Info ]

1192.168.0.205

IE5 kodbus Drop

5012

TCF Part

Set Defaults

Query | | Start Download

| Cancel |
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7 Modbus/TCP Operation

The MEB3 can operate as both a Modbus/TCP Server (slave to external masters) and
Client (master to external slaves) at the same time. Up to 64 simultaneous TCP/IP
connections may be made to the MEB3. These connections are dynamically split
between client and server operation.

Server Operation

The MEB3 listens for Modbus/TCP connections on the standard Modbus/TCP port
number of 502. Modbus/TCP commands or queries generated by a client are processed
by the MEB3 by examining the Destination Index (Modbus Slave Address) of the
message.

A look-up table is used to map the Destination Index to a route that tells the MEB3 where
to send the message. This table consists of a column for the Destination Index, a
translation description, and a downstream route. Some of the translation descriptions
allow for remapping of target address space data such as remapping 3x input queries to
4x outputs (with optional offsets).

The example in Figure 7.1 shows a PC connected via Ethernet to an MEB3.

The MEB3's MB+ port is set to drop 45. A Compact 984 PLC is connected to the MB+
network and has a drop of 5. A Bridge Plus is also on the MB+ network and is used to
connect to a Quantum PLC on a second MB+ network at drop 15.

A network of power meters is connected to port 2 (drop 102) of the MEB3. The three
power meters are addressed as Modbus slaves 1, 2, and 3.

Table 7.1 gives a Modbus Routing table for this example. The PC would use index 1 to
communicate with the Compact PLC. Index 2 would access the Quantum PLC. Index 3
will reach power meter #1.

NOTE: Index O has a route of NONE. The MEB3 will internally process incoming
Modbus/TCP messages with no route, the special index 255, or any route that doesn't
leave the MEB3. This action may result in unexpected reply data since this data is from
the MEB itself.
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Figure 7.1 Ethernet Modbus Routing Example

MBS

Bridge Plus

|
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© MB4s
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[192.168.15.205/]

Table 7.1: Ethernet Modbus Routing Table Example

0 OTHER NONE MEB3 Itself

1 MODBUS |45,5 Compact 984 PLC

2 MODBUS [45,6,15 Quantum PLC on far side of Bridge Plus
3 MODBUS [102,1 Power Meter 1

4 MODBUS |102,2 Power Meter 2

5 MODBUS [102,3 Power Meter 3
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Default Modbus Routing Table

The default Modbus Routing table for the Ethernet port maps Modbus/TCP destination
index values 1-64 to the MB+ node on the MEB3's MB+ network. Table entries 1
through 64 are set to have the first drop be the MB+ port number and the second drop be
the same as the index for drops 1 through 64. Entries 65 through 96 use Port 1's drop
number, 1 through 32. Entries 97 through 128 use Port 2's drop number, 1 though 32.

Table 7.2: Default Ethernet Modbus Routing Table for MB+ Drop 1, Port I drop 101,
and Port 2 drop 102

Index Type Route
0 OTHER NONE
1 MODBUS 1,1
2 MODBUS 1,2
3 MODBUS 1,3
MODBUS
63 MODBUS 1,63
64 MODBUS 1,64
65 MODBUS 101,1
66 MODBUS 101,2
67 MODBUS 101,3
68 MODBUS 101,4
MODBUS
95 MODBUS 101,31
96 MODBUS 101,32
97 MODBUS 102,1
98 MODBUS 102,2
99 MODBUS 102,3
100 |MODBUS 102,4
MODBUS
127  |MODBUS 102,31
128 MODBUS 102,32
129 OTHER NONE
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Auto-Fix Modbus Table

The MEB3 offers to “Auto-Fix” the Modbus Routing tables after the MB+ drop number
is altered. The Ethernet and both serial port Modbus Routing tables are examined and
entries where the first drop of the route matches the old MB+ drop number are changed to
match the new drop number.

MEB2 Main Config Modbus + "B+ Drop
PConf ig PComms »Orop Current:
Status Displaw Timeout 1
18.18 F App Muting Froxy Mew:
18,18 Info FLC Addr 25
Sustem Prosw Run Auto-F ix
Routing
Tables?

Sole Sta. Mo e
MB+: 1

Figure 7.2: Edit Modbus Plus Drop

Table 7.3: Ethernet Modbus Routing Table for MB+ Drop 25 after Auto-Fix

Index Type Route
0 OTHER NONE
1 MODBUS 25,1
2 MODBUS 25,2
3 MODBUS 25,3
. MODBUS
63 MODBUS 25,63
64 MODBUS 25,64

Front Panel Modbus Route Edit

The Ethernet Modbus Routing tables may be viewed and modified from the front panel.
The “Index” field may be changed with the UP and DOWN arrows. Pressing the ENTER
button on the Index field will exit this screen.
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MEB3 Main Config Comms Enet Enet
pConfig bComms PEthernet Address Inden G681
Status Displav Serial Mask .
18.18 F Arpo Hut ing Hodbu s+ Gate ”3450555-
18.18 Info IP Source P
Susten Eig;ocol mw:mm:

M1E Routes bt

IP Routes Modbus

Marma L ACL
ME+: 4% Enet Mode TEST

Figure 7.3: Modbus Route Edit Screen

Pressing ENTER button on the TEST field will cause the MEB3 to generate a Modbus
opcode 03 Holding Register read of the target device. The test will report PASS or FAIL
A “Downstream Timeout” is a failure but an Error 01 (Illegal Opcode) or Error 02 (Illegal
Register) are PASS because the target device responded with the error.

Enet
SEFATIL = =

Index BBz F# Reply Fx Reply Fx Reply
ME Route: Ualid

245, Ao, ERROR Repl ERROFR
@15, #u, D = Rid- (1)
LS I S stream 4n2188=

P Timeout 29312

Modbus FPreszs Press Press

TEST Any Key Any Key Any kKey

Figure 7.4: Modbus Route Edit TEST Screens

Client Operation

The MEB3 may act as a Modbus/TCP Client even while simultaneous Server operations
are occurring. Modbus Plus or serial master devices may generate read or write messages
that are routed out the MEB3's Ethernet port to access remote Servers.

The MEB3 uses a look-up table to map routing drop numbers to TCP/IP addresses. This
table is called the TCP Routing Table. This table consists of a drop number, target IP
Address, and an optional Downstream Route. Messages passing through the MEB3 from
MB+ or the serial ports (or the Ethernet port itself) that are directed out the Ethernet port
are sent to the TCP Routing Table to determine the target device.

Figure 7.5 shows an MEB3 connected to a Compact 984 PLC via Modbus Plus. The
Ethernet port is set to be drop 90 and is connected to a Quantum PLC at IP Address
192.168.15.24 and an M340 PLC at 192.168.15.25 and an M580 at 192.168.15.20. The
M580 is configured in the MEB3 as the Proxy Target.
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Figure 7.5 Modbus/TCP Client Routing Example
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- 192.168.

1524

MB 13

M3580
Proxy Target
192.168.15.20

AN J/

I re.  192.168.15.25
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| Auto-Fill IP Table | Pressing this button will write EVERY 1

Co_nﬁgum
%gg ‘ TCP Routing Table ‘
%ﬁ?‘ms ‘Drop HIP Address H Downstream Drop ‘
MB Routing 0 | 192.168.15.0 o |
%g 1 [192.168.15.1 o ]
Stats 2 [192.168.15.2 o ]
% 3 |[192.168.15.3 o ]
Modbus Plus 4 |192.168.15.4 o ]
Sgﬁ;g"w 5 |[192.168.155 o |
Tools 6 [192.168.15.6 o ]
Admin 7 [192.168.15.7 o |
Logout [admin 8  |/192.168.15.8 o |
9 192.168.15.9 o |
10 [192.168.15.10 o |
11 |/192.168.15.11 o ]
12 [192.168.15.12 o ]
13 [192.168.15.13 o |
14 [ 192.168.15.14 o ]
15 |192.168.15.15 o ]
16 [ 192.168.15.16 o |
17 |[192.168.15.17 o ]
18 [ 192.168.15.18 o |
19 |192.168.15.19 o |
20 (192.168.15.20 o ]
21 [192.168.15.21 o |
22 [192.168.15.22 o ]
23 |[192.168.15.23 o ]
24 |192.168.15.24 o |
25 192.168.15.25 o ]
26 (192.168.15.26 o |
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The table below shows routes for MSTRs for the Compact PLC in this example.
The first drop (21) in the route is the MB+ number of the MEB3.

The second drop (4, 5, 6, 7, and 8) is the drop number that tells the MEB3 to route
the message out of the Ethernet port. See Chapter ??? for more information on
MB+ inbound routing.

The third drop (1, 2, and 3) is the TCP table look-up drop. This number defines
the target IP Address.

The fourth drop (0, 1, 2, 3, 4, 5, and 255) is the destination index for the
Modbus/TCP message sent to the target IP device. The local M340 and Quantum
NOEs don't care about the value of this number. This number is used in the
Modbus Routing table in the remote MEB3 to determine the target for the MSTR
message.

Table 7.4: MSTR Routes for Compact PLC in Figure 7.5

MSTR MB+ Route Target
21.0.0.0.0 M580
21.90.24.0.0 Quantum at 192.168.0.24
21.90.25.0.0 M340 at 192.168.0.25
21.90.3.1.0 Compact in Figure 7.1
21.90.3.2.0 Quantum in Figure 7.1
21.90.3.3.0 Power Meter 1 in Figure 7.1
21.90.3.4.0 Power Meter 2 in Figure 7.1
21.90.3.5.0 Power Meter 3 in Figure 7.1
21.90.3.0.0 MEB3 in Figure 7.1

There are a few subtle issues of note in this example:

The MEB chooses to open new client sockets based on the entry in the TCP table.
When a message arrives at the Ethernet port, the drop following the Ethernet port
is examined to determine the target [P Address. If there is already a client socket
opened to this target then the new message then this new message will be sent on
this socket. Client sockets are multi-threaded by the MEB3. In other words,
multiple outstanding message are allowed on a client socket at the same time.

There are 200 entries in the TCP table. This feature may be exploited to cause the
MEB to open multiple client connections to a given target by simply adding the
same [P Address to multiple table entries. Use caution with this method as there
are only 64 total sockets available.

MEB3 Manual 7 Modbus/TCP Operation 44



There were only 8 data slave channels on the Schneider Electric MB+ chipset
used in the older MEBII. This is not the case with the MEB3. The Niobrara
chipset allows up to 32 slave messages to be processed through the MB+ port at
the same time.

Other PLCs on the same MB+ network could use exactly the same routes as this
PLC. With the old SE chipset in the MEBII, when multiple MB+ messages
attempt to use the same data channel at the same time, the MB+ network takes
care of this situation automatically, all of the messages get though, it just slows
down a little as they take turns. This rarely happens with the MEB3 since it is not
limited to eight individual slave paths.

NOTE: When the MEB3's Ethernet port is in Modbus+SYMAX mode, the TCP table is
how the unit decides to connect a client message via Modbus/TCP or SY/MAX 802.3. If
the IP Address for a given drop number is 0.0.0.0 then the message is sent out as
SY/MAX 802.3 to that drop number. See Chapter ??7?.

AutoFill TCP Table

Changing the IP Address from the front panel keypad will prompt the user to
automatically adjust the TCP Routing Table. This feature will automatically fill in the
first three bytes of the local IP Address and have the fourth byte match the drop number.

Table 7.5: Default Ethernet TCP Routing Table

Drop IP Address Route
0 0.0.0.0 NONE
1 0.0.0.0 NONE
2 0.0.0.0 NONE
3 0.0.0.0 NONE

Table 7.6: Ethernet TCP Routing Table for 206.223.51.155 after AutoFill

Drop IP Address Route
0 206.223.51.0 NONE
1 206.223.51.1 NONE
2 206.223.51.2 NONE
3 206.223.51.3 NONE
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Front Panel Edit of TCP Table (IP Routes)

| Auto-Fill IP Table | Pressing this button will write EVERY 1

Configuration
Ethernet
IP Settings | TCP Routing Table |
m ‘DropHIP Address HDownstream Drop ‘
Security
MB Routing 0 |[192.168.15.0 o |
ICP Routing 1 [192.168.15.1 [0 |
IO Scanner
Stats 2 |[192.168.15.2 o |
- 3 |[192.168.15.3 ll[o |
Port 2
LT g T 4 |[192.168.15.4 llo |
PLC Proxy 5 |[192.168.15.5 llo |
Statistics
Tools 6  |192.168.15.6 o |
Admin 7 |192.168.15.7 o |
Logout [admin] 8 |[192.168.15.8 o |
9 |[192.168.15.9 o |
10 | 192.168.15.10 o |
11 |[192.168.15.11 llo |
12 |[192.168.15.12 llo |
13 |[192.168.15.13 o |
14 | 192.168.15.14 o |
15 |[192.168.15.15 o |
16 | 192.168.15.16 o |
17 |[192.168.15.17 llo |
18 |[192.168.15.18 o |
19 |[192.168.15.19 o |
20 |[192.168.15.20 o |
21 |[192.168.15.21 o |
22 |[192.168.15.22 o |
23 [192.168.15.23 llo |
24 |[192.168.15.24 llo |
25 [[192.168.15.25 o |
26 [[192.168.15.26 o ”

Ml
Figure 7.6: IP Route Edit Screen



The IP Routes may be edited from the front panel. The UP and DOWN buttons on the
INDEX field scroll through the 200 entries. Pressing the ENTER button while on the
INDEX field exits the screen.

Pressing the ENTER button while on the ZERO field will zero the IP Address. This is
useful in SY/MAX Ethernet applications.

Pressing the ENTER button while on the AUTO field will auto load the AutoFill value
for this Index.
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8 Modbus Serial Operation

The MEB3 serial ports can operate as both a Modbus Master and Slave using either
Modbus RTU and Modbus ASCII protocols. The protocol modes are labeled “Modbus
RTU” and “Modbus ASCII”. All Modbus serial modes can dynamically switch between
functioning as a Master or a Slave.

NOTE: The mode “MODBUS HOST” is a version of the RTU mode with special
message translation features.

Slave Operation (External Master)

A Modbus mode port on the MEB3 listens for Modbus serial messages whenever it is
idle. When a message arrives and has a good checksum, the Modbus Slave Address in
the message is examined and compared to entries in the Modbus Routing Table for that
serial port. If the entry for that drop number is not empty, then the MEB3 will forward
that message according to this defined route. If the entry is empty (NONE), then the
message is ignored.

A look-up table is used to map the Destination Index to a route that tells the MEB3 where
to send the message. This table consists of a column for the Destination Index, a
translation description and a downstream route.

The example in Figure 8.1 shows a PC connected via RS-232 to an MEB3 Port 1.

The MEB3's MB+ port is set to drop 45. A Compact 984 PLC is connected to the MB+
network and has a drop of 5. A Bridge Plus is also on the MB+ network and is used to
connect to a Quantum PLC on a second MB+ network at drop 15.

A network of power meters is connected to port 2 (drop 102) of the MEB3. The three
power meters are addressed as Modbus slaves 1, 2, and 3.

Table 8.1 gives a Modbus Routing table for this example. The PC would use index 1 to
communicate with the Compact PLC. Index 2 would access the Quantum PLC. Index 3
will reach power meter #1.

NOTE: The MEB3 will internally process incoming Modbus RTU messages with the
special index 255, or any route that doesn't leave the MEB3. This action may result in
unexpected reply data since this data is from the MEB3 itself.
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Figure 8.1 Serial Master Modbus Routing Example

MBS

Bridge Plus

192.168.15.205

Table 8.1: Serial Modbus Routing Table Example

1 MODBUS 45,5 Compact 984 PLC

2 MODBUS 45,6,15 Quantum PLC on far side of Bridge Plus
3 MODBUS [102,1 Power Meter 1

4 MODBUS |102,2 Power Meter 2

5 MODBUS [102,3 Power Meter 3
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Default Modbus Routing Tables

The default Modbus Routing table for each serial port maps Modbus Slave Address
(Index) values 1-64 to the MB+ node on the MEB3's MB+ network. Table entries 1
through 64 are set to have the first drop be the MB+ port number and the second drop be
the same as the index for drops 1 through 64. Entries 65 through 96 use Port 1's drop
number, 1 through 32 (port 2 only). Entries 97 through 128 use Port 2's drop number, 1
though 32 (port 1 only).

Table 8.2: Default Serial Port Modbus Routing Table for MB+ Drop 1, Port I drop 101,
and Port 2 drop 102

Index Type Route for Port 1 Route for Port 2
1 MODBUS 1,1 1,1
2 MODBUS 1,2 1,2
3 MODBUS |1,3 1,3
MODBUS
63 MODBUS 1,63 1,63
64 MODBUS 1,64 1,64
65 MODBUS |NONE 101,1
66 MODBUS |NONE 101,2
67 MODBUS |NONE 101,3
68 MODBUS |NONE 101,4
MODBUS |NONE
95 MODBUS |NONE 101,31
96 MODBUS |NONE 101,32
97 MODBUS [102,1 NONE
98 MODBUS |102,2 NONE
99 MODBUS [102,3 NONE
100 MODBUS [102,4 NONE
MODBUS | ... NONE
127 MODBUS |102,31 NONE
128 MODBUS 102,32 NONE
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Auto-Fix Modbus Table

The MEB3 offers to “Auto-Fix” the Modbus Routing tables after the serial port drop
number is altered. The Ethernet and both serial port Modbus Routing tables are
examined and entries where the first drop of the route matches the old serial drop number
are changed to match the new drop number.

Front Panel Edit Modbus Route

MEB3 Main Config Comms Serial Port 1 Port 1
MConf ia pComMS Ethernet pRort 1 Protocol Index 981
Status Displav bSerial FPort 2 Eaud ME Route:
.18 F| |Aee Muting Madbus+ Parity 838, BA1,
18.18 Info Data Bits P
Sustem Stop Bits PRI
Driver PR

Orop '
sole Sta M1E Routes Modbus
. Timesout
M+ 1 wEr Intul TEST

Figure 8.2: Edit Modbus Serial Route

Pressing ENTER button on the TEST field will cause the MEB3 to generate a Modbus
opcode 03 Holding Register read of the target device. The test will report PASS or FAIL
A “Downstream Timeout” is a failure but an Error 01 (Illegal Opcode) or Error 02 (Illegal
Register) are PASS because the target device responded with the error.

Port 1
H IE:Y H = H

Index BE4 Fx Reply Fx Feply Fx Feply
MB Route: Ualid

162,662, ERROF Repl ERROR
LI D — plu. 11
LS stream 4n8188=

LET T Timeout 39312

Maodbu s Freszs FPress FPress

TEST Any kKey Any kKey Any Key

Figure 8.3: Modbus Route Edit TEST Screens

Master Operation (External Slave)

The MEB3 serial ports may be used to connect Modbus slave devices to Ethernet and
MB+ masters. A typical use is to connect a string of Modbus power meters to the MEB3.

Figure 13.9 shows a string of power meters connected to the RS-485 port 2 of the MEB3.
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Port 2 is configured for Modbus RTU mode and set to match the baud rate and parity of
the meters. The drop number of port 2 is left at 102 (default). The normal routing to each
each meter is simply the route to reach port 2, followed by the slave address of the meter.
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9 Legacy SY/MAX Operation

The MEB3 serial and Ethernet ports can operate in a variety of modes to support legacy
Square D SY/MAX PLCs and older PowerLOGIC meters.

Translations

The MEB3 translates Modbus messages to SY/MAX (and vice versa) as each message
passes through the device. There are two possible translations that can be set by the
“Mode” setting in the Modbus Routing Table.

Other (SY/MAX Non-Priority)

SY/MAX Priority - Some SY/MAX devices (such as a NIM) only support
Priority messages.

NOTE: Some Modbus devices may refer to Holding Register 100 as 4x0100, 4:0100,
40100, or 4000100. The 4 at the beginning simply means it is a Holding Register.
Analog Input registers (3x) are shown as 3x0001, 3:0001, 300001, or 300001. Output
coils (0x) may be shown as 0x0025, 0:0025, 25. Input bits (1x) start with a 1 like
1x1234, 1:1234, 11234, or 101234.

NOTE: Some Modbus devices may start at register 0 instead of register 1. (This is
commonly referred as JBUS.) It may be necessary to offset each register number by 1 to
access the proper data.

NOTE: SY/MAX bit numbers are 1 to 16 with bit 1 as the least significant bit. This
manual will note bit references as Sxxxx-yy where xxx is the SY/MAX register number
and yy is the bit number. For example, register 20, bit 14 will be shown as S20-14.

Modbus to SY/MAX Translations

Holding Registers (4x) — Holding Registers (read/write) are directly mapped 1-
to-1 to SY/MAX registers. A Modbus client wanting the data from SY/MAX
register 1503 would send a Holding Regsister Read (FCO03) to remote register
1503. Modbus single (FC06) and multiple register writes (FC16) are supported
with the target register chosen simply as the SY/MAX register number.

Analog Input Registers (3x) — Modbus clients may access SY/MAX registers as
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though they are Modbus 3x data (read only). The mapping is just like 4x registers
and is simply the target SY/MAX address.

Coils (0x) - Modbus coils (read/write) may be mapped into SY/MAX registers.
The translation starts as SY/MAX register 1, bit 1 (S1-1) = Modbus coil 0x1. S1-
16 = 0x16. S2-1 = 0x17. The formula to determine the Modbus coil from a
SY/MAX bitis: COIL=((REG - 1) * 16) + (BIT).

Input Bits (1x) — Modbus discrete inputs (read only) are mapped exactly the same
as 0x coils.

Incoming Modbus commands (4x, 3x, 1x, 0x) are translated into Non-Priority SY/MAX
Read or Write messages. Coil write messages (FC05 and FC15) are translated as bit-
masked NP writes when possible to allow single SY/MAX bits to be modified.

NOTE: FC15 multiple coil write message may not be able to be processed when the bits
span multiple SY/MAX registers. The SY/MAX bit-masked NP Write message cannot
handle this type of masking operation. The MEB3 will send back a Modbus Exception
code 5 error when this condition occurs.

NOTE: A few SY/MAX end devices (NIMs for example) do not support Non-Priority
messages. In this case, select Priority

SY/MAX to Modbus Translations

SY/MAX Priority and Non-Priority Read and Write command messages are translated
into Holding Register Read (FC03) and Write (FC16) messages. SY/MAX Random
Access Read messages are translated into PowerLOGIC's Modbus Random Access Read
(FC100).

If the SY/MAX client needs to access other memory spaces on a Modbus serial server,
the Modbus Host serial mode may be used. This mode allows the user to manually
configure the translation for both the read and the write. Supported Modbus Function
Codes are 03 (4x read), 04 (3x read), 02 (1x read), 01 (0x read), 05 (0x single write), 06
(4x single write), 15 (0x multiple write), and 16 (4x multiple write).

NOTE: Standard Priority and non-bit-maksed Non-Priority SY/MAX write messages will
translate into 16 FCO5 coil messages or one 16-bit FC15 message. All 16 bits will be
forced.

NOTE: SY/MAX Read and Write messages support up to 128 registers. Modbus
messages are limited to a maximum of 125 registers on a read and 120 registers on a
write. Individual servers may have additional register count restrictions.

Error Translations

Modbus and SY/MAX do not share the same error messages. Table 9.1 shows the
MEB3's translations.

MEB3 Manual 9 Legacy SY/MAX Operation 56



All other errors are passed straight through with no translation.

Modbus SY/MAX Meaning
Exception | Error Code
Code
2 3 Illegal Address
3 5 Illegal Value
10 29 Illegal Route
11 17 Device Not Responding

Table 9.1: Modbus and SY/MAX Error Translations

SY/MAX Serial

MEB3 ports 1 and 2 may be configured to SY/MAX mode to directly connect to a
SY/MAX PLC. The RS-485 port is typically used along with the MU7 (MEB3 to
SY/MAX) cable.

Default values for SY/MAX ports are 9600, EVEN, 8, 1, RS-422, and BCC.

The drop number of the SY/MAX mode port will be the last drop of an incoming route
and the first drop of an output TREAD, TWRITE, or TALARM message from the
SY/MAX PLC.

SY/MAX mode ports are full duplex and allow the PLC to be both a master and a slave at
the same time.

Figure 9.1 SY/MAX Serial Routing Example shows a SY/MAX Model 400 PLC
connected with an MU7 cable to the RS-485 port 1 of an MEB3. This port is set to
SY/MAX at drop 101.

An entry in the Ethernet Modbus Routing table must be modified to access the Model
400 PLC. For this example, Entry 1 was chosen since there wasn't a MB+ node 1 and it
would be easy to remember. The new route is shown in Table 9.2: Modbus Routing Table
for Ethernet Port. The type set to OTHER or Priority since this is not a MODBUS target.

A Modbus/TCP client such as the M340 PLC in this example would simply use
Modbus/TCP index 1 to access the SY/MAX PLC.
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Table 9.2: Modbus Routing Table for Ethernet Port

Index Type Route Comments
0 |OTHER NONE
1 |OTHER 101 Model 400 PLC
2 |MODBUS |52
3 |MODBUS |53
4 |MODBUS |54
5 |MODBUS |55
6 |MODBUS |56 Compact 984 PLC
7 |MODBUS 5,7

The Compact PLC can read and write the SY/MAX PLC using MB+ MSTR Read and
In this example, the MSTR route would be 5.101.0.0.0 since the

Write messages.

message needs to go out MEB3 port 1. The remote register in the MSTR is simply the

SY/MAX target register.

The SY/MAX PLC may also use TREAD and TWRITE messages to access both the

M340 and Compact PLCs.

The route to the Compact would be 101,5,6 while the route to the M340 would be
101,90,25,1 assuming that the Ethernet port on the MEB3 is set to 90 and TCP table entry

25 has the IP Address of the M340.
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Figure 9.1 SY/MAX Serial Routing Example
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NET-TO-NET Mode

The MEB3 may be connected to a SY/NET network using the NET-TO-NET mode. This
mode is used to connect the MEB3 to an RS-422 port on a CRM-510 NIM, RS-422 port
on a SY/LINK (SFI-510) PC card, Niobrara SPE4, EPES, or even MEB modules.

The following rules apply to NET-TO-NET ports:

Both ports must be set to NET-TO-NET mode. This may involve setting DIP
switches on the NIM.

Both ports must be set to the same SY/NET drop number. Set the MEB3 port to
match the NIM.

Both ports must have the same baud rate, parity, data bits, stop bits, and
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checksum. Most NIMs use BCC but the CRM-511 and 512 may be set to use
CRC-16.

The route message includes the NET-TO-NET drop number only once for the port pair.

Figure 9.2 NET-TO-NET Serial Routing Example
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Figure 9.2 NET-TO-NET Serial Routing Example show an MEB3 port 1 connected NET-
TO-NET to a CRM-510 set to node 17. This NIM is on a small “Blue Hose” SY/NET
with two other NIMs set to 18 and 19. NIMs 17 and 18 have a PLC connected to the Oxx
port with a CC-100 cable. NIM 19 has the PLC connected to port 119. The MEB3 is
connected to the 117 port so the drop number of the MEB3 port 1 must also be set to 117.
Both the NIM port and MEB3 must be set to NET-TO-NET mode.

Table 9.3: Modbus Routing Table for Ethernet Port

Index Type Route Comments
0 |OTHER NONE
MODBUS |5,1
MODBUS 5,2
MODBUS |5,3
MODBUS |54
MODBUS 5,5
MODBUS |5,6 Compact 984 PLC
MODBUS 5,7

N | NN W N

16 |MODBUS 5,16

17 |OTHER 117,17 PLC on NIM port 17
18 |OTHER 117,18 PLC on NIM port 18
19 |OTHER 117119 PLC on NIM port 119

20 |MODBUS 5,20

The Modbus/TCP Ethernet routing table shows the Modbus/TCP Index values of 17, 18,
and 19 that will allow clients to access the SY/MAX PLCs.

The Compact PCL can access any of the SY/MAX processors with MSTR routes of
5.117.17 or 5.117.18 or 5.117.119. Notice that the second drop of the MSTR route is
always 117 because it is MEB3 port 1 connected to the NIM.

Any of the SY/MAX PLCs may access devices through the MEB3 with TREAD or
TWRITE messages.

Table 9.4: SY/MAX NET-TO-NET Routes
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PLC 17 Compact 17,117,5,6
PLC 18 Compact 18,117,5,6
PLC 119 Compact 119,117,5,6
PLC 17 M340 17,117,90,25,1
PLC 18 M340 18,117,90,25,1
PLC 119 M3340 119,117,90,25,1
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SY/MAX Ethernet

The MEB3's Ethernet port may be configured to support Modbus/TCP and SY/MAX
802.3 protocols at the same time. Thus the user may bridge older SY/MAX Ethernet
enabled PLCs (Model 450 and Model 650) to Modbus/TCP, Modbus Plus, and various

serial networks.

MEB3 Manual 9 Legacy SY/MAX Operation 63



NOTE: Always check that the SY/MAX 802.3 node number is unused on the
LAN before setting the MEB3's address. SY/MAX Ethernet devices that detect
duplicate drops remove themselves from the LAN and in many cases must be
power cycled before they function again. This action may result in equipment
damage, personal injury, or death.

The SY/MAX 802.3 protocol supports up to 100 physical node addresses (0-99). Logical
Node numbers 100-199 are possible on Niobrara devices (MEB, EPES, RPC) by setting a
serial or MB+ port to “On Ethernet YES”. Node numbers above 100 also consume the
node modulo 100. For example, if the MEB3's Ethernet port is set to 55 then node 155 is
also required to be within this MEB3. Therefore serial port 1 may be set to drop 155 and
have “On Ethernet YES” configured.
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SY/MAX Routing

The MEB3 in the combination Modbus/TCP+SY/MAX Ethernet mode simply becomes
another drop in the SY/MAX route between the source and the target. Inbound Ethernet
messages include the MEB3's Ethernet port drop number as the next drop in the route.
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Figure 9.3 SY/MAX Ethernet Routing Example
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Table 9.5: SY/MAX Ethernet Routes

Source Target Route
Model 650 Compact 22,21,5,6
Model 400 Compact 112,23,21,5,6
Model 450 Compact 24.21,5,6
Model 650 M340 22,21,21,25,1
Model 400 M340 112,23,21,21,25,1
Model 450 M340 24,21,21,25,1
Compact Model 650 5.21.22
Compact Model 400 5.21.23.112
Compact Model 450 5.21.24
M340 Model 650 192.168.0.241 index 22
M340 Model 400 192.168.0.241 index 23
M340 Model 450 192.168.0.241 index 24

The outbound messages to the M340 PLC have the MEB's Ethernet drop number in the
route twice. The first entry to select the MEB, the next entry to route the message back
out the Ethernet port. The drop following the second entry is the TCP Table entry of the
M340 PLC.

The MEB3 uses the entry in the TCP routing table to decide to send the message out as
Modbus/TCP (entry not 0.0.0.0) or SY/MAX 802.3 (entry is 0.0.0.0).
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Table 9.6: Modbus Routing Table for Ethernet Port

Index Type Route Comments

0 |OTHER NONE
1 |MODBUS |5,1
2 |MODBUS |52
3 |MODBUS |53
4 |MODBUS |54
5 |MODBUS |55
6 |MODBUS |5,6 Compact 984 PLC
7 |MODBUS 5,7

21 |MODBUS 5,21

22 |OTHER 21,22 Model 650

23 |OTHER 21,23,112 Model 400

24 |OTHER 21,24 Model 450

25 |MODBUS 5,25
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Table 9.7: Ethernet TCP Routing Table

Drop = IP Address Route Description
0 1]0.0.0.0 NONE SY/MAX node 0
1 192.168.0.1 NONE Modbus/TCP
2 1192.168.0.2 NONE Modbus/TCP
3 ]192.168.0.3 NONE Modbus/TCP
20 192.168.0.20 |NONE Modbus/TCP
21 192.168.0.21 |NONE Modbus/TCP
22 10.0.0.0 NONE SY/MAX node 22
23 10.0.0.0 NONE SY/MAX node 23
24 0.0.0.0 NONE SY/MAX node 24
25 1192.168.0.25 |NONE Modbus/TCP
26 192.168.0.26 |NONE Modbus/TCP
200 ]192.168.0.200 |[NONE Modbus/TCP

PowerlLogic Serial Modes

All newer Square D PowerLogic electric meters and breaker panels communicate with
Modbus serial and Modbus/TCP Ethernet protocols. Older meters like the CM2000 and
PowerLink AS units use the SY/MAX based PLOGIC and PNIM protocols. The MEB3
supports all of these protocols plus a mixed mode called CHEVRON which allows both
PNIM and Modbus RTU devices to reside on the same daisy-chain.

Note that some PowerLogic devices only support 4-wire RS-485, some only support 2-

wire RS-485, and some may be used in either mode.

Note that some PowerLogic devices only support EVEN parity, some only support

NONE, and some support both settings.aa
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Table 9.8: Common PowerLogic Devices

Device Protocols | RS-48 | Parity Notes
Series 5
ﬁ CM100 PLOGIC 4-wire  [EVEN Must cycle power when changing
CM200 PNIM between PNIM and PLOGIC
= (CM2000 |PLOGIC 4-wire | EVEN Dynamically switches between
T PNIM NONE PNIM and PLOGIC
E38 CM3000 |Modbus 4-wire \NONE
CM4000 |RTU 2-wire |[EVEN
Modbus ODD
ASCII
PM600 PLOGIC 4-wire |[EVEN Dynamically switches between
i PNIM 2-wire NONE  |PNIM and PLOGIC
Modbus
RTU
PM700 Modbus 2-wire INONE
) pmsoo  |[RTU EVEN
Modbus ODD
ASCII
Enercept | Modbus 2-wire |[NONE
RTU
BCM Modbus 4-wire |[NONE
RTU 2-wire |[EVEN
ODD
BCPM Modbus 4-wire |[NONE
RTU 2-wire |[EVEN
ODD
PowerLink |PLOGIC 4-wire  EVEN Must cycle power when changing
AS PNIM only between PNIM and PLOGIC
PowerLink |Modbus 4-wire |[NONE
G3 RTU 2-wire |[EVEN
Modbus ODD
ASCII
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10 Hot MB+ Operation

Automatic Redundant Operation

The MEB3 features a unique operating mode called “Hot MB+" that allows two MEB3
units to operate in a fully redundant, hot-backup system. One MEB3 acts as the
“Primary” unit performing the typical serial, Ethernet, and Modbus Plus message routing
and translations, while the “Secondary” unit monitors the Primary and waits for its
chance to take over should something fail (power supply, Ethernet link, or Modbus Plus
connection). When a changeover event occurs, the Secondary unit becomes the new
Primary and assumes it's IP Address and MB+ node number, and all routing information.

Both units are configured exactly the same and online configuration changes are only
allowed on the Primary. The Secondary unit monitors the EEPROM configuration of the
Primary and if the two units are not configured exactly the same, the Secondary
automatically pulls the entire configuration from the Primary.

Requirements and Restrictions

Port 2 of both MEB3s are required to be be connected together with either 4-wire
RS-422 or RS-232 cables. This serial connection is required for automatic
configuration transfers when the Primary and Secondary miss-match. This
connection must be full-duplex 4-wire RS-422 or RS-232. 2-wire RS-485 is not
permitted.

The Primary and Secondary units require adjacent TCP/IP Addresses. For
example, if the Primary is at address 192.168.5.178, the Secondary will be at
address 192.168.5.179.

The Primary and Secondary units require adjacent MB+ drop numbers. For
example, if the Primary is at node 53, the Secondary will be at node 54.

Online modifications of the configuration are only allowed in the Primary unit.
The Secondary unit is effectively “read-only”. The Secondary unit only allows
“USER” web access (not “ADMIN”).

Modifications made in the Primary are only updated in the Secondary after a
“Store to EEPROM” operation has occurred. Future “Store to EEPROM”
operations are temporarily locked out while the Secondary is fetching the new
configuration.

The transition from Secondary to Primary is not “bumpless”. It takes about 16
seconds for the Modbus Plus chipset to restart to the Primary's address.

Modbus Plus “Proxy” operation is allowed in Hot MB+ but must be set for
“Config” at this time. This means that while in Proxy mode the Primary MEB3 is
not allowed to control Peer Cop (Specific In or Out) messages.
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SY/MAX 802.3 Ethernet operation is not supported in Hot MB+ mode at this
time.

Modbus serial slave and RNIM slave operation on Port 1 are not supported at this
time.

Modbus serial master, Chevron mode, PNIM, and RNIM master operations on
port 1 are supported in RS-485 driver modes allowing redundant access of serial
slaves from both Modbus Plus and Ethernet.

Any PLC programming connection active through the Primary will close during a
transfer from Secondary to Primary.

It is recommended that each MEB3 have it's own power supply and Ethernet
connection to an independent switch to avoid any singly point of failure.

“Primary” Unit Configuration Procedure

1.

2
3.
4

Mount one of the MEB3 units on a DIN rail. This unit will be the “Primary”.
Do not connect any serial, Ethernet, or MB+ cables at this time.
Apply power to this unit.

It is recommended to perform a Factory Reset on the unit at this time. Select
“System”, “Factory”, “Defaults” to reset the unit to a known state.

Configure this unit with the Primary IP Address, Modbus Plus drop number,
Modbus routing tables, IP tables, and serial port 1 parameters. This configuration
may be done through the front panel LCD/keypad and/or web server. Be certain
to store the configuration to EEPROM.

Connect the Ethernet and MB+ cables to the Primary unit.

Test the routing and the rest of the configuration to be sure that everything is
operating correctly.

If configuring through the front panel:

Select “System”, “Hot MB+”, “Init 1st”. This changes the system
operation to Hot MB+ mode and takes control of Port 2 for Hot MB+
interconnection.

If configuring through the web server:

Select “Admin > Hot Modbus Plus”, and select “Inititialize as First” then
“Store EEPROM”.

The “Primary” unit is now fully functional.
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“Secondary” Unit Configuration Procedure

1.

e

Mount the second MEB3 on a DIN rail This unit will be the “Secondary”.

2. Do not connect any serial, Ethernet, or MB+ cables at this time.
3.
4

Apply power to the second MEB3.

It is recommended that the unit be reset to Factory Defaults by selecting
“System”, “Factory”, “Defaults”.

From the front panel select “System”, “Hot MB+”, “Init 2nd”.
Connect a 4-wire RS-422 cable between port 2 of each MEB3. (RS-232 cabling

may also be used.). The RX and TX lights on both port 2 should be flashing

quickly.

Return to the main splash screen. The MB+ drop number should be the
Primary+1. The IP Address should be showing “Reading Config”. The
Secondary unit is fetching the entire configuration from the Primary.

When the Secondary unit is finished fetching the configuration from the Primary,
it reboots and assumes normal Hot MB+ operation.

Now connect the Ethernet and MB+ cables. The IP Address should be Primary+1.
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Example

Figure 10.1 Hot MB+ Example
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Figure 10.2 Hot MB+ Port 2 RS-422 Cable

Reasons for Automatic Switchover

Primary becomes sole station on MB+.

Primary loses Ethernet link. Both Ethernet ports must lose link on an MEB3+201
for a switchover to occur.

“Revert to Secondary” command written to Primary via Modbus communication.

Secondary unit will become Primary if port 2 communications are lost and the
Primary MB+ address is missing from the network. For example, power is
removed from the Primary.

Firmware update is completed on Primary unit.

Unequal Firmware in the two units will cause the unit with the oldest firmware to
become the Primary. This will allow the oldest unit to have its firmware to be
updated because only the Primary unit may have its firmware upgraded through
the web page. Note: Firmware updates are only permitted through the web page
while in Hot MB+. RPCLOAD updates are not allowed.

Hot MB+ Statistics and Information Registers

The Hot MB+ mode uses a number of the standard Port 2 statistical counters with new
meanings. Of particular interest are the State values in registers 2133 and 2134 and the
MEB's serial number in registers 2137 and 2138.

It may be desirable to have an HMI periodically poll the Primary MEB3 to read the state
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of the Primary and Secondary units. The serial number of the primary unit may also be
quickly determined.

4x Description Meaning
Register
2133 State of this unit's Hot MB+ 0=Startup State

1=Operating as Primary
2=Operating as Secondary
3=Becoming Secondary
4=Becoming Primary
5=OFFLINE

6=Init — waiting for command
7=Receiving config from Primary
8=Secondary, MB+ is sole station
9=Hold OFFLINE

10=Hold Sole Station

2134 State of peer unit's Hot MB+ 0=Startup State

1=Operating as Primary
2=0Operating as Secondary
3=Becoming Secondary
4=Becoming Primary
5=OFFLINE

6=Init — waiting for command
7=Receiving config from Primary
8=Secondary, MB+ is sole station
9=Hold OFFLINE

10=Hold Sole Station

255=Peer UNKNOWN

2137 Low word of this wunit's Serial|S/N 800111 would have a

Number decimal value of 13679.
2138 High word of this wunit's Serial|S/N 80111 would have a decimal
Number value of 12.

To calculate the S/N, multiply
this value by 65536 and then add
the value from register 2137.

(12 x 65536) + 13679 = 800111

Table 10.1: Hot MB+ Statistics
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Serial Number

Reading registers 2137 and 2138 from the MEB3 will provide the serial number of the
MEB3. This may very helpful for determining which physical MEB3 is the primary.
Register 2137 contains the least significant word of the serial number while 2138
contains the most significant word. To calculate the actual serial number, take the value
in 2138 and multiply it by 65536 and then add the value in 2137.

For example if R[2137] = 13751 and R[2138] = 12 then

S/N = (12 x 65536) + 13751 = 800183

Controlled Switchover

It may be desired to periodically trigger a controlled switchover between the two Hot
MB+ units.

A single Modbus write of the special value 43776 (decimal) to register 8092 in the
Primary MEB3 will trigger a “Revert to Secondary” on this unit.

When this command is sent to the Primary MEB3 in a functioning Hot MB+ system, it
will trigger a Hot-Swap. That is, the Primary becomes Secondary and Secondary
becomes Primary. This command will only take effect if the Primary “sees” the
Secondary as being online and fully functional as a standby unit. If the Primary thinks
the Secondary is not able to take over as primary, this command is ignored.
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11  Front Panel Operation

Keypad Buttons

The front panel includes five push buttons.
=) The RIGHT arrow advances to the next screen or field. In many cases, it has
the same behavior as the « key.
(= The LEFT arrow escapes to the previous screen or field. Changes are saved
when the left arrow is pressed.
T The UP arrow moves up in a list or increments a selection.

B The DOWN arrow moves down in a list or decrements a selection.

! The ENTER key accepts the values on a screen and exits to a previous screen.

LCD Screen

The MEB3 includes a high resolution LCD screen main screen to assist the user in
configuring and troubleshooting the device. Ethernet, MB+, and serial port parameters
and may be observed and modified. Statistical information is also provided through the
front panel interface.

Backlight

The LCD backlight will illuminate on any button press. The timeout for the backlight is
configured through Modbus drop 255 register 7003 and defaults to 300 seconds.

Operating Screens

Splash Screen

The main page shows the IP Address of the MEB3 and the MB+ node number and status,
and SY/MAX 8023 drop number (if enabled).

Error conditions may be displayed on the splash screen as they occur. Indications for
duplicate IP Address, duplicate SY/MAX 802.3 node, or the various Modbus Plus status
descriptions are shown.

Certain errors will flash the backlight until a key is pressed to draw attention to the
MEB3. A red LED is positioned behind the LCD and will glow red on Proxy error
conditions.
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| " Fixed IP Address
User Label MEB3
s 152.165.15241
: veiErl= SY/MAX 90
Frouw:Run )
e EL Modbus Plus
Figure 11.1: Splash Screen Node =21
Proxy PLC in RUN

Normal Operation

Possible values for the Modbus Plus Status are:

Monitor — The MEB3 is monitoring the MB+ network waiting to be asked to join
the token rotation.

Normal — The MEB3 is participating in normal token operation.

No Token — Traffic is being heard on the MB+ network but the MEB3 is not
claiming the token. Most likely a physical RS-485 transmitter problem.

Sole Sta. — The MEB3 is in “Sole Station” and is unable to pass the token to any
other nodes. It is attempting to restart the network.

Duplicate — The MEB3 has heard another node set to its address active on the
network. The MEB3 will be silent and not participate on the network until the
duplicate node is removed or its drop number is changed.

Reset — The Modbus Plus board within the MEB3 is being reset. This will happen
any time the MB+ drop number is changed and during startup.

Possible values for the Proxy Status are:

Missing — If the word “Proxy:” is not shown then the unit is in MEBII mode and
Proxy is disabled. This is the factory default mode.

Proxy:Cfg — Proxy mode is enabled but the service is in “CONFIG” mode. Global
Data and Peer Cop are disabled. Proxy routing to the target PLC (if configured) is
active.

Proxy:Run — Proxy mode is enabled. A good Modbus/TCP connection is active to
the target PLC and the target PLC is in RUN. Peer Cop and Global Data should
be active for both outputs and inputs. Proxy routing to the target PLC is active.

Proxy:Sto — Proxy mode is enabled. A good Modbus/TCP connection is active to
the target PLC and the target PLC is in STOP. Peer Cop and Global Data Inputs
are pushed to the target PLC but Outputs are not published onto Modbus Plus.
Proxy routing to the target PLC is active.

Proxy:??? — Proxy mode is enabled. A good Modbus/TCP connection is not
active to the target PLC. Peer Cop and Global Data are both disabled. Proxy
routing to the target PLC is inactive since the MEB3 cannot connect via
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Modbus/TCP.

Main Menu Screen

Pressing a key while the splash screen is displayed will move to the Main menu page. A
pointer along the left margin indicates the sub-menu to be chosen. Pressing the UP or
DOWN arrows will move the pointer. Pressing the RIGHT arrow or ENTER buttons will

select the sub-menu. Pressing the LEFT arrow will return to the splash screen page.

Pointer |

Figure 11.2: Main Menu Screen

Configuration Menu

Selecting the Config item leads to the Config menu and a choice of Comms and Display.
The Comms sub-menu moves on to Ethernet, serial port, and MB+ options while the

Main

~ MConf ig

Status
App
Info
Sustem

Display sub-menu allows the user to adjust the screen contrast.

MEB3

16.18 F
la.1a@

Froww:?r?
Hormal
ME+: 1

Main Confiyg
bContig FComms
Status Oisplaw
App Mut ing
Info
Sustem

Figure 11.3: Config Menu Screen
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Comms Menu Screen

The Comms menu allows the selection of editing the settings for the Ethernet, Serial
ports, or Modbus Plus port.

MEB= Main Config Comms
oonf ig bCorims ELhernet
Status Display Serial
1@, 1@ F App Muting Modbus=+
16. 18 Info
Sustem
FProwy: 777
Hormal
ME+: 1

Figure 11.4: Comms Menu Screen

Ethernet Configuration Menu

The Ethernet menu allows the selection of editing the settings for the IP Address, Subnet
Mask, Default Gateway, IP Source, Ethernet Protocol, port drop number, Modbus Routes,
IP Route table, and the physical Ethernet port mode settings.

MEB= Main Conf ig Comms Enet
PCont ig FCOMMS PEthernet PAddress
Status Displaw Serial Mask
18,18 F App Modbu s+ Gate
18. 1@ Info IP Source
Sustem Protocol
Orap
MEB Routes
Frowys 7?7 IF Routes
Hormal AacL
ME+: 1 Enct Maode

Figure 11.5: Ethernet Menu Screen
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IP Addr Screen

The IP Address of the MEB3 may be quickly changed using the IP Addr screen. Move
the cursor with the LEFT and RIGHT arrows and adjust the octet with the UP and
DOWN arrows. Holding the UP or DOWN key will scroll the value quickly. When the
new address is finished, press the ENTER key and a prompt for “AutoFill IP Tables?” is
presented. Select “Yes” to have the MEB3 automatically fill the TCP table with the first
3 octets of this I[P Address and the fourth octet the index value.

IF Add
IF Cfa IF Cfa IF Cfa
Press EMT Fress ENT
to apply 192, 168, to apply PI'CSS Enter 192,168,
19.18. 5. == 192. 168,

i ) 8.8 Then prompt for 1. 68
Fresets: Fresets: Preccts: AutoF]ll . P
16, .. 14, .. ~
o Tes. 192, 12, A IF Tablez?

Ho- B

Figure 11.6:1P Address Screens ;
Default 10.10.10.10

Subnet Mask Screen

The Subnet Mask of the MEB3 may be quickly changed using the Mask screen. The UP
and DOWN buttons are sued to adjust the number of bits in the mask. When the new
mask is finished, press the ENTER key and a prompt for “Auto Set Default Gate?” is
presented. Select “Yes” to have the MEB3 automatically apply the subnet mask to the IP
Address to generate most of the default gateway setting..

IP Mack IF Mask IF Mask
' Default255.0.0.0
: S Press Enter

255, By e, @ Then prompt for
a. @ N Auto Set HIIIUtFD Slet
‘ Now 255.255.255.0 ' | ( .24, DefaultGate | aaver

(8 /

- Mo R

Figure 11.7:Subnet Mask Screens
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Default Gate Screen

The Default Gateway of the MEB3 is edited just like the IP Address. The LEFT and
RIGHT buttons move the cursor while the UP and DOWN buttons are sued to adjust the
value. Press ENTER to accept the new value.

Set the Default Get to 0.0.0.0 to disable routing operation outside the local subnet.

IF Gate \ IF Gate

‘ After Auto Set ‘

192,168,

—L

1. @& 1.

 Now 192.168.1.1

Figure 11.8:Default Gate Screen

IP Source Screen

The MEB3 may have a fixed IP Address or use BOOTP or DHCP to have its IP settings
configured. The IP Source screen allows the user to configure the appropriate setting.
Use the UP and DOWN buttons to select the setting. DHCP and BOOTP typically
require the server to be configured for the MAC address of the MEB3's Ethernet
port.This MAC address is shown on the screen in hexadecimal (00:20:BD:0C:35:04).

IF Source IF Source IF Source
Fined OHCP BootF
BE: 20: BO: BEz 20: BO: BE: 20:BO:
BC: 35: 84 BC: 35: 84 Bc: 35: 84

Figure 11.9:1P Source Screen

Ethernet Protocol Screen

The Ethernet port may be configured for only Modbus/TCP or a combination of
Modbus/TCP plus SY/MAX 802.3 for support of legacy SY/MAX Ethernet devices. The
Protocol screen allows the setting of the mode.
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WARNING: Set the drop number of the Ethernet port to SY/MAX 802.3 drop
that is not present on the connected network before setting the port to
MB+SYMAX mode. Choosing a duplicate drop on the network will result in both
nodes halting SY/MAX communication which may result in equipment damage,
injury, or death.

Protocol Protocol

ME~TCP ME+ESYHAK

Figure 11.10:Ethernet Protocol Screens

Ethernet Drop Screen

The drop number of the Ethernet port defaults to 0 and rarely needs to be changed. This
drop number is used to set the SY/MAX 802.3 Ethernet node number when the Ethernet
port is set to MB+SYMAX protocol mode.

WARNING: Set the drop number of the Ethernet port to SY/MAX 802.3 drop
that is mnot present on the connected network before setting the port to
MB+SYMAX mode. Choosing a duplicate drop on the network will result in both
nodes halting SY/MAX communication which may result in equipment damage,
injury, or death.

After selecting the new drop number by pressing the Enter button, a prompt for “Auto-
Fix Routing Tables?” is presented. Selecting Yes will automatically adjust entries in the
Ethernet and serial ports 1 and 2 Modbus Routing tables. Route entries with the old drop
number as the first drop in the route will be changed so the new drop number replaces the
old value.

Eth Drp

Current:

Mews
=i
Auto—Fi#
Routing
Tables?

Ho- e

Figure 11.11:Ethernet Drop Screen
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Modbus Route Screen
The Modbus Routing table for the Ethernet port may be edited through the Modbus Route

screen.

This screen shows a single entry from the table with the index on the top line.

The cursor is moved with the left and right arrows. Values are altered with the up/down
buttons.

The enter button exits the screen when on the index field.

The enter button on the TEST field causes a test message to be sent using the route to the
target device.

—nes ’ Ind 001
' . ) Index @1 ndex =
Iig/* Down to edit Route ‘ ME Route: ‘ Up/Down to change,
to delete element / Eﬁ:%j Enter to exit screen
R, RN,
R, ) ' ) .
o . Modbus - Modbus for Modbus Target
Enter on “TEST” to B 0 g
generate test message ’ L= | OTHER for SY/MAX

Figure 11.12:Modbus Route Edit Screen

The TEST message is an opcode 03 Modbus Holding Register read of remote registers
8188. Possible results from this read are:

A valid reply is received from the target slave. The screen will show PASS along
with the decimal value of the remote register 4x8188. On older SY/MAX PLCs,
this value is the PLC model number.

A valid error reply is received from the target slave. The screen will show PASS
along with the returned error code. Possible errors are:

o Error 01 = Illegal Opcode. This means that the slave does not support
Modbus opcode 03 (Holding Register read). The slave is replying to the
test message, it just does not support the test message.

o Error 02 = Illegal register. This means that the slave does not have
Holding Register 4x8182. This is also a PASS condition, it just means that
the test message asked for a register that does not exist in the slave.

The network was unable to receive a reply from the slave. This is a FAIL
condition with the error message Downstream Timeout.

The MEB3 was unable to generate the query because the first drop in the route
was not a valid drop number of another port in the MEB3. The FAIL message
will show
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= = i ‘ Pass ‘ ‘ Fail ‘ N ceng H H [EEEW
Rx Reply Fx Reply S - Failed Rx Reply
Ualid ) . First
Rep Ly, ERROR Drop ERRDﬁ
111 Mot Down
dulg8= L L streamn
29312 o= Timeaut
Press FPress FPreszs Press
Any Key Any Key Any Key Any Key

Figure 11.13:Modbus Route Test Results Screens

IP Route Screen

The IP Routing table for the Ethernet port may be edited through the IP Route screen.
This screen shows a single entry from the table with the index on the top line. The cursor
is moved with the left and right arrows. Values are altered with the up/down buttons.

The enter button exits the screen when on the index field.

The enter button on the ZERO field causes the IP Address to be set to 0.0.0.0. This is
handy for zeroing an entry for SY/MAX 802.3 Ethernet entries.

IP
, Routes Index = 002
Up/qun to edit Address‘ lndes g2z]  Up/Down to change,
Left/Right to change field 192. 168. Enter to exit screen
BE1 . B2
ZERD
Enter on “AUTO” to - L AuTo

Auto-fill the entry ’

ZERO — press Enter to

Figure 11.14:1P Route Screen zero the entire entry

The AUTO field sets the entry to the MEB's IP Address with the last octet set to match
the index.

Ethernet Mode Screen

The Ethernet Mode screen allows the physical configuration of the Ethernet port. The
port defaults to “AUTO” mode which automatically sets itself to match the attached
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device. The possible settings are:

- AUTO

« 10BaseT — Full Duplex

- 10BaseT — Half Duplex
100BaseT — Full Duplex
100BaseT — Half Duplex

Enet Mode Enet HMode Enet Mode Enet Mode Enet Mode

Auto 1obaseT 18baseT 168baseT la8baseT
Full Dpl# Half Dplx Full Dpl# Half DOplx

Figure 11.15:Ethernet Port Mode Screens

Serial Port Menu

The Serial menu allows the selection a particular serial port to edit. Choices are Port 1
and Port 2.

MEB3 Main Conf ig Comms Serial
PCont ig FCOMMS Ethernet ot 1
Status Display bSerial Fort 2
192,168 F Rpp Modbu s+
15.38 Info
Sustem
ProxyzFun
Mormal
ME+: 12

Figure 11.16: Serial Pot Menu Screen

Port 1 Menu

Both serial port share the same menu list.
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MEB3 Main Config Comms Serial Port 1
PCont ia FComms Ethernet ot 1 PProtocol
Status Dizplay bSerial Port 2 Baud
192.168 F Rpp Modbus+ Farity
15.358 Info Data Bits
Sustem Stop Bits
O iver
Orop
Praody:Run ME Routes
Hormal
ME+: 18

Figure 11.17: Serial Pot I Menu Screen

Settings available fro the two serial ports are:

Protocol

[e]

[e]

o

o

[e]

Modbus RTU (default)

Modbus ASCII

Modbus Host (RTU with special translations)

Chevron (combination Modbus RTU master with RNIM master)
Dual Slave (combination Modbus RTU slave and SY/MAX slave)
Hot Modbus Plus (Port 2 only)

SY/MAX, NET-TO-NET, RNIM Master, RNIM Slave (legacy Square D PLC
serial protocols)

PNIM and PLOGIC (legacy PowerLOGIC protocols)
IDEC (legacy Square D Model 50 and Micro-1)
Transfer (legacy Square D PLC Hot Backup)
Peripheral, Share, Transfer (legacy Square D ASCII)
Gateway (legacy Niobrara ASCII)

Multidrop (legacy Niobrara serial network)

Baud Rate — 50, 75, 110, 134.5, 150, 300, 600, 1200, 1800, 2400, 4800, 7200,
9600 (default), 19200

Parity — EVEN (default), ODD, NONE

Data Bits — 8 (default), 7 (ASCII modes only)

Stop Bits — 1 (default), 2

Driver — RS-232 (default), RS-422, RS-485 + Bias, RS-485 - Bias
Drop — 101 (default for port 1), 102 (default for port 2)

Modbus Routes — See Modbus Route Screen on page 85
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Modbus Plus Drop Screen

The MB+ Drop edit screen shows the current MB+ drop number and allows the user to
edit the new number. Valid entries are 1-64. The MEB3 will not allow the user to select
a drop number that it already sees on the MB+ network. It will also not allow the new
drop number to be the same as either serial port drop or the Ethernet port drop.

MEBS Main Config Comms Modbu=+ ME+ Drop MEF Proxy FLC Proxy | [Proxy Stat
pConfig bComms Ethernet kDo Current:
Status Dizplav Serial Timeout 1 18 8
18.18  F| | Aep Muting pHodbus+ Prony Mew: Dizabled —" " Halted
18,18 Info PLC Addr Z5 a 1
Susten FPrody Run Auto-F ix
Routing
Tables?
Sole Sta. [Rl=ty'= <]
MB+: 1

Figure 11.18: Modbus Plus Edit Screen

Pressing the Enter button will prompt “Auto-Fix Routing Tables?” Selecting “Yes” will
cause the MEB3 to adjust the Modbus routing tables for both serial ports and the Ethernet
port to replace the first drop in a route that matches the “Current” drop with the “New”
drop.

If Proxy mode is disabled, then after the “Auto-Fix” prompt for enabling Proxy Mode.
« Disabled — MEBII mode is selected.
+ Enabled — Proxy mode is selected.

If Proxy mode is Enabled then the user is prompted for the Target PLC IP Address. This
address is edited just like the IP Address front panel screen.

The Proxy Stat page allows the user to place the Proxy Mode into “Config” or “Run”

Display Edit Screen

Main Config Contrast
PConf ig Camms
Status Oisplay .
App Cont: 265
Info
Sustem

Figure 11.19: Display Contrast Edit Screen

The Display screen allows the user to adjust the contrast value for the display. The UP
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and DOWN arrows allow the changing of the setting. The ENTER or LEFT arrows
accept the new value.

Status Menu Screens

Main Status
NR&D Confia bStats
bStatus Enet
MEBII Ao HE+
Info
18,18 Sustem
18.18
Sole Sta.
MB+: 1

Figure 11.20: Status Menu Screen

The Status menu item gives access to physical status and communication statistics for all
ports.

Stats Screen

Each port has multiple screens to give statistical counters about communication through
the port. LEFT and RIGHT arrows change between ports. UP and DOWN move between
pages for a given port. ENTER returns to the previous menu.

MEB3 Manual 11 Front Panel Operation 90



Ethernet Fort 1 Fort 1 FPort 2 Fort 2 Modbus + Maodbus +
. F .

Open Socks Ualid Pkts Bufs Used Ualid Pkts Bufs Used Fkt= Sent Unrtbl S-M
15 334 [5] 171 ] 599 5]
Framess Ta Inwalid Bufs in @ Inwalid Bufs in & Fkt=s Rowd Last Route
24575 B [5] 5] B 533 i@1,8,1,
Frames Fu Farity Last Route| |Paritu Last Route| [Unrtbl ME+ | 18

E5111 ] 181,1, [5] vl 5]
Callision Chars T+ Chars T= T# Fail

[} 14947 T&FE
Bufz Used Chars R# Chars Rx Tu Defertd

=i 2672 1368 5}

. e - .

Figure 11.21: Stats Screens

Enet Status Screen

The Enet status screen shows the current physical connection status of the Ethernet port.

Main Status Enet Phy
Confiag Stats
bS5t atus FER =t .
MEBI[ Apo HE+ Link:Up
Info .
18,18 Sustem Rate: 108
18.18 DelusFull
Sole Sta.
ME+: 1

Figure 11.22: Status Menu Screen

MB+ Status Screen

The MB+ status screen shows information about the state of the MB+ port.

Main Status MEF Status
Confiag Stats MBF State
bStatus Enet Marmal
MEBII App bHEH+ Token Cnt
Infao 297321
18,18 Systen Token Rotn
16,18 1 ms
CoPro Wer
216,83
Sole Sta.
ME+: 1

Figure 11.23: Status Menu Screen
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App Menu

The APP menu allows the user to halt the MEB3 application. This feature should only be
used when directed by Niobrara Technical Support.

Main App=s
NR&D Confia FSwitch
Status
MEB II FAPE
Info
18,18 Sustem
18.18
Sole Sta.
ME+: 1

Figure 11.24: App Menu Screen

Switch Screen

The Switch screen allows the user to HALT or RUN the MEB3 application. The MEM
PROT setting is ignored at this time and is the same as RUN.

Main Apps Switch
HR&D Config FSwitch
Status
MEBIL | paec Run
Info
18,18 Syustem
18.18
Sole Sta.
ME+: 1

Figure 11.25: Switch Screen
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Info Menu

The Info Menu provides access to various information about the MEB3 firmware and
network connections.

Main Info
NR&D Confia FMAC Add
Status Serial #
MEB ]I App Versions
bInto MF+ DOrops
18.18 Sustem EnetOrops
18. 18
Sole Sta.
ME+: 1

Figure 11.26: Info Menu Screen

MAC Address Screen

The MAC address screen shows the hardware address of the Ethernet port in
hexadecimal. This information is useful when the IP Address is set by BOOTP or DHCP.

Main Info MAC Add
HR&D Config BMAC Add
Status Serial # .
MEB]I App Uersions @@z 26: BO
Finfo MP+ Drops . .
14, 1@ System EnetOrops BC:35:01
18.18
Sole Sta.
MB+: 1

Figure 11.27: MAC Address Screen
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Serial Number Screen

This screen shows the serial number of the MEB3.

Main Info Serial #
NR&D Config MAC Add
MEB]I Status PSerial #
App Uersions
bInfo MF+ DOrops EEECEE
18,18 Syustem EnetDiops
18.18
Sole Sta.
ME+: 1

Figure 11.28: Serial Number Screen

Versions Screen
The Versions menu gives access to the MEB3 firmware, DUCM firmware, and boot

version.

Main Info Uersions
NR&D Config MAC Add
Status Serial #
MEB ]I App Mlerzions 1535?;&18
bInto MF+ Drops
18.18 Sustem EnetOrops OuUCH
18.18 225EP2818
Boot
Sole Sta. 168MARZE1E
ME+: 1

Figure 11.29: Versions Screen

MB+ Drops Screen

The MB+ drops screen shows the addresses of local MB+ nodes that are recognized by
the MEB3. This page is dynamically updated and may stretch to show more than one
screen. The UP and DOWN keys may be used to move between screens if needed.

The MB+ node of the MEB3 is highlighted.
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Main Info MB+ Dews
NR&D Config MAC Add 1 12Eges
Status Serial # 27 35
MEB ]I App Versions
bInto P+ DOrops
18.18 Sustem EnetOrops
18.18
Sole Sta.
ME+: 1

Figure 11.30: MB+ Drops Screen

Enet Drops Screen

The Enet drops screen will show the SY/MAX 802.3 drops accessible to the MEB3. This
page may extend beyond a single screen and the UP and DOWN buttons are used to
move between screens.

Any drop numbers local the MEB3 are highlighted. This includes the Ethernet port and
any other port with “ON ETHERNET” set to YES.

Hain Info EMET Dews
HR&D Confiag MAC Add @12 4
Status Serial # E 211 15
MEB]I App Uersions 221 22 25
rInfo MP+ Drops 24 25 EE 7@
18.18 Sustem FEM et Orops P
18.18
Sole Sta.
MB+: 1

Figure 11.31: SY/MAX Ethernet Drops Screen
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System Menu

The System menu provides access to the front panel password, reboot, and reset to
factory defaults.

Reboot Screen

This screen allows the user to force a hardware reboot of the MEB3 without physically
removing the power.

Main System
NR&D Config FReboot
Status Factory
MEB ]I App Fassword
Info
18.18 bSystemn
18.18
Sole Sta.
MB+: 1

Figure 11.32: Reboot Screen

Factory Defaults Screen

The Factory screen allows the user to quickly reset the MEB3 to factory defaults. The
reset process also includes a reboot. Selecting “NO” will return to the previous menu
without altering the current setup.

Main RESET?
NR&D Confia HO
Status PO=faults
MEB I App
Info
18.18 bSystem
18.18
Sole Sta.
MB+: 1

Figure 11.33: Factory Defaults Screen
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Password Screen

The MEB3 may have a password enabled to limit front panel operation. The password is
a four digit number (0000-9999) that must be entered before settings are altered. Once
the password is entered, it settings may be altered until a reboot or the backlight timeout

occurs.

Setting the password to 0000 disables the feature.

Main Password
MNR&D >
Config Min: @
Status :
MEB]I ACo Man: 9233
Info
18,18 Poustem
18.18
PR91
Sole Sta.
ME+: 1

Figure 11.34: Password Screen
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12 Recommended Cables

RS-232 Cables

MM1 (PC to MEB3)

The Niobrara MM1 cable may be used to connect the MEB3 RS-232 port to a standard
PC 9-pin male port. The pinout is shown in Figure 12.1.: MM1 Serial Cable.

Figure 12.1.: MM1 Serial Cable

RJ-45 Connection PC Serial Port Pin
1 1
2 2
3 3
4 4
5 5 ]
6 6
;o :
; s
9

MM2 (Modicon PLC to MEB3)

The Niobrara MM?2 cable may be used to connect the MEB3 RS-232 port to a standard
Modicon 9-pin female PLC programming port. These ports are common on the Quantum
PLC, Compact 984, 984, BM85 Bridge Mux, and other older Modicon products. This is
the same cable as the MM1 with a male 9-pin connector. The pinout is shown in Figure
12.2.: MM2 Serial Cable.
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Figure 12.2.: MM?2 Serial Cable

RJ-45 Connection Modicon PLC Serial Port Pin
1 1
2 2
3 3
4 4
5 5 ]
6 6
7 j 7
; s
9

MM3 (MEB3 to emulate a 9-pin PC port)

The Niobrara MM3 cable may be used to make the MEB3 RS-232 port appear as a
standard PC 9-pin male port. This cable is often used along with an MM1 cable to
connect two RJ-485 RS-232 ports together such as an MEB3 to a newer Compact 984
PLC. The pinout is shown in Figure 12.3.: MM3 Serial Cable.

Figure 12.3.: MM3 Serial Cable

RJ-45 Connection PC Serial Port Pin
1 1
2 2
3 — X 3
4 4
5 5 ]
6 6
7 — 7
8 8
9
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RS-485 Cables

MU7 (MEB3 to SY/MAX)

The Niobrara MU?7 cable is used to connect the RS-485 port of the MEB3 to a standard
SY/MAX DB9 female port. This cable is normally used to connect the MEBI directly to
a SY/MAX PLC or NIM module.

NOTE: The MEB3 port driver mode is normally set to RS422 when connected to a
SY/MAX serial port.

Figure 12.4.: MU?7 Serial Cable

Phoenix 5-pin Connection SY/MAX Port
TX() x \ / 1 TX-
TX(-) m TX+
oy X\ o
RX(-) 4 RX+
Shield 5

o
[,

Driver Mode: RS-422

MEB3 Master to 4-wire RS-485 Slaves

The MEB3 may be used to be a master on a 4-wire RS-485 network. An example of this
network is a string of PowerLogic meters attached to the MEB3.

An external terminator should be used at the last slave across its RX pair. Normally, this
is a 120 ohm resistor or the PowerLogic MCT-485.

The Driver Mode for the MEB3 port should be set to RS-422. This mode enables the
transmitter of the port at all times to bias the receivers of all of the slaves. This mode
also enables the internal termination and bias of the MEB3's receiver.

Belden 8723 or equivalent is recommended for this type of network.

The shield wire should only be grounded at one location - usually at the master. A simple
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method of grounding the shield is to connect the Shield terminal of the MEB's RS-485
connector to the Earth Ground terminal of the MEB3's power supply connector.

Figure 12.5.: 4-wire RS-485 Master

Phoenix 5-pin Slave A Slave B Slave C
Connection
TX(+) RX(+) RX(+) RX(+)
TX(-) DOC RX(-) }C RX(-) DOG RX(-)
RX(+) a TX(+) N TX(+) N TX(+)
RX(-) TX(-) TX() TX()
Shield ——— Shield ——— Shield ————  Shield
Driver Mode: RS-422 Terminator only on
(term and bias enabled) last slave

MEB3 to 2-wire RS-485

The MEB3 may be used as a master or slave on a 2-wire RS-485 network. An example
of this network is a string of 2-wire RS-485 PowerLogic meters attached to the MEB3.

The MEB3 must have the TX(+) and RX(+) lines jumpered together to make the (+)
connection on a 2-wire network. The TX(-) and RX(-) lines must also be jumpered
together to connect to the (-) line.

Terminator should be used at the last slave on each end of the daisy-chain. Normally, this
is a 120 ohm resistor.

Bias should only be enabled on one device of the 2-wire network. Typically, the bias is
enabled at the Master device since it is required to be active on the network.

If the MEB3 is the Master of the network, then it should be located at one end of the
daisy-chain and the Driver Mode should be set to RS485+Bias. The RS845+Bias mode
enables the internal bias and termination resistors.

NOTE: RS485+Bias mode always enables both the internal termination and bias
resistors. If another device on the 2-wire network is providing the bias then the
MEB3 port must be set for RS485-Bias and an external termination resistor must
be used.

Belden 9841 or equivalent is recommended for this type of network.

The shield wire should only be grounded at one location - usually at the master. A simple
method of grounding the shield is to connect the Shield terminal of the MEB's RS-485
connector to the Earth Ground terminal of the MEB3's power supply connector.
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Figure 12.6.: 2-wire RS-485 Network with internal Bias

Phoenix 5-pin Node A Node B Node C
Connection
TX(+) ) RX(+) RX(+)
s v}
TX(-) ) RX(-) RX(-)
RX(+)
RX(-)
Shield Shield Shield Shield
Driver Mode: Terminator on last
RS485+Bias slave
Figure 12.7.: 2-wire RS-485 Network without internal Bias
Node A Phoenix 5-pin Node B Node C
Connection
RX(+) TX(+) RX(+) RX(+)
RX(-) TX(-) RX(-) + RX(-)
RX(+)
RX(-)
Shield Shield Shield Shield
Terminator on last Driver Mode: Bias on some slave, Terminator on last
slave RS485-Bias could be same as slave
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13 Web Server

The MEB3 uses a built-in Web server for remote configuration over the Ethernet
network. This Web server requires the use of Javascript.

First Access

In order to comply with California SB 327, the MEB3 applies a unique password to web
access each time the module is reset to factory defaults. The user may access the
password via the front panel. Use the arrow keys to navigate to Main > System >
Password. The screen will look similar to the screen below:

Figure 13.1: Web Interface default password

Main Sustem Temp Pass
Ennfig Reboot
tatus Factory
App Enet Test ?267-2795
Info Wi . .
FSustem ME Cfa This will
Hot ME+ be uzed to
Lok connect to
WP assword Wil seger
ACL Dsabl
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For additional security, the web interface is disabled by default. To enable, navigate to
Main > System > WWW, then the UP or DOWN arrow key to change it to “Enabled.”

Figure 13.2: Enable WWW

Main System Ly L
gnnFig Reboot
tatus Factory .
App Enet Test Dizabled Enabled
Info I
BoEustemn ME Cfa
Hot ME+
Lock
Fassword
ACL D=sabl

Note: If the user sets the IP address from the front panel before connecting to a network,
the MEB3 will first ask if the user wants to autofill the TCP table, and will then ask if the
web interface should be enabled. This eliminates the extra steps of also having to repeat
the process above.

Login

After retrieving the default password, open a browser and navigate to the IP address that
has been assigned to the MEB3. The page should appear as below:
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= O X

N NR&D x +
< C A Notsecure | 206.223.51.154/auth/ Guest
NR&D MEBII
[tate |

Set Password

Incorrect Password

Temporary Password: [seesees
Submit

[ MEBII-X 16 APR2020 ] - Build #4505
Copvright 2011-2020
Niobrara Research and Development Corporation

Figure 13.3: First Login Screen

Enter the password, then click Submit. Remember to include the dash in the password.
The following page will result:
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= O

L NR&D x 4+
& C (@ Notsecure | 206.223.51.154/FF1B9DBE/admin/pass... Guest
||Comm: Ok ”
Configure Passwords
Home
Admin
Set Passwords MEBII provides two user access levels; 'admin’ user 15
Backup allowed to make ANY modifications available through
Bestore the web interface, whereas 'user’ 1s only allowed to access
Hot Modbus Plus pages, without being permitted to make any changes.
Update Firmware
Reset Enter Temporary
_ Password
Logout [admun] New ADMIN Password

Repeat ADMIN Password
Set ADMIN Password ¢
New USER Password

Repeat USER Password
Set USER Password ¥

Submit

[ MEBII-X 16APR2020 ] - Build #4305
Copvright 2011-2020
Niobrara Research and Development Corporation

Figure 13.4: Create Passwords Screen

The MEB3 Web server supports two user access levels: “User” and “Admin”. These
usernames are not changeable and are not case sensitive. “User” provides read-only
access to view the configuration of the MEB3. “Admin” provides full configuration edit
capabilities as well as backup/restore and firmware upgrade. Create passwords for these
levels, and store them. The passwords cannot be retrieved from the MEB3 by any
method. Once the passwords have been set, the screen will show as below:
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= ad >

M NR&D x  +
& C (D Notsecure | 206.223.51.154/FF1BSDEE/admin/pass... Guest
“Comm: Ok ||
e User and Admin Password
Admin
Set Passwords ChangEd.
Backup
Restore These new settings are not vet stored to EEPROM;
Hot Modbus Plus remember to store them (by clicking link at left) to make
Update Firmware the changes permanent.
Reset
Remember also to record the passwords, in case they are
Logout [admin] forgotten.
Store to EEPROM [ MEBII-X 16APR2020 ] - Build #4303

Copvright 2011-2020
Niobrara Research and Development Corporation

Figure 13.5: Create Passwords Screen

Once these passwords have been configured, every subsequent login to the MEB3 will be
as follows.
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Figure 13.6 shows the Login page. Enter the appropriate username and password to gain
access to the MEB3.

If the “User” account is used and the operator attempts to modify a setting in the MEB3,
a pop-up notification will appear to announce that modifications are not allowed for this

user level. (See Figure 13.7)

@) NR&D - Moxzilla Firefox R
File Edit Niew History Bookmarks Tools Help

I NR&D |T|

€ @ 10101010/auth/ c | |24 Google Pl & =~

NR&D MEBII

Ldle ‘

Login to access

Username: admin

Password: eesese

Copyright 2012

Niobrara Research and Development Corporation

Figure 13.6: Login Screen
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‘ MEBI Configuration and Diagnostics - Mozilla Firefox
File Edit View History Bookmarks Tools Help
. MEBI Confi '

MEE

( @ 1010.10.10/FE975374/page/ canfig/ethernet/MBRoute v | |89~ Googte
pag g 7 =¥~ Goog

[E=SEE=)

User Mot Authorized to Modify Settings

(-

F iéure 13.7 “User” attempting"to modify settings
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Home
Figure 13.8: Home
AJAX
Comms Status Configuration and Diagnostics - Mozilla Firefox l =HEC é]

= gait View History Bookmarks Tools Help

;B MEBT Configuration and Diagnostics > |I\I NR&D | aF |

HEE

& @ 192168.1.14/FF238994/ ¢ | |- Google Pl @ =~

ome

Configuration
Statistics
Tools
Admin

MEBII Configuration and diagnostics tool
Revision MEBII-X 07JAN2012 ' Build number 1969

N Copyright 2012
: Niobrara Research and Development Corporation

Login User ID

A J

The typical web page includes an AJAX status box showing the state of the Javascript
communication between the browser and the MEB3. The background of this box turns
red when comm errors are occurring.

The menu tree may has the following branches: Home, Configuration, Tools, and Admin.

NOTE: Admin is not present when logged in as “user”.

Configuration

The Configuration menu provides access to the settings for Ethernet, Port 1, Port 2, and
Modbus Plus.

Ethernet

There are pages for setting the IP Address, Ethernet Protocol, IP Security, Modbus
Routing, TCP Client Routing, and I/O Scanner.
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IP Settings
The IP Settings page allows the Admin to select the IP Parameters for the module.

-

v I NR&D x  + (] X
<« C [ A Notsecure  192.168.15.241/FFOC465D/admin/config/ethernet/IP Q S & O = e
NR&D MEB3 - Test Lab
HComm: Ok H
Ethernet IP Settings
Home
Configuration Configure the MEB3's IP settings, or configure it to get the settings
Ethernet from DHCP or BootP server.
IP Settings
Port Params :
Security IP Settings ‘
MB Routing IP Source
TCP Routing
RIS IP Address 192 [168 |15 |241 |
Stats Subnet Mask 255 255  |255 |0 |
Port 1
Port 2 Default Gate 192 188 |15 |1 |
W Enet 1 Speed/Duplex
FLL Froxy
Statistics
Tools
Admin
_ [ MEB3 02JAN2024 ] - Build #7878
Logout [admin] Copyright 2011-2024

Niobrara Research and Development Corporation

Ethernet Port Parameters

This page allows the Admin to configure the MEB3 to operate in Modbus/TCP or
SY/MAX+Modbus/TCP mode and set the SY/MAX 802.3 drop number.
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v I Testlab - MEB3 Configuration X + — (]} X

&« C M A\ Notsecure  192.168.15.241/FFOC465D/page/config/ethernet aQ W S e O = e
NR&D MEB3 - Test Lab
HComm: Ok H System Ethernet Port 1 Port 2 Modbus Plus
Drops 90 101|102 |21
Home
Configuration .
Ethernet Ethernet Configuration
IP Settings Parameter Setting
Port Params TP Address 192.168.15.241
Security.
MB Routing IP Mask 255.255.255.0
TCP Routing Default Gate 192.168.15.1
IO Scanner IP Source Fixed
Stats
Port 1 Enet 1 Speed/Duplex |Auto
Port 2 Protocol [Modbus/TCP & SY/ENET v
Modbus Plus D [90 ]
PLC Proxy rop
Statistics Buffer Limit [32 ]
Tools
Admin TCP Backoff (cs) 100 |
Inbound Timeout (cs) [11 00 ]
Logout [admin)] Outbound Timeout (cs)| 1000 ]
Quiet Timeout (s) 600 ]
Ethernet Framing DIX/Ethernet 1T
IMAC Address 100-20-BD-0C-41-AC |
[ MEB3 02JAN2024 ] - Build #7878
Copyright 2011-2024
Niobrara Research and Development Corporation
Security

The Security page allows the user to configure the inbound access control list, or ACL.
The ACL is a list of up to 256 rules that the MEB3 uses to determine if a new incoming
TCP connection will be allowed at the time of its request. This list allows the user to
allow certain IP addresses or groups of addresses. The rules use an IP address and a mask
to create a list of connections that will be allowed. The user can also at any time disable
a rule. This will usually result in blocking connection requests from the IP addresses in
that rule.

The figure below shows all the default entries, plus one added for reference. The first
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two entries (0 and 1) are controlled by the front panel. When a user chooses the “ACL
Dsabl” from the front panel, these entries are set to “Accept TCP” for 15 minutes, and
will temporarily allow a connection on any port from any IP address.

The next two entries (2 and 3) may be controlled from the front panel or the web
interface. If enabled, they allow connections from any IP address at the specified port.

Entries 4 and 5 use the MEB3's IP address and subnet mask to create rules that would
allow connections from any IP address within the MEB3's subnet.

Entry 6 has been created as an example. This rule as shown will allow connections on
any device from subnet 192.168.10.x for Port 502 only.

Entry 7 has been created as another example. This rule will allow port 80 (web)
connections from only node 192.168.10.17 and any node on subnet 192.168.15.x (entry
5).

Entry 255 is a fixed entry that blocks all connections on all TCP ports that are not
specifically allowed by the active rules above it.

v M, Testlab- ME83 Configuration X + - 0o x
<« C @R A Notseure 192.168.15.241/FFOC465D/page/config/ethemet/Security Q% S D ¥O
NR&D MEB3 - Test Lab
This page provides access rules for TCP connections based on client IP address. Rules are tested in sequential order during connection
establishment.
Home
Configuration Inbound Ethernet Access Control List
%_ Index (Port Peer IP Address 1P Mask Action Info
1t A 3
P 0 |MbTCP(502) |0.0.0.0 0.0.0.0 Inactive Front panel 'ACL Disable'
Security, 1 WWW(80) 0.0.0.0 0.0.0.0 Inactive Front panel 'ACL Disable'
MB Routing 2 |[MbTCP502) [0.0.0.0 0.0.0.0 Inactive v || Allows Modbus/TCP from ANY client
TCP Routi
outin,
e 3 |Wwww@©o)  [0.0.00 0.0.0.0 Inactive || Allows WWW from ANY client
Stats 4 MbTCP(502) [192.168.15.241 255.255.255.0 'Accept TCP v || Allows Modbus/TCP from clients on subnet
% 5 WWW(80) 192.168.15.241 255.255.255.0 Accept TCP v || Allows Modbus/TCP from clients on subnet
Modbus Plus 6  |MbTCP(502) v ||[192.168.10.17 255.255.255.0 'Accept TCP v || User defined rule
StI;[IISCﬁi’SmXX 7 [www(80) v ||[192.168.10.17 |255.256.255.255 Accept TCP v ||User defined rule
Tools 255 |Any port(0) 0.0.0.0 0.0.0.0 Reject TCP  |Reject any client not matched above
Admin
Add ACL Entry
Logout [admin
[ MEB3 02JAN2024 ] - Build #7878
Store to EEPROM Copyright 2011-2024
Niobrara Research and Development Corporation

Modbus Routing for Ethernet Port

The Ethernet port has 253 entries in its Modbus Routing table. The Route typically
consists of the drop number of the outbound MEB3 port followed by any additional drops
needed to reach the target.

Each entry includes a “Mode” setting that can alter the incoming message including
offsetting the target memory locations.
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Other (Non-Priority SY/MAX) — Modbus messages are translated into Non-
Priorty SY/MAX messages.

Modbus Pass-Through — Modbus messages are not altered.

SY/MAX Priority — Modbus messages are translated into Priority SY/MAX
messages.

Modbus Remap (Input Regs to Holding Regs) — Modbus Function Code 04
(Analog Input Read) messages are translated into Function Code 03 (Holding
Register Read). No register offsets are applied. All other Function Codes are
passed-through.

Modbus Remap (3x reads access 4x, 1x reads 0x) — Modbus Function Code 04
(Analog Input Read) messages are translated into Function Code 03 (Holding
Register Read). Function Code 02 (Binary Input) messages are translated into
Function Code 01 (Coils). No register offsets are applied. All other Function
Codes are passed-through.

Modbus Remap (3x reads access 4x, 1x reads 0x) with offset — Modbus Function
Code 04 (Read) messages are translated into Function Code 03 (Holding Register
Read). Function Code 02 (Binary Input) messages are translated into Function
Code 01 (Coils). Each address space may have its own offset configured.

o FC 01 (Read Coils) 0x Offset is added to the starting coil.

o FC 02 (Read Discrete Inputs) 1x Offset is added to the starting coil and the FC
is changed to O1.

o FC 03 (Read Holding Registers) 4x Offset is added to the starting register.

o FC 04 (Read Input Registers) 3x Offset is added to the starting register and the
FC is changed to 03.

o FC 05 (Write Single Coil) 0x Offset is added to the coil.

o FC 06 (Write Single Register) 4x Offset is added to the register.

o FC 15 (Write Multiple Coils) 0x Offset is added to the starting coil.

o FC 16 (Write Multiple Register) 4x Offset is added to the starting register.
o FC 22 (Mask Write Single Register) 4x Offset is added to the register.

o FC 23 (Read/Write Registers) 4x Offset is added to the read and write starting
registers.

Modbus Pass-Through with offset - Each address space may have its own offset
configured.

o FC 01 (Read Coils) 0x Offset is added to the starting coil.
o FC 02 (Read Discrete Inputs) 1x Offset is added to the starting coil.
o FC 03 (Read Holding Registers) 4x Offset is added to the starting register.
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o FC 04 (Read Input Registers) 3x Offset is added to the starting register.

o FC 05 (Write Single Coil) Ox Offset is added to the coil.

o FC 06 (Write Single Register) 4x Offset is added to the register.

o FC 15 (Write Multiple Coils) Ox Offset is added to the starting coil.

o FC 16 (Write Multiple Register) 4x Offset is added to the starting register.
o FC 22 (Mask Write Single Register) 4x Offset is added to the register.

o FC 23 (Read/Write Registers) 4x Offset is added to the read and write starting
registers.

NOTE: Entries with no route will allow that index to access the MEB3's internal
registers.

NOTE: Entries with the first drop in the route that does not match a drop number of any
port on the MEB3 will access the MEB3's internal registers.

NOTE: Using the Ethernet port's drop number as the first drop in the route will cause the
message to be routed back out the Ethernet port. This feature allows the MEB3 to
translate between Modbus/TCP and SY/MAX 802.3 Ethernet.

NOTE: Index 254 is reserved for FC 101 and FC 102 which are Niobrara special route
messages.

x4 = @

€ C @ A Notseure 192.168.15.241/FAEOD1C8/page/config/ethernet/MBRoute Qa#x S0 O :

NR&D MEB3 - Test Lab

(Comm: Ok This table converts the drop/address on an inbound Modbus message to a full route. The first drop in the route provided here should be the drop number of
the port out of which the message will be routed.
Home
Configuration systemHEthemetHPon il ‘Port 2”M0dbus Plus‘
Ethernet Drops (90 [101 [102 |21 |
IP Settings
ls’ce)glfgams Modbus Routing for Ethernet
MB Routing Index Mode Route ‘4x Offset  |3x Offset | 1x Offset ‘Ox Offset
ICP Routing 0 | Other (SY/MAX Non-Priority) « |[[None @ 1o o 1o ]
IO Scanner
Stats 1 | Modbus Pass-Through vl[21.1 [0 [0 l[o | [0 ]
Eort1 2 |[Modbus Pass-Through vl[212 0 0 [I[o 0
Port2
Modbus Plus 3 |[Modbus Pass-Through v[213 0 0 [ [[o 0
ELC Proxy 4 | Modbus Pass-Through vl[214 0 0 e 0
Statistics
Tools 5 | Modbus Pass-Through vil215 [0 0 l[o | [0 ]
S 6 | Modbus Pass-Through vl|216 [o [0 [|[0 [0 |
Logout [admin] 7 |[Modbus Pass-Through V217 0 0 ilo [0 |
Other (SY/MAX Non-Priority)
3 ~ 218 0 0 1o e ]
Store to EEPROM e Modbus Pass-Through
9 Jsvmmx Priority EE 0 ]LI |

Figure 13.9: Offset Example shows routing table entries that use offsets. Entries 20 and
21 have the route of 90,20 which point the client back out the Ethernet port to an M580
CPU. Entries 22 and 23 have the route 21,22 which point to a Quantum CPU on Modbus
Plus.

The M580 CPU is 0-based while the Quantum is 1-based. So if a 1-based client uses the
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yellow entries (20 and 22) it would access the same registers and coils as a 0-based client
using the blue entries (21 and 22).

17 Modbus Pass-Through v ““21 17 H“O ”HO ”HO ”HO |
18 |/ Modbus Pass-Through vi[2118 ] o Com— | o— —
19 | Modbus Pass-Through v \H‘ng H ‘ g o

20 Modbus Pass-Through with offset v \H‘ 90,20 H“1 ”H1 ”H1 ”“1 |
21 Modbus Pass-Through hd \H\QO,ZO H 0 HO—I IO—H |°—|
29, Modbus Pass-Through v \H‘m 22 H 0 0 Y
123 Modbus Pass-Through with offset v |H‘21 22 H 1 1 1

24 Modbus Pass-Through v \H‘ 1,24 ‘

25 |[Modbus Pass-Through v|[21,25 o ﬂﬂo ﬂﬂo ﬂﬂo |

Figure 13.9: Offset Example

TCP Routing Table

The TCP Routing table is used for Modbus/TCP Client operation. Messages routed to the
Ethernet port are inspected for the next drop number in the route. That drop number
points to the entry in this table for that target IP Address. If there are additional drops in
the route then the next drop will be the Destination Index for the client Modbus/TCP
message otherwise the “Downstream Drop” is used for the Destination Index.

NOTE: SY/MAX 802.3 Ethernet client operation is selected by setting the drop number
IP Address to 0.0.0.0.

MEB3 Manual 13 Web Server 118



~ I - MEB3 Configuration and Diac X + = [} X
< C @ A Notsecure 192.168.15.241/FFOF9223/page/config/ethernet/TCPRoute @ S ® O e
HComm: Ok H The following table converts a drop in the route of an outbound message to a target

IP address. If the selcted entry is set to 0.0.0.0, the message will be routed as a
Home SY/ENET message if the protocol is enabled. If the IP address selector is the final
mgurati - drop in the route, 'Downstream Drop' from the table will be used for the next drop.
Ethernet . . . . . o
IP Settings Pressing this button will write EVERY usable entry in this table
e Daans according to the current IP address, matching the 4th octet to the entry's index.
Security
MB Routing TCP Routing Table
ICP Routing Drop IP Address Downstream Drop
10 Scanner
Stats 0 0000 o l
Lot 1 0000 o |
Port 2
Modbus Plus 2 iO-O-O-O ] IO I
Statistics 3 [0_00_0 ] IO l
Tools
Admin 4 0.0.0.0 0
: 5 0.0.0.0 0
Logout [admin]
6 0000 llo |
Store to EEPROM 7 [0.0.0.0 ] IO l
8 0000 llo |

The “Auto-Fill IP Table” button is used to apply the MEB3’s E1 IP Address matching the
4™ octet to the entry’s index.
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v I -MEB3 Configuration and Diac X+ = [} X
< C @ A Notsecure 192.168.15.241/FFOF9223/page/config/ethernet/TCPRoute Q v © & O (<]
HComm: Ok H The following table converts a drop in the route of an outbound message to a target

IP address. If the selcted entry is set to 0.0.0.0, the message will be routed as a
Home SY/ENET message if the protocol is enabled. If the IP address selector is the final
mgur ation drop in the route, 'Downstream Drop' from the table will be used for the next drop.
Ethernet . . . . . L
IP Settings Pressing this button will write EVERY usable entry in this table
e Daans according to the current IP address, matching the 4th octet to the entry's index.
Security
MB Routing TCP Routing Table
ICP Routing Drop IP Address Downstream Drop
10 Scanner
Stais 0 192.168.15.0 llo |
Lot 1 |[192.168.15.1 o |
Port 2
Modbus Plus 2 192.168.15.2 llo |
Statistics 3 |[192.168.153 o |
Tools
Adhman 4 192.168.15.4 0
: 5 192.168.15.5 0
Logout [admin]
6 | 192.168.15.6 llo |
Store to EEPROM 7 |[192.168.15.7 [0 ]
8 192.168.15.8 llo |

1/O Scanner

The MEB3 includes a Modbus/TCP 1/O Scanner. This scanner allows automatic Read,
Write, and Read+Write time based messages to be generated between the MEB3 and up
to 128 Modbus TCP servers. 1/0 Scanner Read and Write Master Address operates on the
Mailbox registers (1-2048) in the MEB3's internal registers. The Modbus Plus Proxy
Mode determines the operation of the I/O Scanner.

« If the Modbus Plus Mode is set to MEBII then the I/O Scanner will send Reads
and Writes as long as it is enabled.

- If the Modbus Plus Mode is set to PROXY then the I/O Scanner Reads and Writes
will only operate when the Target PLC is connected and the PLC is in RUN.

Entries Per Socket

The “Entries Per Socket” defines the number of entries targeting the same IP Address that
are multi-threaded on a single socket. For example if 6 entries are targeting the same
remote [P Address and the “Entries Per Socket” is set to 4 then two sockets will be
opened to the remote target.
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Health Block

The “Health Block Start Address” sets the MEB3 mailbox register where the 8 words of
health bits for the /O Scanner starts. A Start Address = 0 disables the health block.
Each entry in the I/O Scanner has a health bit in these 8 words. Entry 1°s health bit will
be the Most Significant bit of the first word of the health block. Entry 128’s health bit
will be the Least Significant bit of the eighth word of the health block.

The “Health Block Register Space” is ignored. The Start Address is always in the 4x
Mailbox Registers.

(@ MEBI Configuration and Diagnostics - Mozilla Firefox = | 5
File Edit View History Bookmarks Tools Help
| L, MeBH Configuration and Diagnostics | + |
& 192.168.1 14/FAC29522/page/config/ethemet/I0Scan e | |29 - Google FAE
[Comm: Ok | Modbus/TCP /O Scanner Configuration
Parameter Setting
o Ethernet [0 S i
Confizuration ernet [/ canner Disabled ~
Ethernet Entries Per Socket 4
IP Settis
e Health Block Start Address 0
Port Params
MB Routing Health Block Register Space %W -
Ll Diagnostic Block Disabled ~
10 Scanner
Stats Diagnostic Block Start Address 1]
Port 1 Diagnostic Block Register Space || 4x/ %MW -
Port 2
Modbus Plus 1/0 Disable Block Disabled ~
Statistics 1O Disable Block Start Address | 0
Tools
fh 1/O Disable Block Register Space | 4x/ %MW -
Logout [admin] Read Write
Health Timeout Scan
Entry TP Add U P Rate(ms)  [Mostr  |Slve | |Fold!  |Master |Slave -
Addr Addr O |Zero Addr Addr ous
1 0000 o o o 1 1 0 Hold ~ 1 1 o
2 0.000 0 0 0 1 1 0 Hold = 1 1 o
3 0.0.00 o 0 0 1 1 0 Hold - 1 1 0
4 0.0.00 0 0 0 1 1 0 Hold - 1 1 0 i

The “I/O Disable Block™ is an optional 8 word block with one bit per entry that allows an
individual entry to be disabled when set. The Start Address is the Maibox 4x register in
the MEB3. The Register Space setting is ignored.
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Serial Ports

Port Parameters

The Port Parameters page will show the settings for a given serial port. Various protocol
modes have different settings that may be displayed. Changing the protocol mode will
prompt the “Admin” to “Apply typical settings” for the new mode. Selecting “OK” will
change many of the settings to match the normal usage of the new mode.
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v }1{“ - MEB2 Configuration and Diac X ar — O X

< C M A Notsecure 192.168.15.241/FOCAOCB9/page/config/port1/port @ S ® O = e
NR&D MEB3 -
‘Commz Ok ‘ System‘EthernetHPort IHPort ZHModbus Plus‘
Drops ‘90 HlOl H102 Hl ‘
Home
%ﬁw ‘ Serial Port 1 Cfmﬁguraﬁon ‘
Port 1 ‘Parameter HSettmg ‘
Port Params Protocol |[Modbus RTU v | |
MB Routing
Auto Scan Drop 101 |
Stats ‘On Ethernet H ‘
Port 2
N?odbus Plus ‘Baud H ‘
PLC Proxy ‘Parity H ‘
Statistics Data Bits
el Stop Bits
Buffer Limit I 16 ]
Logout [admin Driver Mode |RS-232 v

Reply Timeout (cs) | 100 ]

Auto Transfer

Transfer Interval (cs) I 100

|
Transfer Route 'None ]
Read Count 0 ]
Read From | 128 ]
Read To 0 ]
Write Count 0 ]
Write To |O ]
Write From I 10 ]

[ MER2 02 TAN?024 1 - Ruild #7878 2

Serial Port Modbus Routing Table

Each serial port includes its own 253 entry look-up table for Modbus Slave operation.
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The first drop in the Route field is the drop number of the outbound MEB3 port. Just like
the Ethernet port, this table supports Mode will protocol changes and offsets.

v L. -MEB3 Configuration and Disc, X+ = & %
<« G @ A Notsecure 192.168.15241/EFC08926/page/config/port1/MBRoute ax SO ¥O:
NR&D MEB3 -
This table converts the drop/address on an inbound Modbus message to a full route. The first drop in the route provided here should be the drop
number of the port out of which the message will be routed.
Home
Configuration System [Ethernet[Port 1 [Port 2[Modbus Plus”
Ethernet Drops oo [101 [102 |1 |
Port |
11:/?1131 l}:gl;?:lsg Modbus Routing for Port 1
Auto Scan Index | Mode Route 4x Offset  |3x Offset |1x Offset  |0x Offset
P% 1 | Modbus Pass-Through <11 Ie I[fe II[e e ]
Modbus Plus 2 Modbus Pass-Through vl|[1.2 [0 [0 o o |
St};%scﬁfs“’xy- 3 Modbus Pass-Through MIEE lo 0 [o 0
@—- 4 Modbus Pass-Through v [1,4 H ICI D D D
Admin 5 | Modbus Pass-Through v o o |
Logout [admin] 6 Modbus Pass-Through vl1.6 ||[o 0 0 0
7 Modbus Pass-Through vl|[.7 o Jo 1 I |
8 Modbus Pass-Throuah vl lIfo lllo 1o 1o 1

Serial Port Auto Scan

Each serial port may be configured to automatically poll attached slave(s) on a timed
interval. This table provides the configuration for each of the 48 possible entries.

NOTE: The Auto Scan Table for port 2 is disabled when the MEB3 is in Hot Modbus
Plus operation.

NOTE: Port 2 Auto Scan may be used to generate read/write messages onto MB+ by
entering the MB+ port drop number as the first entry in the Route field.

v I, -MEB3 Configuration and Diac X + = (m] X
<« C @ A Notsecure 192.168.15.241/EFC08926/page/config/port1/AScan Qi SO = @
}‘Comm: Ok H Port 1 Auto Scan
Status Pointer (0 = disabled) [0
Home o
Configuration Entry| Local Remote ‘Count Du‘ectlon‘ Route
Ethernet 1 o lo o |[Read v 1,1 |
Port 1 —
Port Params 2 0 o Jllo |[Readv) 12 |
MB Routing g 0 llo Ilo |[Read v 1,3 J
Auto Scan
Stats 4 o o lo ||Read v| |14 J
Port 2 5 o o llo |[Readv] |15 |
Modbus Plus ——
PLC Proxy, 6 o |lo Ilo |[Readv| 16 J
Statistics 7 o o lo |[Read v 1,7
Tools
N 8 |o o o [Read v 1,8
9 0 0 0 |Readv| | 1,9
Logout [admin] | ‘ | =
10 |o lo Ilo Read v| | 1,10
1 o o llo [Read v| 1,11
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Modbus Plus Port Parameters
The MB+ port settings may be altered on this page.

b E[ER - MEB3 Configuration and Dia x + - . 52

& ¢ M N\ Notsecure  192.168.15.241/EFC08926/page/config/mbp/port Q T e 9 = e
HComm: Ok H System Ethernet|Port 1 |Port 2|Modbus Plus
Drops |90 101 (102 |1
Home
Configuration Modbus Plus Confi i
Ethernet odbus Plus Configuration
Port 1 Parameter Setting
Port2 Drop I 1 |
Modbus Plus
Port Params On Ethernet No v
Proxy, Prog. Channel Timeout (min)|| 16 |
Global Data -
Stats Reply Timeout 11000 |
PLC Proxy
Statistics [ MEB3 02JAN2024 ] - Build #7878
Tools Copyright 2011-2024
Admin Niobrara Research and Development Corporation
Logout [admin
Drop

The “Drop” number for the Modbus Plus port is restricted to be in the range of 1 through
64 inclusive and must not match any other node number on the local Modbus Plus
network. This drop number must not match the drop number of either serial port or
Ethernet port within the MEB3.

On Ethernet

The “On Ethernet” setting may be used when the Ethernet port is set for “Modbus/TCP &
SY/ENET”. With this setting set to “YES” the MB+ port becomes a virtual SY/ENET
node.

Prog. Channel Timeout

The “Prog. Channel Timeout” is the number of minutes that the MEB3 will leave an idle
984 Programming Channel open. This setting does not apply to Control Expert (Unity)
programming as Unity uses Data channels and not Programming channels.
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Reply Timeout

The “Reply Timeout” setting is in ¢S units. The default of 1000 equates to 10.00
seconds.

Modbus Plus Global Data (MEBII Mode)

The MEB3 may be configured to publish up to 32 words of data from its mailbox
registers (Holding Registers 1-2048) as port of MB+ Global Data when the port is in
MEBII mode. It may also be configured to subscribe to the Global Data outputs of each
of the other 63 nodes on the MB+ network. The subscription data will be placed in the
mailbox registers of the MEB3.

NOTE: Hot Modbus Plus operation uses the Global Data output and is thus not available
for customer use while in MEBII mode.

~ M - MEB3 Configuration and Diac X + = [m] X
<« C m A\ Notsecure  192.168.15.241/EFC08926/page/config/mbp/global @ 1 S @ o} = e
NR&D MEBS3 -
HComm: Ok H ‘Modbus Plus Global Data Conﬁguration‘
Node Count Register
Home
Configuration Output |32 ] 10 |
Ethernet 1 |o ] [o \
Port 1
Port 2 2 5 | 100 \
Modbus Plus 3 [20 ] 105
Port Params
Proxy 4 [0—] IO |
Global Data ‘5 H[ 0 ] H[ 0 \ ‘
Stats
Statistics ‘6 HIO ] H[O ‘ ‘
Iuds N e
Admin
8 o o |
Logout [admin] 9 o | 0 \
Store to EEPROM 10 0 R |
11 o | o | .
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Proxy

MEBII Mode

The factory default setting for the Modbus Plus port is MEBII Mode. In this mode, Peer
Cop is disabled and routing from Modbus Plus masters is done with the MEBII
requirement of the drop number following the MB+ port to be in the range of 1-8.

v I - MEB3 Configuration and Disc X + — O X

< C (@ A Notsecure 192.168.15.241/EEAA0302/page/config/mbp/proxy aQ e & O e
HComm: Ok H System Ethernet Port 1 [Port 2|Modbus Plus
Drops 90 101|102 |1
Home
Configuration .
Ethernet Modbus Plus Proxy Configuration
Port 1 Parameter Setting
Port2 Proxy Enable [MEBII Mode v
Modbus Plus : ; . —
B | EAramiG This configuration page is not used when Proxy is disabled
Proxy, _
Global Data [ MEB3 02JAN2024 ] - Build #7878
Stats Copyright 2011-2024
Statistics Niobrara Research and Development Corporation
Tools
Admin
Logout [admin]
Store to EEPROM

PLC Proxy Mode

Proxy mode enabled turns on Peer Cop (Global Data and Specific Data), provides
tunneled Modbus Plus data to the Target PLC, and full drop routing from Modbus Plus.
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Proxy Config

Note: The “Proxy Run” must be set to “Config” to edit any of the Proxy settings
including Global Data, Specific In, and Specific Out.

Proxy Enable

Two options for Proxy Enable are “MEBII Mode” and “PLC Proxy Mode”. Setting to
PLC Proxy Mode enables the “PLC Proxy” menu tree.

Proxy Run
“Config” stops all Proxy Modbus Plus outputs (Global Data and Specific Output).

“Config” allows editing of all Proxy settings.

Modbus Plus traffic routed to the MEB3’s drop is routed to the Dest IP target in
both “Config” and “Run” modes.

“Run” enables Global Data Outputs and Specific Outputs.
“Run” enables writing of the PLC Status Block and TICK.

Routing Mode

“Direct to Modbus/TCP” routes incoming Modbus Plus messages that terminate in the
MEB3’s drop number to the target PLC on Modbus/TCP Ethernet at “Dest IP” using
“Index”. All Peer Cop read and write messages use this connection. Writing of the PLC
Status Block and TICK use this connection as well as the UMAS query to determine
RUN/STOP status of the target PLC.

“Route” allows the user to define a full 8 drop route to point to the target PLC using
networks other than Ethernet. For example, the target PLC could be connected to one fo
the serial ports of the MEB3. This feature would rarely be used but would be selected by
clicking on the “Enable Routing Mode” button at the bottom of the web page.

Dest IP

The “Dest IP” setting is the IP Address of the target PLC. This value is shown when
“Direct to Modbus/TCP” Routing is selected. This must be a hard-coded IPv4 address.

Index

The “Index” setting is the Modbus/TCP destination index for the target PLC. Normally
this would be set to 0 or 255 if the target is the CPU’s Ethernet port or NOC. Valid values
are 0-255. This value is shown when “Direct to Modbus/TCP” Routing is selected.

Route

The “Route” setting is the comma separated route to the target PLC when “Route”
Routing mode is selected. The route may be up to 8 drops.
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PLC Status Timeout (ms)

This value sets the time limit for a response for the UMAS PLC Status query generated
by the MEB3 to the target PLC. This query determines if the target PLC is in
RUN/STOP. The default value is 500mS.

Inputs Timeout (ms)

This value sets the time limit for a valid update via Modbus Plus for Global Data Inputs
or Specific Data Inputs. If the particular input is not updated before this timer expires
then the “Comms Loss Action” is applied and the status bit for that input is cleared. The
default value is 1000mS.

Comms Loss Action
When set to “Zero”, the MEB3 will zero Global Data Inputs and Specific Data Inputs that

are offline. “Hold Last Value” means that the data will not be changed. The default is
“Hold Last Value”.

Status Block

The status block is a group of 12 16-bit integers that provide a bit-map of the online
status of the Global Inputs, Specific Outputs, and Specific Inputs. Bit 0 of word 0 is the
status of Global Input for Node 1. A bit value of 1 indicates that the Node data is healthy.
The status block is disabled by default.

Table 13.1: Status Block

Group Word Bit-to-Network Node Relationship
Global Input 0 16 | 15 (14|13 12 [11|10] 9 |8 |7 | 6 |54 |3]|2]1
1 32| 311(30(|29|28(27|26] 25 |24(23|2221|20|19(18|17
2 48 | 47 |46 45| 44 |43 (42| 41 |40|39| 38 |37| 36 |35|34|33
3 64|63 (62|61|60|59|58| 57 |56|55| 54 |53|52|51(50|49
Specific 4 16 | 15 (14|13 12 |11|10{ 9 |8 |7 | 6 |5| 4 |3 |21
Output 5 32131 (30]29] 28 [27|26| 25 |24(23|22 (21|20 (19]|18|17
6 48 | 47 |46 (45| 44 |43 (42| 41 |40(39| 38 |37| 36 |35[34|33
7 64| 6362|6160 |59|58| 57 |56|55| 54 |53|52|51(50|49
Specific 8 16 [ 15 (14|13 12 [11|10] 9 |8 |7 | 6 |54 |3]|2]1
Input 9 32 (31 (30(29] 28 [27|26| 25 |24(23|22 (21|20 |19|18|17
10 48 | 47 |46 (45| 44 |43 (42| 41 |40(39| 38 |37| 36 |35|34|33
11 64|63 (62|61|60|59|58| 57 |56|55| 54 |53|52|51(50|49

PLC Status Block Addresses
This setting locates the %MW address for the beginning of the 12 word Health Status
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Block written by the MEB3 to the target PLC.

Status Freshness TICK

The MEB3 can write to the target PLC a word of status about the MEB3 itself. This data
is split into two bytes. The Most Significant Byte of the data is the state of the Modbus
Plus network while the Least Significant Byte is an 8-bit counter that increments with
each write of the data to the target PLC. This counter may be used as a watchdog by the
PLC to ensure that the connection from the MEB3 is active.

Table 13.2: TICK Description

MSB LSB |Example| Example
Value Value
(Dec) (Hex)
Meaning MB+ State Counter
O0=Monitor 0-255
1=Normal (0-xFF)
2=No Token

3=Sole Station
4=Duplicate Drop

5=Reset
Duplicate Drop, Count = 123 4 123 (x7B) | 1147 x047B
Normal, Count = 124 1 124 (x7C) | 380 x017C
Monitor, Count = 255 0 255 (xFF) | 255 x00FF
Sole Station, Count = 0 3 0 (x00) 768 x0300
Reset, Count = 1 5 1 (x01) 1281 x0501

TICK Location

The TICK work may be “Attached to Status Struct” as the 13™ word of the block or it
may be “Separately Located”. It is recommended that TICK be attached to the Health
Block Structure if possible to minimize the number of messages to be written to the target
PLC.

PLC TICK Address

If the TICK word is “Separately Located” then this is the %MW address for the TICK
word to be written in the target PLC.

Offset PLC Address

The MEB3 may be configured to alter read and write messages arriving from Modbus
Plus sent to the target PLC. This may be useful when replacing a 1-based PLC (Quantum
or Compact 984) with a 0-based PLC (M340 or M580).

The following example shows the Mapping for replacing a Schneider Electric Proxy with
Legacy Compatibility Offset Enabled. 3x reads are remapped to 4x reads offset by 2049
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and 1x reads are remapped to Ox coils offset by 2049.

HOffset PLC addresses H[ Enabled v

Proxy Register Mapping

Parameter Setting
Offset 4x/%MW |1 ]

Offset 3x/%IW 2049
Offset 1x%I 2049

Offset 0x/%M |1 ]
3x/%IW requests|| Remap to 4x/%MW v |

1x/%I requests | Remap to 0x/%I| v~

Enable Routing Mode or Enable IP Direct Mode
This button toggles the Routing Mode between Routing and IP Direct.

Global Data

The Global Data page of the Proxy Settings is used to configure both Global Data Output
(Publish) and Global Data Input (Subscribe). These settings may only be modified while
the Proxy is set for “Config”.

Global Data Out

As part of the Peer Cop operation, the MEB3 may read a block of up to 32 words of data
from the target PLC and publish this data as Global Data on Modbus Plus. This data may
be subscribed by any other node on the local Modbus Plus network. Global Data does
not pass through Bridge Plus routers.

The target PLC source may be %MW or %M located variables.
The length of day may be set from 0 (disabled) to 32 words.

If the source is %MW then the data may be published as straight binary (BIN) or
BCD. The MEB3 automatically converts the binary source data into BCD before
publishing onto Modbus Plus.

This data is published onto Modbus Plus as long as the MEB3 is actively
communicating with the target PLC and the target PLC is in RUN.
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v L. -MEB3 Configuration and Diac. X + = [m] X
< C M A\ Not secure  192.168.15.241/FB2BB4A6/page/config/proxy/global Q ¥ e e O e H
HComm: Ok H Modbus Plus Global Data Configuration
Node Select
Home .
e A Select Node to Edit
Ethernet
Port | Modbus Plus Global Output Data
Port 2 .
Modbus Plus Data Type HSource Ref. HWord Count (0..32) HBm/BCD
PLC Proxy | %MW-Registers v | 55 |20 [Er
Proxy Config
Global Data [ MEB3 02JAN2024 ] - Build #7878
Specific Out Copyright 2011-2024
Specific In Niobrara Research and Development Corporation
Stats
Statistics
Tools &

Figure 13.10: Global Data Out

Global Data In

The MEB3 may be configured to subscribe to Global Data published by any of the
possible 63 other Modbus Plus nodes on the local network. Each node on the network
may publish up to 32 words of Global Data Output. The MEB3 has the ability to extract
all or part of the Global Data Output from specific nodes and write that data into the
target PLC.

« Dest Ref is the %MW (or %M) starting address in the target PLC.

+ Index is the word offset within the block of published Global Data. This setting
may be from 1 to the number of words actually published by the remote node. The
maximum value is 32.

«  Word Count is the number of 16-bit words for the subfield. 0 = disabled.

- Bin/BCD is used only for %MW and if set to BCD, the MEB3 converts the BCD
value from the Global Data input to binary before writing to the target PLC.
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v I - MEB3 Configuration and Diac X+ - o X

<« C @ A Notsecure 192.168.15.241/FB2BBAAG/page/config/proxy/global Q% S0 0 :

NR&D MEBS3 -

‘Comm: Ok ” Modbus Plus Global Data Configuration
- Node Select
Cglr:;ieguration Select Node to Edit || Input from peer3 v
Ethernet
Port 1 Modbus Plus Global Input Data for Peer 3
Port 2 2
NTaaE Pl Subfield Data Type Dest Ref. Index (1..32) Word Count (0..32) Bin/BCD!
PLC Proxy, 1 %MW-Registers v ||[401 E 2 |lBCD
Proxy Config g
T 2 %MW-R ters v ||| 403 3 5 BIN v
Global Data = cgisiers I I I ‘ |
Specific Out 3 %M-/0Bits  v]|123 8 1 llBIN ~
ggﬁ?ﬂ 4 %MW-Registers v |0 1 0 lBIN ~
Statistics 5 (%MW-Registers v |0 1 o |BIN ~
1‘:1(11118111 6 %MW-Registers v |0 1 0 lBIN ~
7 %MW-Registers v |0 (1 0 |IBIN +
Logout [admin] 8 %MW-Registers v |0 1 0 llBIN ~

Store to EEPROM

Figure 13.11: Global Data In

[ MEB3 02JAN2024 | - Build #7878

NOTE: Although each node supports up to 8 subfields of data extraction, keep in mind
that each subfield may result in a separate Modbus/TCP write from the MEB3 to the
target PLC. This multiple subfield configuration made sense on a Quantum PLC where
the CPU MB+ (or NOM) could do direct memory writes at the end of the scan. This is
terribly inefficient when the MEB3 must do multiple Modbus/TCP writes. A better
solution is to do a single subfield of all of the Global Data for a given node and use PLC
code to move subfields within its own memory.

Specific Out

The MEB3 in Proxy mode may publish up to 500 words of data as Specific Outputs onto
Modbus Plus. Each node on the local Modbus Plus network may be a possible target for
Specific Outputs.

« The table includes a row for each Destination Node.
+  The source Data Type may be %MW or %M in the source PLC.

«  The Source Ref. Is the %MW or %M starting address in the PLC. %M starting
address are not restricted to 16-bit boundaries.

+  The maximum number of words for each target node32 is 32.

- If the Source Ref is %MW then the MEB3 may do a BIN/BCD conversion
automatically.
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v I, - MEB3 Configuration and Diac X - o X
€ C @ A Notsecure 192.168.15.241/F61AB140/page/config/proxy/specificOutput Q e e o 0 :

HComm: Ok H Specific Output Configuration

Dest Node‘ Data Type Source Ref. ‘Word Count (0..32) Bin/BCD

Home - -

{onfimton 1 [%MW-Registers v [0 o BN v
Ethernet 2 %MW-Registers v || 321 [i1 lIlBIN ~
Port 1
Port 2 3 %M-/OBits (567 Jl2 BIN
Modbus Plus 4 (%MW-Registers ~ ([0 BN ~
PLC Proxy = , —_—

Proxy Config 5 | %MW-Registers v | [0 ] 0 [BIN v

% 6 %MW-Registers v || 0 lllo |IBIN ~
pecific Out

speciﬁc In 7 | %MW-Registers v | IO ‘ IO ‘ [BIN v

Stats 8 [%MW-Registers ||| 0 llo [lBIN ~

Statistics -

Tools 9 | %MW-Registers v | |0 lllo ‘ [BIN v

Admin 10 %MW-Registers v | 0 llo BN

Logout [admin] 11 [ %MW-Registers v || 0 llo |[BIN v

12 | %MW-Registers v ||| 0 0 BIN v

Store to EEPROM MW Regisers + | | |

13 %MW-Redisters v /[0 lllo lBIN v
Specific In

The MEB3 in Proxy mode may subscribe to up to 500 words of data as Specific Inputs
from Modbus Plus. Each node on the local Modbus Plus network may be a possible

source for Specific Inputs.

«  The table includes a row for each Source Node.

+  The Data Type may be %MW or %M in the target PLC.

« The Dest. Ref. Is the %MW or %M starting address in the PLC. %M starting
address are not restricted to 16-bit boundaries.

«  The maximum number of words from each source node is 32.

« If the Dest. Ref. is %MW then the MEB3 may do a BIN/BCD conversion
automatically.
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v I, -MEB3 Configuration and Disc X + - (m] X
<« C @ A Notsecure 192.168.15.241/F61AB140/page/config/proxy/specificinput Q% ¢ 32 0
HComm: Ok H Specific Input Configuration
o Source Node Data Type ‘ Dest. Ref. Word Count (0..32) Bin/BCD
ome
i 1 %MW-Registers v |0 llo [[BIN ]
Ethernet 2 %MW-Registers v |0 0 BIN v
Port 1 =
Port2 3 %MW-Registers v | |0 0 BIN v
Modbus Plus 4 %MW-Registers v |||55 [ |[BIN ~
PLE Prox e —————
" ProxsC C)énﬁg 5 %MW-Registers v | [0 ]llo [[BIN ~
Global Data 6 %MW-Registers v || 0 llo BIN v
Specific Out -
Sl 7 %MW-Registers v |0 0 BIN v
Stats 8 %MW-Registers v || 0 llo [[BIN v]
Statistics
Tools 9 %MW-Registers v | 0 lo IBIN ~
Admin 10 %MW-Registers v || 0 o B
Logout [admin] 11 %MW-Registers v || 0 0
12 %MW-Registers v || 0 llo lBIN v|
Store to EEPROM
13 %MW-Reaisters v /[0 llo BN 1 -

Statistics

Pages are provided for statistical counter pages for each port.

Many of these pages have “Reset Counter” buttons that allow either the “User” or
“Admin” to zero the counters.

Some counters have an * which means that nonzero values in these counters usually
indicate a problem. Many of these counters have their background color change from
white to red when nonzero.

NOTE: These counters are typically unsigned words and will roll over from 65535 to 0
with no indication that a rollover has occurred.

NOTE: These counters do not survive a power cycle/reboot.
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Ethernet Router Stats

The Ethernet Router page shows counters for the Modbus/SY/MAX router for this port.
The top table shows overall counters for the port.

<«

1L, - MEB3 Configuration and Diac X

A

C M A\ Notsecure  192.168.15.241/F61AB140/page/stats/ether/stat

= [m]

ax C® 3 O

X

NR&D MEB3 -

HComm: Ok H Ethernet Statistics
Reset Ethernet Counters
Home
Configuration Index | M g Value
Statistics 0 Reset (RST) received 2
% 1 Ring buffer overflow/incoming packet lost* 0
SY/ENET Nodes 3 Count of buffers pulled from Free Queue 22020
Port 1 4 Packet generation failed, no buffers* 0
II:/})(ZIilzaus Plus 5 Packet transmitted successfully 17959
Proxy, 6 TCP connection Abandoned* 0
To_ols' 7 Retry of unACKed TCP packet 0
Admin -
8 Packet lost because of illegal drop or bad route* |1
Logout [admin] 9 Illegal operation request on local registers* 0
10 |[Read received and performed on local registers |0
11 |Write received and performed on local registers |0
12 ||Total TCP connections open (client + server) |4
13 ||Total client TCP connections open 1
14 |Non-IP Ethernet packet received 0
15  |Ethernet PacketsrTransmjtted 1484
16  |Ethernet Packets Received 30991
17  |Ethernet Collisions* 0
18  |[Enet packet lost due to excess collisions* 0
19  ||Ethernet packet received with CRC error* 0
20  |Ethernet packets with framing errors* 0
21 SY/ENET count of NAK Trans packets sent* |0
22 |Number of queued messages 1
23 |Count of Modbus/TCP context buffers inuse |3
24 |SY/MAX 802.3 Sequence Number 0
25  |Etherdemon deferred some outbound messages |0
26 | Total Modbus/TCP contexts in use 0
27 Last Route Received , 199, 90,222, 5
31 Outstanding: Buffers in use (by this port) 1

Reset Ethernet Counters

* - Nonzero values in these counters usually indicate a problem
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v I, - MEB3 Configuration and Dia

<« e M A Notsecure  192.168.15.241/F61AB140/page/stats/ether/stat

The lower table shows counters for the Modbus/TCP sockets. The MEB3 has 64 sockets
for Modbus/TCP. This pool of sockets is used for both client and server connections.

«  The “Address” column is the remote IP Address for the socket. A value of 0.0.0.0

HComm: Ok H Ethernet Statistics
Reset Ethernet Counters
Home ————
Configuration Index |Meaning Value
Statistics 0 Reset (RST) received 2
% 1 Ring buffer overflow/incoming packet lost* 0
SY/ENET Nodes 3 Count of buffers pulled from Free Queue 22020
Port 1 4 Packet generation failed, no buffers* 0
i;;l%us Plus 5 Packet transmitted successfully 17959
Proxy, 6 TCP connection Abandoned* 0
T"—OIS, 7 Retry of unACKed TCP packet 0
Admin .
8 Packet lost because of illegal drop or bad route* |1
Logout [admin] 9 Illegal operation request on local registers* 0
10 |[Read received and performed on local registers |0
11 Write received and performed on local registers |0
12 ||Total TCP connections open (client + server) |4
13 ||Total client TCP connections open 1
14 |Non-IP Ethernet packet received 0
15  |Ethernet Packets Transmitted 1484
16  ||Ethernet Packets Received 30991
17  |Ethernet Collisions* 0
18  |[Enet packet lost due to excess collisions* 0
19  ||Ethernet packet received with CRC error* 0
20  |Ethernet packets with framing errors* 0
21 SY/ENET count of NAK Trans packets sent* |0
22 |Number of queued messages 1
23 |Count of Modbus/TCP context buffers inuse |3
24 |SY/MAX 802.3 Sequence Number 0
25  |Etherdemon deferred some outbound messages |0
26 | Total Modbus/TCP contexts in use 0
27 Last Route Received , 199, 90,222, 5
31 Outstanding: Buffers in use (by this port) 1

Reset Ethernet Counters

* - Nonzero values in these counters usually indicate a problem

Qax 3 O

NR&D MEB3 -

[m]

indicates that the socket is not active.

« The “Last Accessed Index” shows the most recent Destination Index (Modbus

Slave) for the socket.

« The “Last Error Index” shows the Destination Index for the most recent Modbus
Exception Code for the socket. “---” is displayed if no errors have yet occurred.

«  The “Last Error Code” shows the most recent Modbus Exception (Error Code) for

the socket. 0 is displayed if no errors have occurred.
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« The C/S column shows a “C” for a client connection and “S” for server.
«  “Connection Time” is the number of seconds the socket has been active.

- “Message Count” is the number of messages processed through the socket.

BT, - vews contguration ana Ding. x IR -~ o x|
<« C @ A Notsecure 192.168.15.241/F61AB140/page/stats/ether/stat Qax o0 O
* - Nonzero values in these counters usually indicate a problem
Active TCP connections
Socket|Address {;lads; ;&ccessed {;lads;frror éizteError /s %(;nn:ection Ied::[sletlge
0 192.168.15.20 |199 - 0 C ||5318 467030
1 0.0.0.0 0 S |0 0
2 0.0.0.0 0 S |0 0
3 0.0.0.0 0 S |0 0
4 192.168.15.200(41 41 2 S 5373 50047
5 192.168.15.200(22 0 S 5339 39733
6 0.0.0.0 0 S |0 0
7 192.168.15.200(22 0 S 159 1075
8 0.0.0.0 0 S |0 0
9 0.0.0.0 0 S |0 0
10 0.0.0.0 0 S |0 0
11 0.0.0.0 0 S |0 0
12 0.0.0.0 0 S |0 0
13 0.0.0.0 0 S |0 0
14 0.0.0.0 0 S |0 0
15 0.0.0.0 0 S |0 0

SY/MAX 802.3 Ethernet Nodes

This table shows all of the visible SY/MAX Ethernet devices on the MEB3's local
Ethernet network.

NOTE: The MEB3 Ethernet port must be set for SY/MAX+Modbus mode for this table
to be accurate.

Any SY/MAX Ethernet drop number occupied by this MEB3 is highlighted in green.
This includes any serial port or the MB+ port that is set for “ON Ethernet YES”. Serial
ports that have a drop number greater than 100 and configured for “ON Ethernet YES”
will also consume the SY/MAX drop number minus 100.

The “Rescan” button will cause the MEB3 to generate the multicast

Drop Number of peer devices are highlighted in blue.
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~ I - MEB3 Configuration and Diac X + - (] X
<« C M A Notsecure  192.168.15.241/F61AB140/page/stats/ether... & % S e O e
HComm: Ok H ‘ SY/ENET Nodes ‘
Home —
Configuration 2 0102|0304 |05|06|07(08/{09
Statistics [10)11]]12]1314|1516/17| 18|19
Ethemet 2021|2223 |24 (25 |26[27(28 29
Router = =
SY/ENET Nodes 3031 32\!\34 35(36(37/38[39
Port 1 40 41 42|43 444546 47|48 |49
Port 2 5051 |52/(53 |54 |55 56|5758|(59
Modbus Plus =
Proxy, |60 616263 6465 66|67 68 |69
TO—OIS_ 7071|7273 (74|75 \76|77|78||79
Admin —
|80/8182 83|84 85|86 |87| 8889
Logout [admin] !91 9293 9495 |96|(97|98 |99
XX - No device at this address
- - Address occupied by this device
XX - Address occupied by peer device
[ MER2I NITANINA 1 - Build #7779 o
Serial Port

Serial ports 1 and 2 have counter pages to show the SY/MAX / Modbus router
information associated with that port.
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v I, -MEB3 Configurationand Diac X + = o X
€ > C [ ANotsecure 192.168.15.241/F61AB140/page/stats/port1 Qv S0 O
NR&D MEB3 -
[Comm: Reading | Serial Port 1 Statistics
Reset Serial Port 1 Counters ‘

Home

Configuration Index Meaning Value

Statistics 0 Packet was received by port. s

l];:(tﬁ:x;:et 1 Incoming packet was rejected or lost (no buffer)* 0

Port 2 2 Invalid SY/MAX packet received, NAK sent*

Modbus Plus 3 Message generated internally 75
T:(:%‘X 4 Internal message generation failed (no buffer)* 0
Admin 5 Packet transmitted successfully 75

. 6 Transmission failed (retries exhausted)* 0
Logout [admin] -r
7 Transmission retry 0
8 Packet lost because of illegal drop or bad route* 0
9 Illegal operation request on local registers* 0
10 |Read received and performed on local registers 0
11 |Write received and performed on local registers 0
12 |[Non-priority read received and performed on this port 0
13 |[Non-priority write received and performed on this port 0
14 |Character receive error (parity, framing)* 0
15 Characters transmitted 600
16  ||Characters received 3375
17 |Reserved 0
18  |Reserved 0
19 |Reserved 0
20 |[Reserved 0
21  |Reserved 0
22 |Number of queued messages 0
23 |Number of bytes Tx between SY/MAX checksum and ACK |0
24 |Reserved 0
25  |Reserved 0
26  |Reserved 0
27 Last Route Received 1,35,:33;2
31 Outstanding: Buffers in use (by this port) 0
Reset Serial Port 1 Counters ‘
* - Nonzero values in these counters usually indicate a problem
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Port 2 Hot Modbus Statistics

The statistics page for Port 2 is different when the MEB3 is configured for Hot Modbus
Plus operation.

MEBI Cenfiguration and Diagnostics - Mezilla Firefox =R X
@ g g
Eile Edit View History Bockmarks Tools Help
HEB MEBT Configuration and Diagnostics | + |
& 192.168.1.14/FC036202/page/stats/port2 e || 2~ Google RPH e
|Comm: Ok ‘ | Hot Modbus Plus Port Statistics
‘ [ Reset Hot Modbus Flus Port Counters ]
Home
Configuration |]11ch | Meaning |Value
Statistics |U |Pa.cket was received by port. | 47419
Ethernet
Port 1 |l |Incoming packet was lost (no buffer)® | 0
Port 2 |2 |Im‘a.lid packet received, rejected* | 0
s e |3 | Message generated internally | 21865
Tools L
Admin |4 |Imerna1 message generation failed (no buffer)® | 0 1
|5 | Packet transmitted successfully | 21865
Logout [admin]
SESELIAEEE |6 |l'\'.eser‘.'ed“t | 0
|7" |Reser\'ed | 0
|8 |Reser\'ed" | 0
|9 |111ega.1 operation request on local registers* | 0
|10 |Read received and performed on local registers | 0
| 11 |Y\Vrite recetved and performed on local registers | 0
| 12 |_\'0n-pri0rir}' read received and performed on this port | 0
|13 |_\'0n—prioriry write received and performed on this port | 0
|l4 |Cha.racter recerve error (parity, framing)* | 0
[15  ||Characters transmitted | 22042
| 16 | Characters recetved | 41487
| 17 |Peer has mismatched configuration® | 0
| 18 |Peer has mismatched firmware® | 0
| 19 |Incoming message had bad CRC* | 203
[20 || This Node HotMBP State | Primary
|21 |Peer Node HotMBP State | Secondary
122 [Number of queued messages | 0 %
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Modbus Plus Router

The Router statistics page shows the normal Modbus router counters for the MB+ port.

v I - MEB3 Configuration and Diac X + = o X
<« C @ A Notsecure 192.168.15.241/F61AB140/page/stats/mbp/stat Qv S @O (<]
NR&D MEB3 -
HComm: Ok H Modbus Plus Statistics
[ Reset Modbus Plus Counters |
Home
Configuration Index |Meaning Value
Statistics 0 Receipt of MB+ packets on port 2565
E;}:Tet 1 Reserved 0
Port 2 2 Message Unroutable by MB+, discarded.* 42
Modbus Plus 3 Packets generated internally 2565
g_%;:é 4 Timed out commanding MB+ copro* 0
MB-+ Nodes 5 Packet transmitted successfully 2566
Proxy 6 Transmission failed* 0
Tools | —
Gt 7 Transmission deferred; all paths allocated 0
- I8 Packet lost because of illegal drop or bad route* |0
Logout [admin] 9 Illegal operation request® 0
10 | Priority read performed on local registers 0
11 Priority write performed on local registers 0
12 |Non-priority read performed on this port 0
13 |Non-priority write performed on this port 0
14 |MB+ coprocessor restarted (crashed)* 0
15  |Attempt to transmit MB+ packet 2566
16  |Interrupts received from MB+ coprocessor 49562
17 |MBP DPRAM race lost 33021
18  |Channel busy - Message deferred 0
19  |Firmware Revision of MBP Coprocessor 1061
20  |Malformed Data Master Request*® 0
21 Empty CoPro Requests* 0
22 |Number of queued messages 0
23 ||CoPro Fabric Version 3
24  |MBP COPRO Crash Code* 0
25 CoPro Message transactions 50900
26  |CoPro Restart trigger 0
27 Last Route Received 2:.33,35;:1
31  |Outstanding: Buffers in use (by this port) 0
[ Reset Modbus Plus Counters ‘
* - Nonzero values in these counters usually indicate a problem
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MB+ Chipset

The MB+ Chipset page shows information provided by the MB+ chipset. These counters
are not resettable.

v IL, -MEB3 Configuration and Diac X + - o X
< C @ A Notsecure 192.168.15.241/F61AB140/page/stats/mbp/chip ax e 3 O
HComm: Ok H Modbus Plus Chipset Statistics
Meaning Value
Home Node type ID 3 - PC Plus Nod
Configuration odeitype - us Node
Statistics Comms Processor version 0x3425
}]::ﬂr‘fl;nel This Station's Network Address 35
0!
Port 2 MAC state variable 3 - Idle state
el Peer Status (LED code) Norma_l Link
Router Operation
Chipset
MB+ Nodes Token Pass Counter 27796
Proxy, Token Rotation Time (ms) 11
T0_01§ Data master failed during token ownership 00000000b
2dmin Program master failed during token ownership 00000000b
Logout [admin Data master token owner work bit map 00000000b
Program master token owner work bit map 00000000b
Data slave token owner work bit map 00000000b
Program slave token owner work bit map 00000000b

Data master/get master response transfer request bit map |00000000b

Data slave/get slave command transfer request bit map | 00000011b

Program master/get master response transfer request bit
map

00000000b

Program slave/get slave command transfer request bit
map

00000000b

Program master connect status bit map 00000000b

Program slave auto logout request bit map 00000000b

Pretransmit deferral errors

Receive buffer DMA overrun errors

Repeated Commands Received

Frame Size Errors
Cable A errors
Cable B errors 18
Receiver CRC Errors

Bad packet length errors

Bad link address errors

Transmit buffer DMA underrun errors

Slo|e|e|e

ofle|e|@|=

Bad internal packet length errors
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Modbus Plus Nodes

This table shows all possible 64 MB+ stations on the MEB3's local MB+ network. The
MEB3's drop number is highlighted in green. All other visible nodes are highlighted in
blue.

v M - MEB3 Configuration and Diac X + = (] X
<« c M A\ Notsecure  192.168.15.241/F61AB140/page/stats/mbp... & ¢ © © °} e
(Comm: Ok | Modbus Plus Station List
H 23 4|5 |6 |7 8
ome
Configuration 9 |10||11|12(13 /14 |15||16
Statistics 17|(18 (1920|2122 23|24
Sl 25|2627|28||29/30 31|32
Port 1 =
Port 33/34/85/36[37 3839 |40
Modbus Plus 4] 4243|4445 4647 |48
Router
Chipset 4950|151 52(53 54 |55||56
MB+ Nodes 57|58|59/6061|(62 |63 |64
Proxy,
XOTOIS' XX - No device at this address
St - - Address occupied by this device
Logout [admin] XX - Address occupied by peer device

[ MEB3 02JAN2024 ] - Build #7878
Copyright 2011-2024
Niobrara Research and Development

Corporation

Proxy
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Module Info

The Module Info page shows the MEB3's serial number and various firmware versions.

HEB

< C m

v I Test Lab - MEB3 Configuration

x

A\ Not secure  192.168.15.241/FFOCA65D/page/tools/info

a w O e O

HCOH]ITIZ Ok H ‘ Hardware Information ‘
- Item Value
ome
Configuration Module Name MEB3
Statistics Serial Number 803244
Tools Ethernet MAC 00-20-BD-0C-41-AC
Module Info -
M580 Proxy Boot Version UCM2 BOOT 20DEC2022
Config Overview OS Version DUCM?2 10JUN2024
—— MEB3 Version MEB3 02JAN2024
MbTCP Logging
Admin Product Code HMEB3+201
_ Module Name
— User Label Test Lab
Date of Manufacture 27NOV2024
MEB3 Build Number 7878
Hardware Revision 2.24A
Boot Count 161
Uptime 0.0196 Days
MBP board version 1061
MBP SoC fabric version 3
CPU Board Temp (F) Refresh |No Sensor

(]

;;e

[ MEB3 02JAN2024 ] - Build #7878
Copyright 2011-2024
Niobrara Research and Development Corporation

X

NR&D MEB3 - Test Lab
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Config Overview

The Config Overview page provides a complete listing of all of the configuration of the
MEB3. This page may be printed to provide a hard copy of the module's setup.

Note: This page takes several seconds to populate. At the end of the configuration is a
text line “This is the end of the Configuration Listing.”

X, -MEB3 Configuration and Diac X - 0o x
€ G R ANotsecure 192.168.15.55/FF20C084/page/tools/summary ax @09 O
NR&D MEBS3 -
. MEB3 Configuration Listing
Configuration
Statistics This page may be printed to preserve a copy of the MEB3 configuration. It is not intended to be used to modify the unit's configuration.
Tools
M Proxy Hardware
Config Overview
Register Viewer =
MbTCP Logging ‘ Hardware Information
Admin ‘Item Value
T Module Name MEB3
Serial Number 803242
Store to EEPROM Ethernet MAC 00-20-BD-0C-41-AA
Boot Version UCM2 BOOT 20DEC2022
OS Version DUCM?2 10JUN2024
MEB3 Version MEB3 08JAN2025
Product Code MEB3+001
Module Name
User Label
Date of Manufacture 27NOV2024
MEB3 Build Number 7882
Hardware Revision 2.24A
Boot Count 35
Uptime 0.1543 Days
MBP board version 1061
MBP SoC fabric version 3
CPU Board Temp (F)| Refresh |[No Sensor

Ethernet

‘ Ethernet Configuration

‘Parameter Setting

IP Address 192.168.15.55

IP Mask 255.255.255.0

Default Gate 192.168.15.1

IP Source Fixed

Ethernet Speed/Duplex | Auto

Protocol [Modbus/TCP |

Register Viewer

The Register Viewer allows the User or Admin to view/modify register data in a target.
The Target is determined using the Modbus Routing Table Index for the Ethernet Port.

NOTE: The present fimware only allows access to Modbus Index 255 (the MEB3 itself).
Access to 4x (Holding Registers) or 6x (Files) are supported.
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Multiple viewing windows may be opened. Windows may be closed by clicking the “X”
in the upper left corner of the window. The polling rate of each viewing window is
adjustable with the pull-down in the upper corner of each window.

v I - MEB3 Configurationand Diac X + - [m] X

< C @ A Notsecure 192.168.15.241/FE3945CE/page/tools/zap Q% @80 O :
NR&D MERB3 -
HCommz Ok H Drop |Space File Start Count |Decoding |Poll Rate
ADD

o [ 4x comw) v || 0 |2000 |20 || signed |25 |

Configuration X Drop 255 4x 2s v||1X Drop 255 4x 2s ~
% Reg |Hex HUnsigned HDecoding Value Reg |Hex HUnsigned HDecoding Value

Module Info 1| oooo | 0| Signed v 0] [2049] o004 | 4| signed v 4
%ﬁvisw 2 2345 9029 signed v || 9029 [2050] o024 %6/ signed~ | 36
RegiterViewss |5  olsaws| 02051 w0 o sgese| 0
Aﬁi—mggmg 4 1087 4231 Signed || 4231 2052 oc26|| 39974/ Signed v || 25562
_ 5 0000 | 0| Signed v/ 0] [203] oooo]| 0| Signed v | 0
Logout [admin] 6 | FrrF|| 65535 signed v -1 [2054]  283F | 10303 signed || 10303
7 0000 0| Signed v | 0/|l2055]] o000 0 signed v | 0
8 | oo  ofsignea~| 02056 o000 o signed~]| 0
o | oo  osgnesav| 0 [2057] o000 osgnea~|| 0
10 | o000 0Signed | 02058 0000[| 0] Signed~] 0

2059 1601 [Signed~ || 1601
2060 N
2061 | 4] signeav| 4
2062 . O[[signedv| 0
2063 0000] 0 Signed~| 0
2064  85AA| 34218 Signed v || -31318
2065 FAE9|| 64233 signed v|| -1303
2066 0000 0| signed v | 0
2067/ 0000 0 signed | 0
2068 oo  of[Signed~| 0
[ MEB3 08JAN2025 ] - Build #7882

Copyright 2011-2025
Niobrara Research and Development Corporation
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MbTCP Logger

The MEB3 offers the ability to log Modbus/TCP data that is coming in or going out of
the Ethernet port. On inbound connections, the user selects from a pull down menu the
entry in the Modbus routing table for the Ethernet port to monitor. Once the entry is
selected, the user will click the “Enable” button to start the capture. While that logging is
enabled, the user may select another indexes, and enable them at the same time.

For outbound connections, the user selects and index in the TCP routing table, then clicks
“Enable.” This will capture all Modbus/TCP traffic between the MEB3 and the device at
the IP address to which the TCP table entry points.

In both cases, clicking “Disable All” will stop all data logging for all connections.
Clicking “Reset Log” will erase all logged traffic that had been stored.

v M -MEB3Configuration and Diac X + = (m] X

&« > C A Notsecure  192.168.15.55/FF20C084/page/tools/log Q W S & O e :
HComm: Ok H
e Modbus/TCP Logging
Configuration
Statistics Monitor Modbus/TCP traffic (Client or Server) on a per-index basis.
Tools Enable Logging on Channels
Module Info = =
MS580 Proxy Inbound/Server |Outbound/Client |Disable Clear
Config Overview 0 ~|[Enable |[199 v Enable | Disable All || ResetLog |
Register Viewer
— Buffer is 11.0% full,
Admin
. Click to download or view the Log File
Logout [admin,

[ MEB3 08JAN2025 ] - Build #7882
Store to EEPROM Copyright 2011-2025
Niobrara Research and Development Corporation
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Once data has been logged, the user can click on the “Log File” link to view the captured
data in the browser window. Right-click the link to save the data to a text file, which
could be emailed to NR&D technical support for analysis.

v @ 192.168.15.55/FF20C084/loggi X a7 - ) X

<« X [ A Notsecure 192.168.15.55/FF20C084/logging/MBLog.txt ax T e 0

Peer 192.168.15.206
000.000 37 5A 60 04
©00.008 37 S5A ©0 FE ©3 82 ©C 06 DC 7E 4D @4 73 3A ED 00 00 00 00 00 1B DB B6 1C 9¢ 8F 70 ©2 03 0@ 00 00 09
00 00 00 20 00 00 0O 0O 0O GO 0O G0 PO G0 02 01 G0 00 G0 00 00 00 0O 00 00 00 00 @1 08 04 00 02 @1 00 60 FA
00
Peer 192.168.15.206
000.000 37 03 60 37 60 20
000.010 37 ©3 40 11 23 ©2 34 12 34 @9 87 €3 24 00 22 FF FF AB CD 00 00 00 00 00 00 00 00 ©0 00 ©e 00 0 00
00 00 806 00 E1 04 00 00 00 0O 00 GO PO 00 00 00 GO 00 00 00 00 00 0O 00 00 0O 00 00 00 00 00 00 20 00
Peer 192.168.15.20
©00.017 37 5A 00 04
0600.008 37 S5A @06 FE 63 82 @C @6 DC 7E 4D @4 73 3A ED 0@ 60 00 60 00 1B DB B6 1C 9¢ 8F 70 02 @3 0@ 00 @0 00
00 00 00 20 00 PO 00 0O 00 K0 0O 0 PO 00 V2 91 20 0 PO 00 PO 00 00 00 00 V0 00 ©1 08 04 00 02 @1 @0 ©0 FA
00
Peer 192.168.15.20
©00.017 37 ©3 ©0 37 00 20
000.010 37 03 46 11 23 @02 34 12 34 09 87 @3 24 00 22 FF FF AB CD 00 006 00 00 00 0@ 00 00 G0 00 0@ 00 @0 00
00 00 80 00 E1 94 00 0O 00 GO 00 G0 00 0 00 00 €0 00 @0 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00
Peer 192.168.15.20
060.035 37 S5A 60 o4
©000.008 37 5A €0 FE ©3 82 ©C @6 DC 7E 4D €4 73 3A ED 00 ©0 00 ©0 00 1B DB Be 1C 9¢ 8F 70 ©2 @3 0@ 00 00 00
00 00 00 20 Q0 00 00 0O 00 0O 00 G0 00 00 02 Q1 G0 00 00O 00 00 00 00 00 00 00 00 01 08 04 00 02 @1 00 6o FA
00
Peer 192.168.15.20
060.036 37 03 @0 37 66 20
000.009 37 ©3 40 11 23 ©2 34 12 34 @9 87 €3 24 00 22 FF FF AB CD 00 00 00 00 00 00 00 00 ©0 00 ©e 00 0 00
00 00 806 00 E1 04 00 00 00 0O 00 GO PO 00 00 00 GO 00 00 00 00 00 0O 00 00 0O 00 00 00 00 00 00 20 00
Peer 192.168.15.20
000.052 37 5A 060 o4
0060.008 37 S5A 60 FE 63 82 OC 06 DC 7E 4D @4 73 3A ED 00 60 00 60 o0 1B DB B6 1C 9@ 8F 70 02 03 00 00 @0 00
00 00 00 20 @0 00 00 0O 00 B0 00 G0 00 00 02 91 @0 00 @0 00 00 00 00 00 00 00 00 @1 08 04 00 02 @1 @0 G0 FA
00
Peer 192.168.15.26
000.052 37 03 @0 37 e 20
060.010 37 @3 40 11 23 ©2 34 12 34 09 87 ©3 24 00 22 FF FF AB CD 00 00 00 00 00 00 00 00 0O 00 00 00 00 00
00 00 80 00 E1 94 00 0O 00 GO 00 G0 00 0 00 00 €0 00 @0 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00
Peer 192.168.15.20
060.069 37 S5A 60 o4
000.008 37 5A €0 FE ©3 82 ©C @6 DC 7E 4D @4 73 3A ED 0@ 60 00 60 00 1B DB B6 1C 9¢ 8F 70 ©2 @03 ©e 00 @0 00
00 00 00 20 00 00 00 ©O 00 0O 00 00 PO 00 92 91 20 00 20 00 P90 00 0O VO 00 V0 00 V1 08 04 00 02 @1 00 Q0 FA
00
Peer 192.168.15.20
060.069 37 @3 60 37 60 20

([ 960.010 37 ©3 40 11 23 @2 34 12 34 @9 87 @3 24 0@ 22 FF FF AB CD 00 00 00 00 00 00 00 00 00 00 00 0@ 00 00 -
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Admin Menu

The Admin menu heading is only shown when the “Admin” account is used for the web
login.

Set Passwords

The Set Passwords page allows the Administrator to modify the “Admin” and/or “User”
passwords.

v L. nNreD x 4 — [m) X
&« ¢ m A\ Notsecure  192.168.15.241/FOFFCCOE/admin/password G & ¥ e @ D & e
NR&D MEB3 - Test Lab
HComm: Ok H
o Change Passwords
Configuration
Statistics MEBS3 provides two user access levels; 'admin' user is allowed to make ANY
Tools modifications available through the web interface, whereas 'user' is only
Admin allowed to access pages, without being permitted to make any changes.
Set Passwords
Global Config Current ADMIN Password | |
gaLkup New ADMIN Password [ ]
estore
Hot Modbus Plus Repeat ADMIN Password [ ]
Update Firmware Set ADMIN Password
Reset New USER Password [ ]
Logout [admin)] Repeat USER Password [ ]

Set USER Password

[ MEB3 11DEC2024 ] - Build #7867
Copyright 2011-2024
Niobrara Research and Development Corporation
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Global Configuration

The “Global Configuration” page allows the Admin to adjust items that pertain to the
entire module. At this point the “User Label” is the only value set on this page. The User
Label is shown on the title bar of each web page and the splash screen of the LCD.

‘ I TestLab - bBE Configuration X ar B . *

¢ G @ A Notsecure 192.168.15.241/FOFFCCOE/page/global a % 3 &0

NR&D MEB3 « Test Lab

HComm: Ok

Global Configuration

Item Value
User Label [Test Lab ]

Home
Configuration
Statistics
Tools [ MEB3 11DEC2024 ] - Build #7867

Admin Copyright 2011-2024
Set Passwords Niobrara Research and Development Corporation
Global Config
Backup
Restore
Hot Modbus Plus

Update Firmware
Reset

Logout [admin]

< Test Lab ’
L1688 F

15,241
SYMAK: B398

Frouy:Run
Morma |
HE+: 21

Configuration Backup

The configuration of the MEB3 may be pulled from the MEB3 and saved as an XML file
on the PC. The common method is to right click the “here” link and choose “Save Link
As...” or “Save Target As...” and then save the file.

The default filename is of the form: config 192 168 15 241.MEB3 where
192.168.15.241 is the IP Address of the MEB3 in question.
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v L NRaD x o+ — (] X

<« G @ A Notsecure 192.168.15.241/FOFFCCOE/admin/backup aQa % @ & O K s
NR&D MEB3 - Test Lab
HComm: Ok H
MEB3 Configuration Backup
Home
Configuration Click here to store the MEB3 configuration as a file on your PC. (or, right-click
Statistics and choose Save As...)
Tools
Admin [ MEB3 11DEC2024 | - Build #7867
Set Passwords Copyright 2011-2024
Global Config Niobrara Research and Development Corporation
Backup
Restore
Hot Modbus Plus
Update Firmware
Reset
Logout [admin]

Configuration Restore

The Restore link will allow the Admin to restore a previously saved backup file to the
MEB3. The upper “File Name” selector is for downloading a full . MEB3 backup file. A
complete factory default is done before the restoration is started. All IP settings and
passwords will be set to those in the .MEB3 file.

The lower “Partial Restore File Name” selector is for downloading a “partial
restore” .MEB3 file. The “partial” restore file is built from a Niobrara Utility program
such as “Extract NOM.EXE” and these files wusually just include Peer Cop
configurations. This “partial” file does not reset the MEB3 to factory defaults before
doing the restore function. Therefore, IP settings and passwords are not altered.
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v I NR&D X+ - (] X

<« G @  ANotsecure 192.168.15.241/FFOC465D/admin/restore Qv S0 O

NR&D MEB3 - Test Lab

Home
_g;?ﬁtgm_ation Restore the entire MEB3 configuration from a file by uploading a selected file:
istics
iOTOIS' Filename: No file chosen
min
Set Passwords
Global Config

MEB3 Configuration Restore

Backup
e Only use the following form if instructed to do so, for modification of the already loaded configuration.
e Modl_)us Sl Using the following form prevents loading default configuration before applying the supplied configuration.
Update Firmware
Reset Partial Restore Filename: No file chosen
Logout [admin] [ MEB3 02JAN2024 | - Build #7878

Copyright 2011-2024
Niobrara Research and Development Corporation

Hot Modbus Plus
The Hot Modbus Plus page may be used to initialize the MEB3 as the first Primary or
Secondary unit.
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-
v I Testlab - MEB3 Configuration X + — (]} X

&« C M A\ Notsecure  192.168.15.241/FFOC465D/page/admin/hotmbp aQ W S e O = e
NR&D MEBS3 - Test Lab
HComm: Ok H
. Initialize as First
ome
Configuration
Statistics Initialize as First configures port 2 of MEB3 to be a link to other
Tools (redundant) MEB3, and configures the current IP and Modbus Plus
Admin addresses as the primary node's address.
Set Passwords Clicking this link will trigger a restart of the MEB3's Ethernet
Global Config driver and will terminate this session.
Backup
Restore o, .
Hot Modbus Plus Inltlallze as Second
Update Firmware
Reset

Initialize as Second configures port 2 of MEB3 to be a link to other
: (primary, already configured) MEB3, and initiates process of
Logout [admin)] copying the configuration of the "First" MEB3.

Clicking this link will trigger a restart of the MEB3's Ethernet
driver and will terminate this session. This MEB3 will return at the
Secondary IP address.

[ MEB3 02JAN2024 ] - Build #7878
Copyright 2011-2024

Niobrara Research and Development Corporation

Firmware Update

The Firmware Update page allows the Admin to install a new version of the MEB3.qrc
file.

NOTE: It is always recommended that a new backup of the MEB3 configuration be done
before updating the firmware.

The new firmware is usually installed in the c:\Niobrara\Firmware\ folder.
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v (_ NR&D X  + = (m] X

<« X @ A Notsecure 192.168.15.241/FF1A9D17/admin/fwload Qaw 0 0

NR&D MEB3 - Test Lab

MEB3 Firmware Update
Home
Configuration Update MEB3 firmware from a file by uploading a new version of MEB3.qrc:
Statistics Please remember, it's always a good idea to back up your configuration before updating firmware!
iOTOIS. WARNING: This operation will finish by rebooting the module, which WILL disrupt communications.
min

e $%% FileName: MEB3.ro

Backup

Restore [ MEB3 02JAN2024 ] - Build #7875

Hot Modbus Plus Copyright 2011-2024

Update Firmware Niobrara Research and Development Corporation

Reset
Logout [admin)]

Reset to Factory Defaults

The MEB3 may be reset to Factory Defaults by typing “YES” into the text field.
Resetting to Factory using this web page will keep the current Ethernet settings (IP
Address, Subnet Mask, Default Gateway, and ACL table) and Web Passwords but will

revert all other settings to factory default.

NOTE: Resetting the MEB3 to Factory Default using the front panel LCD will also
revert the IP settings to 10.10.10.10, reset the web server passwords so the temporary

password must be entered.
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v L NR&D x o+ — (] X

< G @ ANotseccure 192.168.15241/FOFFCCOF/adminreset ax €O O

NR&D MEB3 - Test Lab

HComm: Ok H
Reset module to Factory Defaults

Home

Configuration This will reset the module to Factory Default settings, except for IP settings

Statistics and LCD Contrast.

Tools

Admin

Are you sure you want to clear this configuration?

Set Passwords Type YES to reset:

Global Config

Backup [ MEB3 11DEC2024 ] - Build #7867
Restore Copyright 2011-2024

%l?us[’lus Niobrara Research and Development Corporation
Update Firmware
Reset

Logout [admin]
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14 Utilities

MBP_EXTRACT.EXE

This utility is used to modify a QUANTUM .ZEF project file from EcoStruxure Control
Expert (ECE) or Unity Pro to remove the Modbus Plus configuration and convert it to a
useful format for the M580. The utility steps through the original file to find all Peer Cop
configuration for the native CPU MB+ port and any NOM 212 XX modules. Global
Data Inputs and Outputs, Specific Data Inputs and Outputs, and Quantum DIO racks are
found and removed from the configuration.

This program will provide configuration for an MEB3 that will replace the Quantum
CPU MB+ port. Configuration for additional MEB3 units will be provided for each
NOM card in the CPU rack. Up to 3 NOMs are supported and are numbered NOM1,
NOM2, and NOM3 with NOM1 being the NOM with the lowest slot number. If there are
more than 3 NOM modules configured in the rack then the remaining NOMs are ignored.

The source file must be a .ZEF. If you have a .XEF file then import it into ECE and do a
new export as a .ZEF.

The first time mbp_extract is ran on a new source.ZEF file, a new \source\ folder will be
created. Inside that folder, mbp extract will attempt to open two files
source SETUP.TXT and source. COMMS.TXT. If these files are not present then they
will be created and the program will stop and the user prompted to edit the
source_setup.txt file before restarting the process.

SOURCE_SETUP.TXT

This file instructs the MBP_EXTRACT program for the IP Address settings for each of
the possible MEB3 modules used to replace the Quantum CPU and possible NOMs. This
file also sets the IP Address of the replacement M580 CPU as well as the Modbus Plus
addresses of each MEB3.
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SOURCE_COMMS.TXT

Command line Example

A Quantum CPU at MB+ node 18 with a NOM at MB+ node 60 is to be replaced by an
MS580 at 192.168.15.20. Two MEB3s will be used with the one replacing the CPU at
192.168.15.18 and its MB+ set to 18. The second will replace the NOM at 192.168.15.19
and its MB+ set to 60. The source file is “qtest.ZEF” and UMAC will be setting
%SW141 =1 so -offset will be used.

>mbp_extract qtest.ZEF -cpuip192.168.15.20 -cpumeb3ip192.168.15.18 -cpumeb3drop18 -nom1meb3ip192.168.15.19 -nom 1 meb3drop60 -offset

The resulting filename will be “qtest MBP.ZEF” This file will be opened within UMAC
to generate the M580 zef.

MBP _EXTRACT generates a folder same name as the original filename. Inside this
folder are the MEB3 partial restore configuration files for each of the MEB3s and a few
files for troubleshooting.

For the above example the folder \qtest\ contains the following files:

Directory of C:\NiobraraAMEB3\QTEST

02/21/2025 02:48 PM 24,992 convertnotes.txt

02/21/2025 02:48 PM <DIR> DTM

02/21/2025 02:00 PM 89 DtmAuditRecord.xml

02/21/2025 02:48 PM 942 MEB3_192_168_15_18_Partial_Restore.meb3
02/21/2025 02:48 PM 1,198 MEB3_192_168_15_19_Partial_Restore.meb3
02/21/2025 02:48 PM 4,992 MW_Register_List.txt

02/21/2025 02:00 PM 139,309 orig_unitpro.xef

02/21/2025 02:00 PM 67,604 Project_Definition.xpdf

02/21/2025 02:00 PM 410 props.xml

02/21/2025 02:48 PM 4,242 gbus.txt

02/21/2025 02:48 PM 96,538 unitpro.xef

10 File(s) 340,316 bytes
The file “convertnotes.txt” gives a text description of all MB+ head units found, any
QDIO networks found and the module descriptions of each rack, and any Peer Cop
settings (Specific Inputs, Outputs, Global Data Inputs, or Outputs).

“MW_Register List”.txt is a summary of all %MW registers used in the project.

“MEB3 192 168 15 18 Partial Restore.meb3” is the Partial Restore file for the MEB3
that replaces the Quantum CPU.

“MEB3 192 168 15 19 Partial Restore.meb3” is the Partial Restore file for the MEB3
that replaces the NOM.

PLC Segments, Structures, and DFBs Added

MBP_EXTRACT removes an NOMs and MB+ related configuration from the original
ZEF. It also adds several data structures to store the MB+ related Quantum configuration
and several DFBs and program sections (if needed).

MBP_Extract searches through the original ZEF and builds a list of all assigned %MW
registers. If there is room near the top of the %MW memory it will claim blocks of these
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registers for a mailbox used by each MEB3 to exchange data with the M580. The size of
these blocks depends upon the MB+ configuration in the original Quantum. At a
minimum there will be a MEB3 Health block of 13 words for each MEB3. If other
configuration was present then additional blocks are added. The PLC Inputs (data written
to the M580 from the MEB3) are grouped together while the PLC Outputs (data read
from the M580 by the MEB3) are in the next group. This allows a minimum of
communication messages between the MEB3 and the M580. Each data block is named
with a reference to the original slot number of the head (CPU or NOM) and the MB+
node of the target MEB3. Possible data blocks are shown below:

+  Health (PLC Input)

+ Global Data In (PLC Input)

«  Specific Data In (PLC Input)

« QDIO Data In (PLC Input)

+  Global Data Out (PLC Output)

«  Specific Data Out (PLC Output)
+  QDIO Data Out (PLC Output)

sy [ cureier
+]-@ MEB3_Hs2_Hn18_Health MEB3_Health YaMW 7904
+]- @ MEB3_Hs4_Hn60_Health MEB3_Health Y%eMW 7917
+]- B MEB3_Hs4_Hn60_Specificinputs ARRAY[7929.7930] OF INT MW 7930
+]- B MEB3_Hs4_Hn60_Globallnputs ARRAY[7931..7946] OF INT MW 7932
+]-l MEB3_Hs4_Hn60_Diolnputs ARRAY[7947.7959] OF INT aMW 7948
+- B MEB3_Hs4_Hn60_SpecificOutputs ARRAY[7960..7961] OF INT MW 7961
+]- B MEB3_Hs4_Hn60_GlobalQutputs ARRAY[7962.7993] OF INT %MW 7963
+]-l MEB3_Hs4_Hn60_DioOutputs ARRAY[7994.7998] OF INT MW 7995
= swil3g INT 1 | Modbus Discrete Inputs base offset %SW138
o sw139 INT 1 | Modbus Discrete Qutputs(coils) base o... %SW139
o swil40 INT 1 | Modbus Input Registers base offset eSW140
= swidl INT 1 | Modbus Holding Registers base offset %SW141

In the previous example Head Slot 2 was the Quantum CPU and Head Slot 4 was the
NOM. The CPU MB+ port had no Peer Cop or QDIO networks attached so it only has
the MEB3 Hs4 Hnl18 Health block variable. The NOM had Global Data, Specific Data,
and QDIO so it has block variables for each of these groups.

The original Quantum application had 3 QDIO racks connected to the NOM network. It
also included Global Data from Node 178 and Specific Data settings for Nodes 45 and
47.
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The original source had two simple sections;

Global Input

)

3z

&

w340

wlapaa|E|E]N]s

pEEEARNAR

Global Output

‘Source Ref. Length | Bir/BCD
52 Bn [
a3 Cancel

Specific Input
Dest Ref. | Length | Bin/BCD
55245 1 Bn
7| semini2a7 1 Bn
s <
50 <
51 &
2 <
5 <
\ oK Cancel

Specific Output

I
| SourceRet. | Lengih | Bin/BCD

|
I <
aa| ]
@ |umwzaes Bn
L — 2
a7 w2247 Bn
m <
) &
& <
5 =
) <
12 | O — S—

oK. ca

ocectoromser  H
g Structural view

3 Project
i) Configuration

-1 Derived Data Types

[ Derived FB Types
[--~[2) Variables & FB instances
-3 Communication

-

- Operator Screens
[} fly Documentation

After the conversion to the M580 is complete new segments were added for both MEB3

units.
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3 10 20 30 40| 50 ‘DV‘EGCI

Generated by Nicbraras MBP_Bxract
Rev21FEB2025 Original Souce:

QUESTZEF
MEB_Hs2_Hnte_Hean
}_Hs2_Hn18_Heal
10|
-] =&
19 20 3q 40 54 69
Generated by Nicbrara's MBP_Exract
o Rev21FEB2025 Original Source:
MEB3 4. Hoso_Wathog ol
[ras—
3000—|Wtchaog Time Eror
MEB3_Hs4_Hn60_Heallh—{NES3Haath ——NESeHaath
110]
QDIO_Hs4_HiG0_Rn2_ C.
aDio_cotrel
True—{Erals  Conig Heath [—QDIO_Hs4_Hn60_Rn2_Config_Health
MEB3_Hs4 H60_Config—{NES3Cork
QDIQ e 1o Rz Cong—cuty
WIEBI_Hs4_Fin60_Heath—ieatn
20 MEB3_Hs4_HNBO DIolnpufS[7947]—Rack G = Rack Ch._{—
= MEB3Hs4~HNG0_Diolnputs|7948|—|Rack Staus Rack Stats [—

QDIO_Hs4_Hnb0_Rn3 C.

True—{er [-QDIO_Hs4_Hn60_Rn3_Config_Health

MEB3_Hs4 Hn60_Config

QDIQ_Hs4 Hn60_Rn3_Config—{Corfg
WEB3Hsd_Finb0_Heath—Heath

MEB3 Hs4 HnB0_Diolnpufs[7959)

MEB3_Hs4_Hn60_Diolnputs{7956]

IRack Cn. = Rack Ch.. [—
[Rack Status —Rack Siatus [—

QDIO_Hs4_HnB0_Rnd_C.

QDI0_Cartral

True—{Ertle  Config Heath [—QDIO_Hs4_Hn60_Rn4_Config_Health
40 MEB3_Hs4 Hn60_Config—{MEBICorig
= QDIQ_Hs4~Hn&0: Rnd_Config—c
:_Finé0_Health—fieath
MEB3_Hs4_HNBO_DIoInpUS[7957}{Rack Cn. - Rack Ch_[—
MEB3Hs4~HnG0_Diolnputs|7958] —|Rack Staus —Rack Siats [—

The Config sections include a DFB for Watchdog operation and if QDIO is present the
section also includes a DFB for each QDIO rack. These configuration sections as well as
the Input_Assign sections for the Global Data In, Specific Data In, and QDIO In are all
added above the original two program sections.

The Specific Data In is for the Node 45 and 47 Input data.
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Hs4_Hn6# \ssign : [M, |
4.Hn60.51A EEr=] (+ Generated by Wiobrara's MSP EXTRACT rev 21FES2
" & |

nal Sch: orEsT. ZEF

(* Generated by Niobrara's MBP_EXTRACT rev 21FEB2025 *)
(* original Source: QTEST.ZEF *)

@ -~ Global Input from Node 17 Subf:
if MEB3 Hs4_Hn60_Health.GlobalInput[1].0 then
TE_INPUT_INT (BCD_TO_INT (MEB3_Hs4_Hn60_GlobalInputs[79311));
TE_INPUT_INT (BCD_TO_INT (MEB3_Hs4_Hn60_GlobalInputs[7932]));

)

ecIFic Input from Node 45 —
if MEB3_Hs4 Hn60_Health.SpecificInput (2] .12 then

%IW245 := WRITE_INPUT_INT (MEB3_Hs4_Hn60_SpecificInputs[7929]);
else

if NOT (MEB3_Hs4_Hn60_Config.MaintainInputs) then

s4_Hn60_Config.MaintainInputs) then
WRITE_INPUT_INT (0) ;
WRITE_INPUT_INT(0);

%IW245 := WRITE_INPUT_INT(0);

end if;

end_if;
. - -~ Global Input from Node 17 Subf. 2 - %),

* -- SpecIFic Input from Node 47 - 3] if MEB3_Hs4_Hn60_Health.Globallnput[1].0 then
if MEB3_Hs4_Hn60_Health.SpecificInput[2].14 then %1321 := WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_GlobalInputs[7933].15);

%MW247 := MEB3_Hs4_Hn60_SpecificInputs(7930]; %1322 := WRITE_INPUT EBOOL (MEB3_Hs4_Hn60_GlobalInputs(7933].14);
els - %1323 := WRITE_INPUT_EBOOL (MEB3 Hs4_Hn60_GloballInputs([7933].13);

WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_Globallnputs[7933].12);
:= WRITE_INPUT_EBOOL(MEB3_Hs4_Hn60_GlobalInputs([7933].11);
%1326 := WRITE_INPUT EBOOL (MEB3_Hsd_Hn60_GlobalInputs(7933].10);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_GlobalInputs(7933].9);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_GlobalInputs[7933].8);
%1329 := WRITE_INPUT EBOOL (MEB3_Hs4_Hn60_GlobalInputs[7933].7);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_Globallnputs(7933].6);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_Globallnputs[79331.5);
— $I332 := WRITE_INPUT EBOOL (MEB3_Hs4_Hn60_GlobalInputs[7933].4);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_GlobalInputs[7933].3);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_Globallnputs(7933].2);
$I335 := WRITE_INPUT EBOOL (MEB3_Hs4_Hn60_GlobalInputs[7933].1);
%1336 := WRITE_INPUT EBOOL (MEB3_Hs4_Hn60_GlobalInputs[7933].0);

if NOT(MEB3_Hs4_Hn60_Config.MaintainInputs) then
3MW247 0

if NOT(MEB3_Hs4_Hn60_Config.MaintainInputs) then
E INPUT_EBOOL (0) ;

%1322 WRITE_INPUT_EBOOL(0)
57323 = WRITE INPUT_EBOOL(0)
41321 i~ WRITE INPUT EBOOL(0)

%1325 := WRITE_INPUT EBOOL(0) ;
%1326 := WRITE_INPUT_EBOOL(0);
%1327 := WRITE_INPUT EBOOL(0);
%1328 := WRITE_INPUT EBOOL(0);
%1329 := WRITE_INPUT EBOOL(0) ;
%1330 := WRITE_INPUT_EBOOL(0) ;
$I331 := WRITE_INPUT EBOOL(0) ;
%1332 := WRITE_INPUT EBOOL(0) ;
%1333 := WRITE_INPUT_EBOOL(0) ;
%1334 := WRITE_INPUT_EBOOL(0) ;

$I335 := WRITE_INPUT EBOOL(0)
%1336 := WRITE_INPUT EBOOL(0)
end_if;
end_if;

o

—- Global Input from Node 17 Si
if MEB3_Hs4_Hn60_Health.GlobalInput[1].0 then
%M321 := MEB3_Hs4_Hn60_Globallnputs[7934].15;
MEB3_Hs4_Hn60_GlobalInputs([7934].14;
MEB3_Hs4_Hn60_GlobalInputs(7934].13;
MEB3_Hs4_Hn60_GlobalInputs[7934].12;
MEB3_Hs4_Hn60_GlobalInputs[7934].11;
= MEB3 Hs4_Hn60_GlobalInputs[7934].10;
%M327 := MEB3_Hs4_Hn60_GlobalInputs(7934].9;
§M328 := MEB3_Hs4_Hn60_Globallnputs[7934].8;

%M329 := MEB3_Hs4_Hn60_GlobalInputs[7934].7;
%M330 := MEB3_Hs4_Hn60_GlobalInputs(7934].6;
%M331 := MEB3 Hs4 Hné0 Globallnputs[7934].5;

Each segment copies the mailbox data to the original %I, %IW, %M, or %MW location
and does BCD conversion if needed.

Each QDIO rack with input cards will have a section added for assigning the original %I
and %IW data from the rack.
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DIO_Hs4_Hn60_Rnd_Input_Assign : [MAST

rated by

nal Source:

OTEST.ZEF *)

if MEB3_Hs4_Hn60_Health.SpecificInput[0].1

t 2 - 140DDI84100 'DC IN

WRITE_INPUT_EBOOL (MEB3_Hs4_Hn6{
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60.
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60.
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60.
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60
WRITE_INPUT_EBOOL (MEB3_Hs4_Hné0
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60,

3 - 140AMMO9000 'AN 4CH IN/2CH
WRITE_INPUT_INT (MEB3_Hs4_Hn60_Di

WRITE.
WRITE.

INPUT
INPUT

INT (MEB3.
INT (MEB3.

Hs4,
Hs4

HNE0
HN60

Di
Di

s
if NOT(QDIO_Hs4_Hn60_Rn2_Config.Maintain

EBOOL (0) ;
EBOOL (0) ;
EBOOL(0) ;
EBOOL (0) ;

WRITE_INPUT
WRITE_INPUT.
WRITE_INPUT.
WRITE_INPUT.
WRITE_INPUT_EBOOL(0) ;
WRITE_INPUT_EBOOL(0) ;
WRITE_INPUT_EBOOL(0) ;
WRITE_INPUT_EBOOL(0) ;
WRITE_INPUT_EBOOL (0) ;

WRITE_INPUT_EBOOL(0) ;
s116 B

WRITE_INPUT_EBOOL(0) ;

$IWl := WRITE_INPUT_INT(0);

$IW2 := WRITE_INPUT_INT(0);

$IW3 := WRITE_INPUT_INT(0);

%IW4 := WRITE_INPUT_INT(0);

$IWS := WRITE_INPUT_INT(0);
end_if;

end_if;

After the original sections, there are now Output assignment sections added for Global

ara's MBP_EXTRACT rev 21FEBZ

WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_Di

then

10-60V 8x2' *)

RITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs[7949].15);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs([7949].14);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs[7949].13);

_INPUT_EBOOL (MEB3_Hs4_Hn6€0_DioInputs[7949].12);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs[7949].11);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs(7949].10);

RITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs[7949].9);

RITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs[7949].

DioInputs[7949] .

DioInputs([7949].
our' *)

oInputs([7950]);
oInputs(7953]);
oInputs(7954]) ;

Inputs) then

(* Generated by Niobrara's MBP_EXTRACT rev 21FEB2025 *)
(* original Source: QTEST.ZEF *)

if MEB3_Hs4_Hn60_Health.SpecificInput(0].3 then

- 140DDM39000 'DC IN/OUT 24V 16/8' *)
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn6é0_DioInputs[7959].15);
WRITE_INPUT_EBOOL (MEB3, 14);

E _Hs4_Hn60_DioInputs[7959]
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs[7959].13);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs(7959].12);

WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs[7959].11);

WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs[7959].10);

WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs(7959].9);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs(7959].8);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs[7959].7);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs[7959].6);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs[7959].5);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs(7959].4);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs(7959].3);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs([7959].2);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs[7959].1);
WRITE_INPUT_EBOOL (MEB3_Hs4_Hn60_DioInputs([7959].0);

else
if NOT(QDIO_Hs4_Hn60_Rn4_Config.MaintainInputs) then

WRITE_INPUT_EBOOL(0) ;
WRITE_INPUT_EBOOL(0) ;
WRITE_INPUT_EBOOL(0) ;
WRITE_INPUT_EBOOL(0) ;
WRITE_INPUT_EBOOL(0) ;
WRITE_INPUT_EBOOL(0) ;
WRITE_INPUT_EBOOL(0) ;
WRITE_INPUT_EBOOL(0) ;
WRITE_INPUT_EBOOL(0) ;
WRITE_INPUT_EBOOL (0) ;
WRITE_INPUT_EBOOL(0) ;
WRITE_INPUT_EBOOL(0) ;
WRITE_INPUT_EBOOL(0) ;
WRITE_INPUT_EBOOL(0) ;
WRITE_INPUT_EBOOL(0) ;
WRITE_INPUT_EBOOL (0) ;

Data Out, Specific Data Out, and QDIO data Out.

Configuration Structures

Each MEB3 has a configuration structure assigned. This structure is used by the M580
code to send QDIO configuration messages to each rack. It is also used by MBP_MSTR
replacement DFBs for former MB+ read and write messages. If it is necessary to change

the MEB3’s IP address then simply modify the initial value in the structure.

Name v

BMEP58_ECPU_EXT

Type

T_BMEP58_ECPU_EX...

Walue Comment

=@ MEB3_Hs2_Hn18_Config

MEB3_Config

@ MEB3_IPaddress

string[16]

192.168.15.18 Form 192.168.10xx

& OutboundRoute

string[10]

003 Usually '0.0.3'

& Maintaininputs

BOOL

INT

BOOL

Rising Edge Resets Stats to zero

@ MEB3_Hs4_Hn60_Config

MEB3_Config

# MEB3 IPaddress

string[16]

192.168.15.19 Form 192.168.10.xx

& OutboundRoute

string[10]

003 Usually '0.0.3'

& Maintaininputs

BOOL

INT

BOOL

Rising Edge Resets Stats to zero
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MEB3 He 4 Fne0_Globaloutputs (7993

QN0 _Confin

SMWS12;

MEB3 Hs4 Hn60_ Diooutputs(7996]

54 Hn60_DiocOutputs[7996]
MEB3 H=4_Hn6€0_Diooutputs[7996]
MEB3 Hs4_Hn60_Diooutputs(7996]
MEB3_Hs4_Hn6€0_DioOutputs[7996]
MEB3 Hs4_Hn€0_Diooutputs(7996]

MEB3 Hs4 Hné0_Diooutputs[7S96] .
MEB3 Hs4_ Hné0_Diooutputs[7996] .

CRNWALOY

(=&

Niobrara's MBP_EXTRACT rev Z1FEB
EE

s 2 - 140DDM39000 'DC IN/OU
MEB3_Hs4_Hné0_Dicoutputs[7997].15
MEB3 Hs4_Hné0_DicOutputs[7997].14
MEB3_Hs4_Hné0_Dicoutputs[7997].13
MEB3 Hs4_Hn60_DicOutputs[7997].12
MEB3 Hs4 Hné0_DicOutputs[7997].11
MEB3_Hs4_Hn60_Dicoutputs[7997].10
MEB3 Hsd4_Hn60_DicOutputs[7997].9

MEB3_Hs4_Hn60_DicOutputs[7997].8 :

(* Slot 3 - 140DRCE3000 'RELAY OUT &
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0 1=Yes, 0=Zero on comms loss (PEER COP...
2 CPU Rack Slot number of original MB+ port

0 1=Yes, 0=Zero on comms loss (PEER COP...
4 CPU Rack Slot number of original MB+ port



If QDIO racks are included then a configuration structure for each rack is added. Each
rack has configuration data for all possible 16 slots. Use caution in modifying this setup.

QDIO_CONFIG.EXE

— |- @ QDIO_Hs4_Hn60_Rn2_Config QDIO_Config
& TargetDrop INT 2 QDIO Rack MB+ Mode
& Holdup INT 3 x100mS
& Maintaininputs BOOL 0 1=Maintain, 0=Zero
—- B Slot ARRAY[1..16] OF QDI...
TP Slot[1] QDIO_Slot
—|-@P Slot[2) QDIO_Slot
& PartNumber string[16] 140DDI184100
& Description string[30] DC IN 10-60V 8x2
# ModulelD INT 13
& InByteCount INT 2
& OutByteCount INT 0
® InFlags INT 160
Lk In_DPM BOOL
ks Interrupt BOOL
ks In_Simple BOOL
ki In_BCD BOOL
ki In_Coil BOOL
& OufFlags INT 0
ki Out_DPM BOOL
ki Out_Hold BOOL
ki Out_Simple BOOL
bk Out_BCD BOOL
Lk Out_Coil BOOL
& InStart UINT 1 Plc Input Start
& Oustart UINT 0 Plc Output Start
& ConfigCount INT 0
+- Bl ConfigINT ARRAY[1.51] OF INT
& InBpStart UINT 0 Input Block Offset
& OutBpStart UINT 0 Output Block Offset
—|-@ Slot[3] QDIO_Slot
® PartNumber string[16] 140AMMOS000
& Description string[30] AN4CH INj2CH OUT
& ModulelD INT 277
& InByteCount INT 10
& OutByteCount INT 4
& InFlags INT 0

This command line utility may be used to read the running configuration from a QDIO
rack through a MEB3.

In the following example, an MEB3 has been added to a MB+ network consisting of a
Quantum CPU at node land three CRA QDIO racks at nodes 2, 3, and 4. The MEB3 is
set to node 5 since that node was not used on the network. The MEB3 is set to IP
Address 192.168.10.5 and is on the same subnet as the PC.
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CRAW|[cra. NOM#60 |CRAM

192168105

C:\Niobrara\MEB3>qdio_config 192.168.10.5 2

Starting this program will create a text file with the IP Address and Index in the filename.

3 Command Prompt

DIO_192 168 10_5_Node_2.txt x +
C:\Niobrara\MEB3>qdio_config 192.168.10.5 2
dio_config Rev 11FEB2025 File Edit  View L7 &
Log file 'DI0_192_168_10_5_Node_2.txt' open successful..
Connecting to 192.168.10.5 on port 502 Index = 2 ...OK ; 5
Verify that Target is Quantum DIO Head.. # DIO_Config.exe (c)2@24 Niobrara R&D Corp. Rev 11FEB2025
MB+ NodeType = 6 # Extract Date ©2-23-2025 at 22:09:41
SWversion = 0100 #
Source IP Address is 192.168.10.5

Map Write Node = 60 .
lap Write Node Source Modbus/TCP Index is 2

Data W 60
Slot(1) 21X X6 DIO DROP END
Slot(2) = SA1YOEEDE NI 1Y SSONEB X Verify that Target is Quantum DIO Head...
Slot(3) 990 00 AN 4CH IN/2CH OUT
Slot (1) MB+ NodeType = 6
Slot(5) SWversion = 01.00
Slot(6)
ztzt(zg = Read Actual Modules in Rack...
slot(9) r[65] = xe@3C
g{otgﬁ)g r[66] = x@03C
o
Slot(12) r[67] = xe109
Slot(13) r[68] = xe012
Slot(14) rl69] = xe115

Slot(15) -
Slot(16) = Empty r[70] = xFFFF
r[71] = XxFFFF
configlength = r[72] = xFFFF
DropType r[73] = xFFFF
targetdrop
holdup r[74] = xFFFF
HeadSlot = 4 r[75] = XFFFF
paranmRWforDI0 = © r[76] = XFFFF
modulecount = 2
statustablestart = %IW 0 r[77] = xFFFF
r[78] = xFFFF
Rack = 1, Slot = 2 r[79] = xFFFF
Module ID = x0012 (18) r(80] = xFFFF
Partnumber: 140 DDI 841 00  146DDI84100 r[81] = xFFFF
Description: 'DC IN 16-60V 8x2' r[82] = xFFFF
Family: Discrete
Input Byte Count = 2 .
Input Flags = xA@ Input PLC = Simple BIN %I 1 through 16 Map Write Node = 6@
Confighcountioye Data Write Node = 60
Rack = 1, Slot = 3 Slot(1) = 140 CRA 21X X8 DIO DROP END
Module ID = x0115 (277) Slot(2) = 140 DDI 841 @@ DC IN 18-66V 8x2
D"ﬂ’ ‘"&"?E*‘ }:ﬁ ﬁg: gﬁ%gg OU%L“@A"'”WUW Slot(3) = 140 AMM 090 @0 AN 4CH IN/2CH OUT
escription N -
Family: Analog Slot(4) = Empty
Input Byte Count = 10 Slot(5) = Empty
Input Flags = x00 Input PLC = BIN %IW 1 through 5 slot(6) = Empty
Output Byte Count = 4 _
Output Flags = x00 Output PLC = User BIN %MW 1 through 2 slot(7) = Empty
Config Count = 6 Slot(8) = Empty
Com‘ig%l% x8001 (32769) slot(9) = Empty
Config[2] = x0055 -
Config[3] = x8989 Slot(1e) = Fmntv
Config[u] = x8909 Ln1,Col1 4302 characters 100% Window
Config[5] = @ L

CRLF) UTF-8

Configl[6] = @
Checksum = xACSE

C:\Niobrara\MEB3>|
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It is highly recommended that each CRA setup be documented while still in control of the
original Quantum PLC.

PROXY_EXTRACT.EXE

This command line utility may be used to read the running configuration from a SE
Proxy and build a full MEB3 configuration file to make a drop-in replacement for the SE
Proxy.

Connect the PC to the Proxy’s Ethernet network. Start the program with the IP Address
of the Proxy.

C:\Niobrara\MEB3>proxy_extract 192.168.15.121

A Modbus/TCP connection is established and the setup of the Proxy is extracted and a
new “ Partial Restore” setup file for the MEB3 is created. Two additional text files are
created that give a register based and textual description of the Proxy setup.

. Command Prompt

[_ Command Prompt

C:\Niobrara\MEB3>dir
Volume in drive C is Windows
Volume Serial Number is D66C-2U4AD

Directory of C:\Niobrara\MEE3

02/24/2025 : <DIR>
02/24/2025 : <DIR> ..
02/21/2025 : 565,760 MBP_EXTRACT.exe
02/24/2025 : 39,816 Proxy_192_168_15_121_Node_21.reg
02/24/2025 3 55,239 Proxy_192_168_15_121_Node_21.txt
02/24/2025 : 35,974 Proxy_192_168_15_121_Node_21_Partial_Restore.meb3
02/24/2025 : 136,192 proxy_extract.exe
02/21/2025 : 235,520 QDIO_CONFIG.exe
02/21/2025 H <DIR> QTEST
02/21/2025 : 49,360 qtest.ZEF
02/21/2025 : 71,189 QTEST_MBP - M580.zef
02/21/2025 : 73,725 QTEST_MBP.zef
9 File(s) 1,262,775 bytes
3 Dir(s) 182,198,632,448 bytes free

C:\Niobrara\MEB3>|

A quick view of the .txt file shows the actual configuration.
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2  Proxy_192.168_15_121_Node_21.txt X

File Edit  View

#
# Product Code: TCSEGDB23F24Fx
# Version: v1.03

#

Modbus Plus Node = 21

Ethernet Framing = 802.3

IP Address = 192,168, 15.121
Subnet Mask = 255.255.255. @
Default Gate = 192.168. 15. 1
Target IP Address = 192.168. 15.
Legacy Offset = 1

1x Offset = 2049

3x Offset = 2049

Peer Cop Health Start = 201
Routing Entry[ 1] = 1. @
Routing Entry[ 2] = 2. @.
Routing Entry[ 3] = 24. 18.
Routing Entry[ 4] 4, 0.
Routing Entry[ 5] = 5. @.
Routing Entry[ 6] = 6. 0.
Routing Entry[ 7] 7. @,
Routing Entry[ 8] = 8. @.
Routing Entry[ 9] = 9. @.
Routing Entry[ 18] = 1@. @.
Routing Entry[ 11] = 11. @.
Routing Entry[ 12] = 12. @.
Routing Entry[ 13] = 13. @.
Routing Entry[ 14] = 14. @.
Routing Entry[ 15] = 15. @.
Routing Entry[ 16] = 16. .
Routing Entry[ 17] = 17. @.
Routing Entry[ 18] = 18. @.
Routing Entry[ 19] = 19. @.
Ln 1, Col1 54,516 characters 100%

Q0 0 0 0 0 9 0 0 0 0 00 90 9o @@

29

Q0 0 0 0 0 9 0 0 0 0 00 90 9o @@

# Proxy Extract.exe (c)2024 Niobrara R&D Corp.
# Extract Date 82-24-2025 at @7:55:41
Vendor Name: Schneider-Electric

Q0 0 0 0 0 60 9 0 0 0 0 00 e 0 O &

=

Windows (CRLF)

Rev 24FEB2825

UTF-8

To finish the installation do these steps:

1. Reset the MEB3 to factory defaults through the front panel by selecting “System

> Factory” and then “Defaults”.
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2. Select “System > WWW?” to enable the web server.

3. Select “System > Password” to find the temporary password. Note this value
including the “-”. It will be of the form 123-456.

4. Connect to the IP Address (10.10.10.10) web server on port 80. Enter the
temporary password.

e o X

v L, NR&D x  +
€ 5> C @ A Notseure 10.10.10.10/auth/ wa%x¥ ¢ e 3 O :
Set Password
Incorrect Password
Temporary Pasword: [ ]
Submit |
[ MEB3 04FEB2025 ] - Build #8104
Copyright 2011-2025
Niobrara Research and Development Corporation
5. Enter new Admin and User passwords.
v L, nReD x o+ = @
<« C R A Notseure 10.10.10.10/FF1CE087/admin/password sa % ¢ e 9 O :

NR&D MEB3 -

Configure Passwords

MEB3 provides two user access levels; 'admin’ user is allowed to make ANY
modifications available through the web interface, whereas 'user' is only
allowed to access pages, without being permitted to make any changes.

Enter Temporary Password |+«

New ADMIN Password

Repeat ADMIN Password |+ |
Set ADMIN Password

New USER Password [~ |

Repeat USER Password

Set USER Password

| submit

[ MEB3 04FEB2025 ] - Build #8104
Copyright 2011-2025
Niobrara Research and Development Corporation

6. Click on the “Click Here” link to proceed.

MEB3 Manual 14 Utilities 168



v I NR&D X+ - o X

< C @  ANotsecwre 10.10.10.10/FF1CE087/admin/password ax 0 O

NR&D MEB3

User and Admin Password Changed.

These new settings are not yet stored to EEPROM; remember to store them to
make the changes permanent.
Remember also to record the passwords, in case they are forgotten.

Click Here to proceed.

[ MEB3 04FEB2025 ] - Build #8104
Copyright 2011-2025
Niobrara Research and Development Corporation

7. Click on the “Store to EEPROM?” link.

v I

<«

Stai

Home
Configuration

Tools
Admin

Logout [admin]

Store to EEPROM

K. - MEB3 Configuration and Diac X = — B

G @  ANotseae 101010.10/FFICE07/ Qax o3 O

NR&D MEB3 -

CS

MEB3 Configuration and diagnostics tool

[ MEB3 04FEB2025 ] - Build #8104
Copyright 2011-2025
Niobrara Research and Development Corporation

8. Click on “Admin > Restore”.

9. Click on “Partial Restore Filename Choose File” button and Select the
Proxy ip index Partial Restore.meb3 file.

Q@ Open
« > v > ThisPC > Windows (C) > Niobrara > MEB3 > v C »
Organize > New folder =- 0 0
Name Date modified Type Size
> @ OneDrive QTesT 2/21/2025 2:48 PM File folder
« B ThispC MBP_EXTRACT.exe 2/21/2025 2:36 PM Application 553 KB
> B @) 4] Proxy_192_168_15_121 Node_21.reg 2/24/2025 7:55 AM Registration Entries 39 K|
N v 5] Proxy_192_168_15_121_Node_21.bxt 2/24/2025 7:55 AM Text Document 54K|
= common (\\fsr
‘ [ Proxy_192_168_15_121_Node_21_Partial Restore:meb3 2/24/2025 7:55 AM MEB3 File 36KB
> mm users (\fsrvin
proxy_extractexe 2/24/2025 7:53 AM Application 133K8
> mm products (Wfsr
QDIO_CONFIGexe 2/21/2025 2:02 PM Application 230K8
> mm cvs_repository
B8 gtestzer 2/21/2025 2:00 PM ControlExpertzef 49Ke|
> - www \www.r =
B8 QresT_MBP - M580.zef 2/21/2025 409 PM ControlExpert.zef T0K8
7 == scohen (192 QUEST_MBP.zef 2/21/2025 2:49 PM ControlExpert.zef 72K8|
> Network
File name: [Proxy_192_168_15_121_Node_21_Partial_Restore.meb3 v| AllFiles () v
Cancel

10. Click the “Start Configure” button.
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v I NR&D x + = m] X
<« C @ A Notseure 10.10.10.10/FF1CE087/admin/restore Qaxw e O
MEB3 Configuration Restore
Home
g;flzﬁtg_“mﬂ Restore the entire MEB3 configuration from a file by uploading a selected file:
istics
Tooks Filename: No fle chosen
Set Passwords
Global Config
Backup
— Only use the following form if instructed to do so, for modification of the already loaded
Hot Modbus Plus : . - - -
: configuration. Using the following form prevents loading default configuration before
Update Firmware - - -
applying the supplied configuration.
Reset
Lzt ot Partial Restore Filename: Proxy_192_...estore.nfeb3

[ MEB3 04FEB2025 ] - Build #810%
Copyright 2011-2025
Niobrara Research and Development Corporation

11. The MEB3 will then reboot at the new IP Address with the new Proxy
configuration but still keep the Admin and User passwords.

v I, NR&D x o+ - m] X
& G m A\ Notsecure  192.168.15.121/auth/ G @ W @ ® 1 e
NR&D MEB3 - Node 21
Idle |

Login to access

Username: | Admin J
Password: [+++4 |

Submit

[ MEB3 04FEB2025 ] - Build #8104
Copyright 2011-2025
Niobrara Research and Development Corporation

12. Be sure to do the “Store to EEPROM” after completing the upload.
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-

v L. Node21- MEB3 Configuration X + 7 5 ~

« G R A Notsecure 192.168.15.121/FFOD975E/ @ a v e 6

NR&D MEB3 - Node 21

HCOIm‘n: Ok ||

Home
Configuration
Statistics
Tools

Admin

: MEB3 Configuration and diagnostics tool
Logout [admin]
[ MEB3 04FEB2025 ] - Build #8104
Store to EEPROM Copyright 2011-2025
Niobrara Research and Development Corporation

At this point you can inspect the Proxy settings to verify that they match the original SE
hardware.
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&

L. Node 21 - MEB3 Configuratior

X

C Mm A Notsecure  192.168.15.121/FFOD975E/page/config/proxy/proxy

ax e S O

NR&D MEB3 - Node 21

HComm: Ok

Home
Configuration
Ethernet
Port 1
Port 2
Modbus Plus
PLC Proxy
Proxy Config
Global Data
Specific Out
Specific In
Stats
Statistics
Tools
Admin

Logout [admin

System [Ethernet Port 1 Port 2|Modbus Plus

Drops (90 101 102 |21

Modbus Plus Proxy Configuration
Parameter Setting
Proxy Enable [PLC Proxy Mode v |
Proxy Run Run v
Routing Mode Direct to Modbus/TCP
Dest IP 192.168.15.29
Index 255
PLC Status Timeout (ms) |[200
Inputs Timeout (ms) 500

Comms Loss Action

Reset to Zero

(m]

X

Status Block Map to PLC registers
PLC Status Block Address||201
Status Freshness TICK Disabled
TICK Location Attached to Status Struct
PLC TICK Address 0
Offset PLC addresses Enabled
Proxy Register Mapping
Parameter Setting
Offset 4x/%MW || 1
Offset 3x/%IW 2049
Offset 1x%I 2049
Offset 0x/%M |1
3x/%IW requests |Remap to 4x/%MW
1x/%I requests |Remap to 0x/%I
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